THROUGH THESE DOORS WALK ONLY THE FINEST PEOPLE — THE CITIZENS OF ESCAMBIA COUNTY. DECISIONS

ARE MADE IN THIS ROOM AFFECTING THE DAILY LIVES OF OUR PEOPLE. DIGNIFIED CONDUCT IS APPRECIATED.
CHAMBER RULES

1. IF YOU WISH TO SPEAK, YOU WILL BE HEARD.

2. YOU MUST SIGN UP TO SPEAK. SIGN-UP SHEETS ARE AVAILABLE AT THE BACK OF THE ROOM.

3. YOU ARE REQUESTED TO KEEP YOUR REMARKS BRIEF AND FACTUAL.

4. BOTH SIDES ON AN ISSUE WILL BE GRANTED UNIFORM/MAXIMUM TIME TO SPEAK.

5. DURING QUASI-JUDICIAL HEARINGS (I.E., REZONINGS), CONDUCT IS VERY FORMAL AND REGULATED BY

SUPREME COURT DECISIONS.

PLEASE NOTE THAT ALL BCC MEETINGS ARE RECORDED AND TELEVISED

AGENDA
Board of County Commissioners
Regular Meeting — November 17, 2016 — 5:30 p.m.
Ernie Lee Magaha Government Building — First Floor

1. Call to Order.
Please turn your cell phone to the vibrate, silence, or off setting.

The Board of County Commissioners allows any person to speak regarding an
item on the Agenda. The speaker is limited to three (3) minutes, unless otherwise
determined by the Chairman, to allow sufficient time for all speakers. Speakers
shall refrain from abusive or profane remarks, disruptive outbursts, protests, or
other conduct which interferes with the orderly conduct of the meeting. Upon
completion of the Public comment period, discussion is limited to Board members
and questions raised by the Board.

2. Invocation — Commissioner May.
3. Pledge of Allegiance to the Flag.
4. Are there any items to be added to the agenda?

Recommendation: That the Board adopt the agenda as prepared (or duly
amended).

5. Commissioners’ Forum.




Presentations:

A. Certificates in recognition of years of service for the following ECAT
employees:

e Alice Stanberry - 31 years

e Janet Fillingim - 30 years

e Jerry Stallworth - 31 years

o Alfornette Williams - 31 years
e Danny L. Smith - 31 years

e James Stanton - 31 years

e Edward G. King - 30 years

B. Plaques for Commissioner Wilson B. Robertson’s appointees to various
Boards and Committees, as follows:

e Board of Adjustment - Blaise Adams (January 22, 2015 — November 21,
2016)

e Escambia County Mass Transit Advisory Committee - Arnold L.
Rosenbleeth (October 1, 2009 — November 21, 2016) and Megan N.
Walters (December 10, 2015 — November 21, 2016)

e Escambia Marine Advisory Committee - Captain Mark F. Moore
(September 1, 2016 — November 21, 2016) and Mary C. Watson (May 5,
2005 — November 21, 2016)

¢ Planning Board - Bob Cordes (February 19, 2015 — November 21, 2016)

e Santa Rosa Island Authority - Dave E. Pavlock (November 18, 2008 —
November 21, 2016)

Centenarian Proclamation.

Recommendation: That the Board adopt the Proclamation honoring and
congratulating Mrs. Alice Lee Nicholson Johnson on reaching the age of 100
and extending best wishes to her for continued good health and happiness.




Retirement Proclamations.

Recommendation: That the Board take the following action concerning
retirement Proclamations:

A. Adopt the Proclamation commending and congratulating Sherry L. Babcock,
Administrative Supervisor, Facilities Management Department, on 18 years of
service; and

B. Ratify the Proclamation, dated October 25, 2016, commending and
congratulating Albert D. Knapp, Maintenance Technician - HVAC, Facilities
Management Department, on 32 years of service.

Did the Clerk’s Office receive the proofs of publication for the Public Hearing(s)
on the agenda and the Board’s Weekly Meeting Schedule?

Recommendation: That the Board waive the reading of the legal advertisement(s)
and accept, for filing with the Board’s Minutes, the certified affidavit(s)

establishing proof of publication for the Public Hearing(s) on the agenda, and the
Board of County Commissioners — Escambia County, Florida, Meeting Schedule.




10.

5:31 p.m. Public Hearing for consideration of adopting an Ordinance creating
the Weekley Bayou Entrance Channel Dredging Maintenance MSBU.

Recommendation: That the Board adopt, and authorize the Chairman to sign

the Ordinance creating the Weekley Bayou Entrance Channel Dredging
Maintenance Municipal Service Benefit Unit (MSBU), and all related
documents, and make the following findings of fact:

A. Lots in the District are specially benefited since dredging maintenance
improvements increase the market value of individual lots, and improve
accessibility;

B. The non-ad valorem special assessments levied represent a fair and
reasonable apportionment of the cost of the special benefit received by each
lot and do not represent a fair share of the cost of general governmental
service provided to residents in the unincorporated areas of Escambia
County; and

C. Lots which do not receive a special benefit have been and shall be
excluded from the non-ad valorem special assessment for dredging
maintenance improvements.



11.

5:32 p.m. Public Hearing for consideration of amending the Fiscal Year
2016/2017 Budget for the purpose of recognizing prior year grants and
project balances and appropriating these funds for ongoing projects.

Recommendation: That the Board take the following action concerning

re-budgeting on-going projects that were not completed by the end of Fiscal
Year 2015/2016:

A. Conduct the 5:32 p.m. Public Hearing on November 17, 2016, amending
the Fiscal Year 2016/2017 Budget for the purpose of recognizing prior year
grants and project balances and appropriating these funds for on-going
projects;

B. Adopt, following the Public Hearing, the Resolution approving
Supplemental Budget Amendment #001, General Fund (001), Escambia
County Restricted Fund (101), Economic Development Fund (102), Tourist
Development Fund (108), Other Grants & Projects (110), Disaster Recovery
Fund (112), Library Fund (113), Misdemeanor Probation Fund (114), Article V
Fund (115), Perdido Beach Mouse Fund (117), Gulf Coast Restoration Fund
(118), SHIP Fund (120), Escambia Affordable Housing Fund (124),
CDBG/HUD Entitlement Fund (129), Fire Protection Fund (143), Community
Redevelopment Fund (151), Bob Sikes Toll Fund (167), Transportation Trust
Fund (175), Drainage Basin Funds (181), FTA Capital Fund (320), Local
Option Sales Tax Il Fund (352), Solid Waste Fund (401), Emergency
Services Fund (408), and Internal Service Fund (501), in the amount of
$152,688,354.17 to re-budget the funds associated with on-going grants and
projects that were not completed by the end of Fiscal Year 2015/2016; and

C. Approve all associated Fiscal Year 2016/2017 Purchase Orders for
projects with existing Purchase Orders.



12.

5:33 p.m. Public Hearing for Consideration of the Petition to Vacate a Portion
of an Alleyway in Block 58 of Englewood Heights Subdivision:

Recommendation: That the Board take the following action concerning the

Petition to Vacate a Portion of an Alleyway in Block 58 of Englewood Heights
Subdivision (20 feet x 150 feet), as petitioned by Ronald D. Ramsey:

A. Approve or deny the Petition to Vacate a Portion of an Alleyway in Block 58
of Englewood Heights Subdivision (20 feet x 150 feet), as petitioned by
Ronald D. Ramsey;

B. Accept the Hold/Harmless Agreement;

C. Adopt the Resolution to Vacate; and

D. Authorize the Chairman or Vice Chairman to accept the documents as of

the day of delivery of the documents to the Chairman or Vice Chairman, and
authorize the Chairman or Vice Chairman to execute them at that time.



13.

Committee of the Whole Recommendation.

Recommendation: That the Board take the following action, as recommended

by the Committee of the Whole (C/W), at the November 10, 2016, C/W
Workshop:

A. Authorize staff to draft a Request for Proposals for a community partner
and a pilot program of eight tiny homes between 200 and 300 square feet,
and request the Planning Board to weigh in on how the implementation of tiny
houses would fit into the Land Development Code (Item #8);

B. Approve to include Variance and Conditional Use approvals that go before
the Board of Adjustment with the new notice requirements for land use
decisions, and clarify the line related to final plat to state "PUD Subdivision
Final Plat" (Item #9); and

C. Establish a lobbying position for the medical marijuana implementation, as
follows (ltem #11):

(1) All Medical Marijuana Treatment Centers would be commercial entities
licensed by the State;

(2) Local Governments would have the right to deal with the zoning and
number of licensees in their County; and

(3) The State would set some portion of the taxes collected to come back to
local governments to deal with public safety and law enforcement issues
created.



14. Reports:

CLERK & COMPTROLLER'S REPORT

Backup Not Included With The Clerk's Report Is Available For Review In
The Office Of The Clerk To The Board
Ernie Lee Magaha Government Building, Suite 130

|. Consent Agenda

1. Recommendation Concerning Transfer of Machinery & Equipment to the
Sheriff's Office

That the Board approve the transfer of equipment from the Board to the
Escambia County Sheriff's Office, as of September 30, 2016, in the amount
of $3,206,973.26.

2. Recommendation Concerning Minutes and Reports Prepared by the Clerk to

the Board's Office

That the Board take the following action concerning Minutes and Reports
prepared by the Clerk to the Board's Office:

A. Accept, for filing with the Board's Minutes, the Report of the Agenda
Work Session held November 3, 2016; and

B. Approve the Minutes of the Regular Board Meeting held November 3,
2016.



1.

GROWTH MANAGEMENT REPORT

|. Public Hearing

5:46 p.m. - A Public Hearing Concerning the Issuance of Operational Permit for

Resource Extraction for Blue Water Farms Borrow Pit

That the Board approve and authorize or deny the request for the
Development Services Department of Escambia County to issue an
Operational Permit for Resource Extraction for Blue Water Farms Borrow Pit,
located at 2120 Highway 97, property reference number
18-3N-31-1101-000-000.

5:47 p.m. - Cancellation of A Public Hearing Concerning the Review of an

Operational Permit for a Vegetative/Yard Trash Recycling Facility - Eager

Beaver

That the Board of County Commissioners (BCC) cancel the 5:47 p.m. Public
Hearing scheduled to review and approve, modify, or deny the issuance of a
recycling permit for a vegetation/yard trash recycling facility, located at 2170
Longleaf Drive, owned by Eager Beaver, LLC.

Il. Consent Agenda

Recommendation Concerning the Scheduling of Public Hearings

That the Board authorize the scheduling of the following Public Hearings:
December 8, 2016

A. 5:49 p.m. - A Public Hearing - Operational Permit: Recycling Permit for a
Concrete Recycling Facility - J. Miller Construction Recycling Facility

B. 5:50 p.m. - A Public Hearing - Operational Permit: Recycling Permit for a
Vegetative/Yard Trash Recycling Facility - Eager Beaver



1.

COUNTY ADMINISTRATOR'S REPORT

|. Technical/Public Service Consent Agenda

Recommendation Concerning the Request for Disposition of Property for the

Information Technology Department - Shawn Fletcher, Information Technology

Department Director

That the Board approve the eight Request for Disposition of Property Forms for
the Information Technology Department for all items of equipment, which are
described and listed on the Request Forms, with reason for disposition stated.
The items are to be auctioned as surplus or disposed of properly.

Recommendation Concerning the Cyber Hygiene Authorization Agreement with

the Department of Homeland Security - Shawn Fletcher, Information

Technology Department Director

That the Board take the following action concerning the County Network
Security with the National Cybersecurity and Communications Integration
Center:

A. Authorize the National Cybersecurity and Communications Integration
Center of the U.S. Department of Homeland Security (DHS) to conduct
continuous Vulnerability Scanning and Hygiene Monitoring of the Escambia
County Board of County Commissioners' publicly accessible cyber assets,
networks, and systems;

B. Approve and authorize the Chairman to execute the Cyber Hygiene
Authorization to Conduct Continuous Scans of Public-Facing Networks and
Systems between the U.S. Department of Homeland Security and the
Escambia County Board of County Commissioners.

[Funding: There is no cost to the County for this service]



3. Recommendation Concerning the Hold Harmless and Indemnification
Agreement for Pensacola Winterfest, Inc. - Jack R. Brown, County
Administrator

That the Board approve the Hold Harmless and Indemnification Agreement for
Pensacola Winterfest, Inc., to use the exterior of the plaza entrances of the
Ernie Lee Magaha Government Building located at 221 Palafox Place and the
main entrance and basement of the Escambia County Old Courthouse building
located at 223 Palafox Place during the Pensacola Winterfest event on the
following dates: November 19-20, 25-27, 2016; and December 2-4, 9-11,
16-24, 2016.



Il. Budget/Finance Consent Agenda

Recommendation Concerning Federal Elections Activities Grant Funding for
the Office of the Supervisor of Elections - David H. Stafford, Supervisor of
Elections

That the Board take the following action concerning Federal Elections Activities
Grant Funds from the Department of State:

A. Certify that the County will match State Grant funds with $7,438.53, from the
Supervisor of Elections’ Fiscal Year 2016/2017 Budget; and

B. Authorize the Chairman to sign the Certificate Regarding Matching Funds
and the Certificate of Equipment for Casting and Counting Ballots.

In order to receive the Federal Elections Activities funds, the Legislature has
required that the Chairman of the Board of County Commissioners certify that
the County will match the State funds with a 15% County match. Both the
State funds and the County matching funds must be held in a separate account
to be used solely for activities relating to Federal Elections. The required
match for this Grant is $7,438.53. The match is included in the Supervisor of
Elections’ Fiscal Year 2016/2017 Budget under Cost Center 550101 and
various Object Codes.

Recommendation Concerning Supplemental Budget Amendment #021 -
Stephan Hall, Budget Manager, Management and Budget Services

That the Board adopt the Resolution approving Supplemental Budget
Amendment #021, Other Grants and Projects Fund (110), in the amount of
$295,500, to recognize proceeds from the U.S. Environmental Protection
Agency (EPA), Gulf of Mexico Program, for the EPA #43616 Jackson Lake
Grant, and to appropriate these funds to install floating wetland mats in
Jackson Lake, which is part of Bayou Chico. No County matching funds are
required.



3. Recommendation Concerning Supplemental Budget Amendment #020 -
Stephan Hall, Budget Manager, Management and Budget Services

That the Board adopt the Resolution approving Supplemental Budget
Amendment #020, Other Grants and Projects Fund (110), in the amount of
$22,000, to recognize proceeds from the Florida Department of Agriculture and
Consumer Services, and to appropriate these funds for several activities which
include hiring part-time internship positions (contract labor) to assist staff and
continue the tree inventory for parks in the CRA districts, assist with
coordination and planning of at least one tree care workshop, assist with
funding outreach events such as Earth Day and Arbor Day, planting projects
and other related projects. An equal match is required and will come from
in-kind staff and volunteer time and labor.

4. Recommendation Concerning Supplemental Budget Amendment #305 for
Mass Transit - Amy Lovoy, Assistant County Administrator

That the Board adopt the Resolution approving Supplemental Budget
Amendment #305, Mass Transit Fund (104), in the amount of $238,042,
recognizing reimbursements from UWF and the Santa Rosa Island Authority
(SRIA) for trolley service and proceeds from the Local Option Gas Tax that
exceeded collection estimates and appropriating these funds to cover
budgetary shortfalls in all of the Mass Transit Cost Centers.



5. Recommendation Concerning the United States Department of Homeland
Security, Federal Emergency Management Agency, Hazard Mitigation Grant
Program for the Delano Street Drainage Area Project - Joy D. Blackmon, P.E.,
Public Works Department Director

That the Board take the following action concerning the United States
Department of Homeland Security (USDHS), Federal Emergency Management
Agency (FEMA), Hazard Mitigation Grant Program (HMGP) for the Delano
Street Drainage Area Project:

A. Approve the Federally Funded Sub-grant Agreement, Project Number
4177-18-R, Agreement Number 17HM-H4—01-27-01-XXX, between the State
of Florida, Division of Emergency Management and Escambia County for the
Delano Street Area Drainage Project, providing for 100% federal funding with
Local Global Match approval, awarded at $2,282,115, for Phase 1 design;

B. Authorize the Chairman to sign the Sub-grant Agreement and associated
Grant-related documents; and

C. Authorize the Chairman to execute, subject to Legal review and sign-off,
any subsequent Agreements and program-related documents for this project.

[Funding source: Funding for Delano Street Drainage Project is available in
Fund 352, LOST Ill. However, with Local Global Match approval, federal
funding is available for 100% reimbursement]



6. Recommendation Concerning the Reallocation of Capital Improvement

Program Funds - Joy D. Blackmon, P.E., Public Works Department Director

That the Board approve the reallocation of funds from the Capital Improvement
Program to fund other priority infrastructure projects, totaling $199,871, as

follows:

FROM:

IDescription | District Amount |Description

Seaglades |2 $31,889 ([This project was canceled based on a Cost
Benefit Analysis. Previous planned pond
improvements were abandoned after the
design options did not indicate the benefit
would outweigh the cost for those
improvements.

69th Avenue 2 $19,435 |Project complete

North

Coral Creek |2 $148,547|Improve flow through an existing public

Drainage - drainage easement and address standing

West water in the cul-de-sac on Yucatan Drive
through an open swale that drains to
Caribbean Drive. This project has been
delayed indefinitely due to property acquisition
issues.

TO:

Description | District Amount |Description

Innerarity Point |2 $199,871(This is the third and final phase of the

- Bob O Link Innerarity Point Road Drainage

Road, Gorham
Road, Cruzat

Way Drainage
Improvements

Improvements Project that addresses
residential flooding. This final phase includes
drainage flow and water access
improvements in the area of Bob-O-Link
Road, Cruzat Way and Gorham Road. Many
culverts will be replaced, ditches will be
re-graded, water-access areas will be
improved, and the roadways will be
redesigned and resurfaced. Additional funds
are needed to supplement the existing
budget ($120,129) to pipe some open ditch
areas and provide roadway resurfacing to
Innerarity Point Road. Instead of isolated
improvements, resurfacing will tie all
improvements together and produce




comprehensive improvements for this entire
area. 60% plans are currently under review,
environmental permit approval is pending,
and a second public meeting will occur within
the next 45 days before plans are finalized.

7. Recommendation Concerning a Change Order on Contract PD 02-03.79, for

Olive Road East Multi-Lane Reconstruction and Drainage Project Phase | - Joy

D. Blackmon, P.E., Public Works Department Director

That the Board approve and authorize the County Administrator to execute the
following Change Order for the construction schedule approval change on
Contract PD 02-03.79, "Professional Services," for Construction, Engineering,
Inspection (CEI), and Project Management Services for Olive Road East
Multi-Lane Reconstruction and Drainage Project Phase |, to Mott MacDonald
Florida, LLC (formerly Hatch Mott MacDonald Florida, LLC):

Department: Public Works

Division: Engineering

Type: Addition

Amount: $56,837.00

Vendor: Mott MacDonald Florida, LLC (formerly

Hatch Mott MacDonald Florida, LLC)

Project Name:

Olive Road East Multi-Lane Reconstruction
and Drainage Project Phase |

Contract: PD 02-03.79
PO No.: 151055

CO No.: 1

Original Award Amount: $226,160.51
Cumulative Amount of Change $56,837.00
Orders through this CO:

New Contract Total: $282,997.51

[Funding Source: Fund 352, LOST Ill, Cost Center 210107, Object Code

56301, Project #14EN3244]




8. Recommendation Concerning Speed Reductions in Corrydale Subdivision
(District 2) - Joy D. Blackmon, P.E., Public Works Department Director

That the Board take the following action concerning the filing of traffic
restrictions - speed reductions, per the requirements of Ordinance Number
2003-26, which authorizes the County Engineer to place restrictions on the
movement of traffic on County roadways and streets:

A. Adopt the Resolution establishing the speed limit for the reduction in speed,
from 30 miles per hour to 25 miles per hour, for the following roadway
segments:

Lavon Drive, from West Highway 98 to Corrydale Drive;

Christian Drive, from Lavon Drive to Corrydale Drive;

Corrydale Drive, from Lavon Drive to Quigley Drive;

Amberway Drive, from Amberwood Drive to Corrydale Drive;
Amberwood Drive, from West Highway 98 to Corrrydale Drive; and
Quigley Road, from West Highway 98 to Corrydale Drive; and

2 e i

B. Authorize the Chairman to sign the Resolution.

[Funding: Fund 175, Transportation Trust Fund, Cost Center 211201,
Object Code 53401, for Sign Installations]



Recommendation Concerning a State of Florida, Division of Emergency
Management Federally-Funded Subaward and Grant Agreement - Michael D.
Weaver, Public Safety Department Director

That the Board take the following action regarding the Federally-Funded
Subaward and Grant Agreement, Contract Number 17-FG-P9-01-27-01-090:

A. Rescind the Board's action on July 7, 2016, approving the original
Federally-Funded Subaward and Grant Agreement, Contract Number
17-FG-XX-01-27-01-090, and the authorization of the Board Chair or Vice
Chair to execute the Agreement as referenced in Board's Meeting Minutes as
item CAR II-7;

B. Approve the original revised State of Florida, Division of Emergency
Management (FDEM), Federally-Funded Subaward and Grant Agreement,
Contract Number 17-FG-P9-01-27-01-090, providing funds in the amount of
$106,011, to assist in enhancing the daily and emergency operations of the
Escambia County Division of Emergency Management and to assist in the
local disaster planning and community outreach efforts of the Division, for the
period July 1, 2016 through June 30, 2017;

C. Authorize the Chairman or Vice-Chairman to execute the Subaward and
Grant Agreement; and

D. Authorize Michael D. Weaver, Public Safety Department Director, to
execute and certify each grant quarterly report, reimbursement request, grant
closeout report, and any subsequent grant documents required to implement
this grant as follows:

"By signing this report, | certify to the best of my knowledge and belief that the
report is true, complete, and accurate, and the expenditures, disbursements
and cash receipts are for the purposes and objectives set forth in the terms
and conditions of the Federal award. | am aware that any false, fictitious, or
fraudulent information, or the omission of any material fact, may subject me to
criminal, civil, or administrative penalties for fraud, false statements, false
claims or otherwise. (U.S. Code Title 18, Sections 1001 and Title 31, Sections
3729-3730 and 3801-3812)."

The County Attorney's Office has requested that the Board be made aware of
the following language in the Agreement:

Section (22) Mandated Conditions, subsection b, that "This Agreement shall
be construed under the laws of the State of Florida, and venue for any action
arising out of this Agreement shall be in the Circuit Court of Leon County."

[Funding: Fund 110, Other Grants and Projects Fund, Cost Center 330409]



10. Recommendation Concerning the Authorization for Cumulative Expenditures

11.

Over $50,000 in Fiscal Year 2016-2017 for the Department of Natural

Resources, for Demolition or Lot Clearing Services - J. Taylor "Chips"

Kirschenfeld, Director, Department of Natural Resources Management

That the Board authorize cumulative total expenditures over $50,000, in
Fiscal Year 2016-2017 to contractors performing demolition or lot clearing
services for the Department of Natural Resources, Code Enforcement
Division, for individual projects of less than $50,000, based on competitive
quotes. The request is being made in advance of the cumulative total of
expenditures exceeding $50,000 this Fiscal Year for the following vendors:

Applied Construction Management, LLC, Vendor No. 013673
Andala Enterprises, Inc., Vendor No. 422299

Bellview Site Contractors, Inc., Vendor No. 022702

B.R. Bonner's Hauling, Inc., Vendor No. 020229

Castellani Hauling, Inc., Vendor No. 031326

Common Area Solutions, LLC, Vendor No. 034266

Daniel W. Meadows - dba Meadows Maintenance, Vendor No. 406895
Derek G. Henry - dba Hoosier Lawn Guy?, Vendor No. 040755
HHH Construction of NWF, Inc., Vendor No. 080060

Site and Utility LLC, Vendor No. 420683

Southern Girl Botanicals, Inc., Vendor No. 194119

Webster Construction, Inc., Vendor No. 420065

West Pensacola Lawn Care, LLC, Vendor No. 232061

[Funding Source: Fund 103, Environmental Code Enforcement Fund, Cost
Center 220110, Object Code 53401]

Recommendation Concerning Group Medical Insurance - Thomas G. "Tom"

Turner, Human Resources Department Director

That the Board authorize the County Administrator to sign the BlueMedicare
Group Master Agreement between Blue Cross Blue Shield of Florida, Inc.
d/b/a Florida Blue and the Escambia County Board of County Commissioners
for Escambia County’s Group Medical Insurance (PD 14-15.069).

[Funding Source: Fund 501, Internal Service Fund, Cost Center 150108,
Object Code 54501]



12.

13.

Recommendation Concerning Public Official Bonds for Commissioner Elect

Jeff Bergosh, Commissioner Elect Lumon J. May, and Commissioner Elect

Steven L. Barry - Jack R. Brown, County Administrator

That the Board approve the following Public Official Bonds through Fisher
Brown, Inc., as bond agent, as outlined in Florida Statutes 137.04, and filed
with the Clerk of the Circuit Court and Comptroller's Office:

A. Commissioner Elect Jeff Bergosh, District 1, $2,000, Travelers Casualty
and Surety Company of America, Hartford, Connecticut, Bond Number
106626039, effective November 22, 2016, to November 16, 2020;

B. Commissioner Elect Lumon J. May, District 3, $2,000, Fidelity and Deposit
Company of Maryland, Bond Number POB8959786, effective November 22,
2016, to November 16, 2020; and

C. Commissioner Elect Steven L. Barry, District 5, $2,000, Fidelity and
Deposit Company of Maryland, Bond Number POB8959787, effective
November 22, 2016, to November 16, 2020.

[Funds for the cost of these bonds are budgeted under Risk Management in
Cost Center 140835/Account 54501]

Recommendation Concerning the Contract Award for Jamesville Road Coffee

Creek Bridge Replacement - Claudia Simmons, Office of Purchasing,

Purchasing Manager

That the Board approve and authorize the County Administrator to sign the
Agreement between Escambia County, Florida, and RBM Contracting
Services, LLC, for Standard Road/Drainage Construction Contract
Documents, per the terms and conditions of PD 15-16.107, Jamesville Road
Coffee Creek Bridge Replacement, in the amount of $661,403.90.

[Funding: Fund 112, Disaster Recovery Fund, Cost Center 330492, Object
Code 54612/56301, Project ESGSWO05]



COUNTY ATTORNEY'S REPORT

|. For Action

Recommendation Concerning Offering Open Government Training to Any
Escambia County Franchised Water Utility

That the Board authorize the County Attorney's Office to offer open
government training to any Escambia County franchised water utility that will
accept that offer, without establishing an attorney-client relationship with any of
those utilities, as discussed by the Board at it Committee of the Whole
Workshop on November 10, 2016.

Recommendation Concerning Scheduling an Attorney/Client Session on
December 8, 2016 at 3:45 p.m. to Discuss Pending Litigation in the Cases
of Ernest Wulzer and Rebecca Wulzer v. Escambia County, FL, Case No.
2004 CA 001431 and Ernest C. Wulzer, et al. v. Escambia County, Case No.
2014 CA 000957

That the Board take the following action:

A. Schedule a private meeting with its attorneys to discuss pending litigation,
in accordance with Section 286.01(8), Fla. Stat. for December 8, 2016 at 3:45
p.m.; and

B. Approve the public notice printed below to be published in the Pensacola
News Journal on Saturday, November 26, 2016.

PUBLIC NOTICE

IT IS THE INTENTION of the Board of County Commissioners of Escambia
County, Florida, to hold a private meeting with its attorneys to discuss pending
litigation in the case of Ernest Wulzer and Rebecca Wulzer v. Escambia
County, FL, Case No. 2004 CA 001431 and Ernest C. Wulzer, et al. v.
Escambia County, Case No. 2014 CA 000957, in accordance with Section
286.01(8), Fla. Stat. Such attorney/client session will be held on Thursday,
December 8, 2016 at 3:45 p.m., in the Ernie Lee Magaha Government
Building, Board Chambers, 221 Palafox Place, Pensacola, Florida.
Commissioners Douglas B. Underhill, Jeff Bergosh, Lumon J. May, Grover C.
Robinson, IV, and Steven Barry, County Administrator Jack R. Brown, County
Attorney Alison P. Rogers, Charles V. Peppler, Deputy County Attorney and a
certified court reporter will attend the attorney/client session.




[I. For Discussion

Recommendation Concerning a Settlement Agreement Resolving Pending
Legal Issues in the Innerarity Island Development Corporation Cases 2014 CA

000237 and 2014 CA 002103

That the Board authorize the Chairman to sign a settlement agreement
resolving pending legal issues in the following cases:

A. Escambia County v. Innerarity Island Development Corporation (IIDC),
Case No.: 2014 CA 000237; and

B. Escambia County v. Kathy Collins & IIDC, Case No.: 2014 CA 002103.



15. ltems added to the agenda.

16. Announcements.

17. Adjournment.



Al-11355 Proclamations 7.
BCC Regular Meeting
Meeting Date: 11/17/2016

Issue: Centenarian Proclamation - Mrs. Alice Lee Nicholson Johnson
From: Jack Brown, County Administrator

Organization: County Administrator's Office

CAO Approval:

RECOMMENDATION:

Centenarian Proclamation.

Recommendation: That the Board adopt the Proclamation honoring and congratulating
Mrs. Alice Lee Nicholson Johnson on reaching the age of 100 and extending best wishes
to her for continued good health and happiness.

BACKGROUND:

Centenarians are a living link to our history and are valued members of the community.
By recognizing the significant achievements and outstanding service of the Centenarians
of Escambia County, we will contribute to the attainment of community vision by creating
awareness and value for our citizens.

BUDGETARY IMPACT:
N/A

LEGAL CONSIDERATIONS/SIGN-OFF:
N/A

PERSONNEL.:
N/A

POLICY/REQUIREMENT FOR BOARD ACTION:
Board approval is requred by Board Policy Section I, A(6).

IMPLEMENTATION/COORDINATION:
N/A




Attachments
Proclamation




PROCLAMATION

WHEREAS, the Board of County Commissioners recognizes that a Centenarian is a person who has attained
the age of 100 years or more of life, and the community is enriched by Centenarians. Centenarians are among the
fastest-growing segment of our poputation and create a link to our history. It is a great distinction for Mrs. Alice Lee
Nicholson Johnson to celebrate 100 years of life; and

WHEREAS, Mrs. Johnson was bom on November 28, 1916, in Laurel Mississippi. She is the eldest
granddaughter Henry Nicholson and Alice Nicholson, who was a full-blooded Blackfoot Indian; the eldest daughter of Mrs.
Lillie Nicholson Houston; and the sister of Mrs. Thelma Ford; and

WHEREAS, Alice along with her grandparents and mother moved on to Evergreen, Alabama, then to Bagdad,
Florida, and now resides here in Pensacola, Florida; and '

WHEREAS, Mrs. Johnson raised one daughter, Cynthia O. Nelson, who is now deceased, and seven sons,
Raymond, Reginald, Ronald and Marcellus Reese; Lemuel (Torrie Jones),; and Rosamond and Richard Johnson, who are
now deceased; and

WHEREAS, Mrs. Johnson is affectionately cailed “Nana Niecy” by her 24 grandchildren; her 25 great
grandchildren; her 11 great, great grandchildren; and by other family members; and

WHEREAS, Mrs. Johnson is a faithful member of the Talbot Chapel AME Zion Church, where she serves on
Usher Board #2 and on the Kitchen Committee; and

WHEREAS, Johnson Beach is named after her eldest son Rosamond Johnson, who died in the Korean War,
and

WHEREAS, Mrs. Johnson loves to cook and bake and keeps the aroma of delicious foods and baked goods
flowing throughout the house; and

WHEREAS, Mrs. Alice Lee Nicholson Johnson creates a link to our history; she lauds the spint, inspiration, and
endurance represented by one of our oldest residents and is a valued member of our community.

NOW, THEREFORE, BE IT PROCLAIMED, that the Board of County Commissioners of Escambia County,
Florida, honors and congratulates Mrs. Alice Lee Nicholson Johnson on reaching the age of 100 and extends best wishes
to her for continued good health and happiness.

BOARD OF COUNTY COMMISSIONERS
ESCAMBIA COUNTY, FLORIDA

Grover C. Robinson, IV, Chaimrman
District Four

Wiison B. Robertson, Vice Chairman
District One

Douglas Underhill, District Two
Lumon J. May, District Three
Steven Barry, District Five

ATTEST: Pam Childers
Clerk of the Circuit Court

Deputy Clerk

Adopted: November 17, 2016



Al-11336 Proclamations 8.
BCC Regular Meeting

Meeting Date: 11/17/2016

Issue: Adoption/Ratification of Retirement Proclamations

From: Thomas Turner, Department Director

Organization: Human Resources

CAO Approval:

RECOMMENDATION:
Retirement Proclamations.

Recommendation: That the Board take the following action concerning retirement
Proclamations:

A. Adopt the Proclamation commending and congratulating Sherry L. Babcock,
Administrative Supervisor, Facilities Management Department, on 18 years of service;
and

B. Ratify the Proclamation, dated October 25, 2016, commending and congratulating
Albert D. Knapp, Maintenance Technician - HVAC, Facilities Management Department,
on 32 years of service.

BACKGROUND:
N/A

BUDGETARY IMPACT:
N/A

LEGAL CONSIDERATIONS/SIGN-OFF:
N/A

PERSONNEL.:
N/A

POLICY/REQUIREMENT FOR BOARD ACTION:
N/A

IMPLEMENTATION/COORDINATION:




N/A

Attachments
ret procs 111716




PROCLAMATION

WHEREAS, Sherry L. Babcock has served Escambia County, Florida as an employee of the Board of
Commissioner’s very faithfully for 18 years, retiring as an Administrative Supervisor, Facilities Management
Department, Maintenance Division; and

WHEREAS, Mrs. Babcock, was hired in December 1998 as an Office Assistant I in the Facilities
Management Department. During her 18 years of service to the citizens of Escambia County, she continuously
impressed her many supervisors by going well beyond what was expected of her. Seeking advancement, Mrs.
Babcock was selected in 1999 for an Office Assistant Il position, then in 2002 she was selected for an Office
Assistant IV position and in 2006 was reclassified to Administrative Supervisor; and

WHEREAS, Through the years to follow, Mrs. Babcock earned the praise and respect from all those
she came in contact with. Known as the “expert” on our Computerized Maintenance Management System
(CMMS) used to track the maintenance man-hours and material cost for County facilities, Mrs. Babcock
oversaw through the years the implementation of three different CMMS systems,; and

WHEREAS, As the Administrative Supervisor, Mrs. Babcock always took the initiative to be the first to
respond to any emergency situation or major catastrophic event, as well as working the EOC during emergency
events in Escambia County, and

WHEREAS, Mrs. Babcock has earned numerous accolades throughout her career from Constitutional
Officers, County Administrators, Department Directors, and fellow employees for her untiring work ethic,
professionalism, and unwavering commitment to her public service and our citizens of Escambia County; and

WHEREAS, Mrs. Babcock was selected the County’s Employee of the Month for November 2000, and
Facilities Management’s Employee of the Month for December 2009 “Qutstanding Customer Service” and
June 2015 “Performance Versatility.”

NOW, THEREFORE BE IT PROCLAIMED that the Board of County Commissioners, on behalf of
the citizens of Es*cambm County and fellow employees, commends and congratulates Sherry L. Babcock on her
retirement.

BE IT FURTHER PROCLAIMED that the Board of County Commissioners of Escambia County
expresses its appreciation to Sherry L. Babcock Jor 18 years of faithful and
dedicated service as a County employee.

BOARD OF COUNTY COMMISSIONERS
ESCAMBIA COUNTY, FLORIDA

Grover C. Robinson, IV, Chairman, District Four

ATTEST: PAM CHILDERS, Wilson B. Robertson, Vice Chairman, District One
CLERK OF THE CIRCUIT COURT
Douglas Underhill, District Two

Deputy Clerk Lumon J. May, District Three
Steven Barry, District Five

Adopted: November 17, 2016



PROCLAMATION

WHEREAS, Albert D. Knapp has served Escambia County, Florida as an employee of the Board of

County Commissioner’s very faithfully for 32 years, retiring as a Maintenance Technician-HVAC, Facilities
Management Department, Maintenance Division; and

WHEREAS, Mr. Knapp, was hired in November 1984 as an A/C & Refrigeration Mechanic II in the
Facilities Management Department. During his 32 years of service to the citizens of Escambia County, he
continuously impressed his many supervisors by going well beyond what was expected of him; and

WHEREAS, Through the years fo follow, Mr. Knapp earned the praise and respect from all those he
came in contact with. Known as the “expert” on all HVAC components related to all County facilities, Mr.
Knapp was routinely called upon, day or night, to assist in all matters related to keeping critical facilities
HVAC systems operational at all times; and

WHEREAS, As Maintenance Technician-HVAC, Mr. Knapp always took the initiative to be the first to
respond to any emergency situation or major catastrophic event; and

WHEREAS, Mr. Knapp has earned numerous accolades throughout his career from Constitutional
Officers, County Administrators, Department Directors, and fellow employees for his untiring work ethic,
professionalism, and unwavering commitment to his public service and our citizens of Escambia County; and

WHEREAS, Mr. Knapp was selected the County’s Employee of the Month for May 2002, and received the
Facilities Management’s Employee of the Month for September 2014 “Innovation & Creativity”.

NOW, THEREFORE BE IT PROCLAIMED that the Board of County Commissioners, on behalf of

the citizens of Escambia County and fellow employees, commends and congratulates Albert D. Knapp on his
retirement..

BE IT FURTHER PROCLAIMED that the Board of County Commissioners of Escambia County
expresses its appreciation to Albert D. Knapp for 32 years of faithful and dedicated service as a County
employee.

BOARD OF COENTY COMMISSIONERS

ESC % TY, FLORIDA
7 6/

rover C. Robinson, IV, Chairman, District Four

Wilson B. Robertson, Vice Chairman, District One
Douglas Underhill, District Two
Lumon J. May, District Three

Steven Barry, District Five
ATTEST: PAM CHILDERS,

CLERK OF THE CIRCUIT COURT
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Al-11323 Public Hearings  10.
BCC Regular Meeting
Meeting Date: 11/17/2016

Issue: 5:31 p.m. Public Hearing to Adopt the Weekley Bayou Entrance
Channel Dredging Maintenance MSBU Ordinance

From: Stephan Hall, Budget Manager

Organization: Asst County Administrator - Lovoy

CAO Approval:

RECOMMENDATION:

5:31 p.m. Public Hearing for consideration of adopting an Ordinance creating
the Weekley Bayou Entrance Channel Dredging Maintenance MSBU.

Recommendation: That the Board adopt, and authorize the Chairman to sign the
Ordinance creating the Weekley Bayou Entrance Channel Dredging Maintenance
Municipal Service Benefit Unit (MSBU), and all related documents, and make the
following findings of fact:

A. Lots in the District are specially benefited since dredging maintenance improvements
increase the market value of individual lots, and improve accessibility;

B. The non-ad valorem special assessments levied represent a fair and reasonable
apportionment of the cost of the special benefit received by each lot and do not
represent a fair share of the cost of general governmental service provided to residents
in the unincorporated areas of Escambia County; and

C. Lots which do not receive a special benefit have been and shall be excluded from the
non-ad valorem special assessment for dredging maintenance improvements.

BACKGROUND:

The owners of the property abutting the Weekley Bayou channel have met the criteria
established by the Board of County Commissioners for an MSBU, and the Board has
reaffirmed its intent to use the uniform method of collection of non-ad valorem special
assessments levied.

Petitions for creating the MSBU district were circulated among owners of property
abutting Weekley Bayou. There are an estimated 79 properties, and of these, property
owners representing 58.2% of total property owners signed the petition in favor. This



meets the 55% minimum approval requirement specified in the MSBU Guidelines and
Procedures. The estimated cost per residential lot will be $77.27 annually for 10 years,
after which the MSBU will remain in place with no assessment unless or until it is
determined by the property owners that additional dredging is necessary.

The dredge spoils will be placed on a .2102 acre parcel on the south side of the mouth of
the entrance channel. The recorded owner of this parcel is the Weekley Bayou
Improvement Association. Permitting for the project has been accomplished. There are
a number of factors that must be considered when permitting dredging and other marine
projects. For reference, some typical factors are listed below, although special
circumstances may trigger other considerations:

Federal Review by Army Corps of Engineers (coordination with US Fish & Wildlife
Service, National Marine Fisheries Service, US Coast Guard, Dept. of Interior, etc):
Impacts to navigation (per Rivers & Harbors Act of 1899)

Impacts to water quality (per Clean Water Act)

Impacts to Threatened or Endangered species and Critical Habitat (per Endangered
Species Act, Marine Mammal Protection Act, etc.)

State Review by Florida Department of Environmental Protection (coordination with
Florida Fish & Wildlife, Water Management District, Board of Trustees, Historic
Preservation Office, etc.):

Impacts to water quality (Hydrographic “flushing” analysis)

Impacts to sea floor (Bathymetric “depth” survey)

Sediment quality (spoil disposal)

Impacts to cultural or historic resources

Impacts to State-listed species

Riparian rights and impacts to adjacent upland/riparian owners

Proprietary review (authorization by Letter of Consent, Consent by Rule, or Public or
Private Easements)

BUDGETARY IMPACT:

The MSBU will generate revenues for the purpose of providing repayment to Escambia
County for providing dredging maintenance improvements to the Weekley Bayou
Entrance Channel, as well as administrative and statutory fees.

LEGAL CONSIDERATIONS/SIGN-OFF:

This Ordinance has been reviewed by the County Attorney's Office and found to be
legally sufficient.

PERSONNEL.:
N/A

POLICY/REQUIREMENT FOR BOARD ACTION:




The Board of County Commissioners must approve and adopt all Ordinances.

IMPLEMENTATION/COORDINATION:
N/A

Attachments
Weekley Bayou Ordinance




























Al-11319 Public Hearings  11.
BCC Regular Meeting
Meeting Date: 11/17/2016

Issue: 5:32 p.m. Public Hearing and Supplemental Budget Amendment #001
— Re-budgets

From: Stephan Hall, Budget Manager

Organization: Asst County Administrator - Lovoy

CAO Approval:

RECOMMENDATION:

5:32 p.m. Public Hearing for consideration of amending the Fiscal Year 2016/2017
Budget for the purpose of recognizing prior year grants and project balances and
appropriating these funds for ongoing projects.

Recommendation: That the Board take the following action concerning re-budgeting
on-going projects that were not completed by the end of Fiscal Year 2015/2016:

A. Conduct the 5:32 p.m. Public Hearing on November 17, 2016, amending the Fiscal
Year 2016/2017 Budget for the purpose of recognizing prior year grants and project
balances and appropriating these funds for on-going projects;

B. Adopt, following the Public Hearing, the Resolution approving Supplemental Budget
Amendment #001, General Fund (001), Escambia County Restricted Fund (101),
Economic Development Fund (102), Tourist Development Fund (108), Other Grants &
Projects (110), Disaster Recovery Fund (112), Library Fund (113), Misdemeanor
Probation Fund (114), Article V Fund (115), Perdido Beach Mouse Fund (117), Gulf
Coast Restoration Fund (118), SHIP Fund (120), Escambia Affordable Housing Fund
(124), CDBG/HUD Entitlement Fund (129), Fire Protection Fund (143), Community
Redevelopment Fund (151), Bob Sikes Toll Fund (167), Transportation Trust Fund
(175), Drainage Basin Funds (181), FTA Capital Fund (320), Local Option Sales Tax llI
Fund (352), Solid Waste Fund (401), Emergency Services Fund (408), and Internal
Service Fund (501), in the amount of $152,688,354.17 to re-budget the funds associated
with on-going grants and projects that were not completed by the end of Fiscal Year
2015/2016; and

C. Approve all associated Fiscal Year 2016/2017 Purchase Orders for projects with
existing Purchase Orders.

BACKGROUND:




This supplemental budget amendment amends the FY 2016/2017 Budget to include
re-budgets from FY 2015/2016. Re-budgets are funds for grants and projects that were
approved in FY 2015/2016 or earlier, but since these projects were not completed, the
associated funds must be brought forward into the FY 2016/2017 Budget, so these
projects can be completed.

The description of each of these projects can be found in the attached backup.

BUDGETARY IMPACT:
N/A

LEGAL CONSIDERATIONS/SIGN-OFF:
N/A

PERSONNEL.:
N/A

POLICY/REQUIREMENT FOR BOARD ACTION:

Board of County Commissioners’ policy requires increases and decreases in revenues to
be approved by the Board.

IMPLEMENTATION/COORDINATION:
N/A

Attachments
FY2016/2017 Re-Budgets & Backup




Board of County Commissioners
Escambia County Resolution Number
Supplemental Budget Amendment Resolution R2016-

WHEREAS, the following revenues were unanticipated in the adopted budget for Escambia County
and the Board of County Commissioners now desires to appropriate said funds within the County Budget.

WHEREAS, projects that began in the FY2015/2016 Budget have not been completed, and the funds
associated with these projects must be rolled forward into the FY2016/2017 Budget and appropriated.

NOW, THEREFORE, be it resolved by the Board of County Commissioners of Escambia County, Florida,
that in accordance with Florida Statutes, Section 129.06 (2d), it does hereby appropriate in the following
funds and accounts in the budget of the fiscal year ending September 30, 2017:

Fund Name Fund Number

General Fund 1

Escambia County Restricted Fund 101

Economic Development Fund 102

Tourist Promotion 108

Other Grants and Projects Fund 110

Disaster Recovery Fund 112

Library Fund 113

Misdemeanor Probation Fund 114

Article V Fund 115

Perdido Beach Mouse Fund 117

Gulf Coast Restoration Fund 118

SHIP Fund 120

Escambia Affordable Housing Fund 124

CDBG HUD Entitlement Fund 129

Fire Protection Fund 143

Community Redevelopment Fund 151

Bob Sikes Toll Fund 167

Transportation Trust Fund 175

Drainage Basin Funds 181

FTA Capital Project Fund 320

Local Option Sales Tax Ill 352

Solid Waste Fund 401

Emergency Services Fund 408

Internal Service Fund 501

Revenue Title Fund Number Account Code Amount

Fund Balance 001 389901 297,291
Fund Balance 001 389901 64,756
Fund Balance 001 389901 131,323
Fund Balance 001 389901 28,585
Fund Balance 001 389901 24,000
Fund Balance 001 389901 14,220
Fund Balance 001 389901 25,998
Fund Balance 001 389901 129,260
Tree Fund Ordinance Fees 101 343701 25,000
Wetland Mitigation Fees 101 349010 8,000
Memorial Reef 101 366004 6,219
Jones Swamp Wetland Preserve 101 365002 17,486
Fishing Bridge Fees 101 347206 10,000
Fund Balance 108 389901 75,305
2015 Homeland Security Grant 110 334276 74,222
FEMA Flood Mitigation Assist Grant 110 334622 600,242
Vessel Registration Fees 110 334704 100,000
Glynn Key Stormwater 110 331305 5,000
Density Reduction PNS-NAS 110 334220 25,251
Density Reduction Area "A" APZ 110 334268 494,455
Defense Infrastructure 2013 110 334279 200,000
Defense Infrastructure 2014 110 334280 200,000
FDEP LID Monitoring Grant 110 334367 97,008
NFWF Jones Swamp Patton 110 334369 28,925
FDEP G0409 Beach Haven/Bdwalk 110 334372 721,914
EMS County Award grant 110 334221 13,467
Hazardous Materials Plan Grant 110 334244 16,598
Citizen Corps Grant 110 334251 7,000
EMP Federal Grant 110 331266 86,028
DCA-CIVIL DEFENSE GRT2012 110 331228 16,177

DOMESTIC SECURITY GRANT 110 334252 2,984




Insurance Proceeds 112 369008 40,000
Fund Balance 113 389901 6,576
Friends of the Library Donations 113 366218 (New) 15,000
Fund Balance 114 389901 57,116
Fund Balance 115 389901 60,056
Perdido Key Beach Mouse 117 324221 3,000
NRDA Boat Ramps 118 334735 534,805
NFWF# 45910 Bayou Chico 118 334385 10,851,066
Perdido Key Dune Restoration 118 334325 468,240
FWC 15153 Atrtificial Reefs 118 334737 634,147
RESTORE Planning Assistance 118 334736 4,504
Turtle Lighting - Perdido Key 118 334370 37,510
NRDA Bob Sikes Fishing Pier 118 334738 963,090
Fund Balance 175 389901 64,595
Fund Balance 175 389901 278,699
Fund Balance 175 389901 3,100
Master Drainage Basin 1 181 325101 6,989
Master Drainage Basin 2 181 325102 13,605
Master Drainage Basin 3 181 325103 19,776
Master Drainage Basin 4 181 325104 14,011
Master Drainage Basin 5 181 325105 24,025
Master Drainage Basin 6 181 325106 57,614
Master Drainage Basin 7 181 325107 10,423
Master Drainage Basin 8 181 325108 29,895
Master Drainage Basin 9 181 325109 36,070
Master Drainage Basin 10 181 325110 62,196
Master Drainage Basin 11 181 325111 5,639
Master Drainage Basin 12 181 325112 22,078
Master Drainage Basin 13 181 325113 34,520
Master Drainage Basin 14 181 325114 16,412
Master Drainage Basin 15 181 325115 14,097
Master Drainage Basin 16 181 325116 58,723
Master Drainage Basin 17 181 325117 9,305
Master Drainage Basin 18 181 325118 7,902
2010 FTA Grant FL90X728 320 331455 44,646
2011 FTA Grant FL90X759 320 331459 156,696
2012 FTA Grant FL90-X804 320 331460 209,043
2013 FTA320 FL90-X818 320 331462 45,478
2013 FTA320 FL90-X825 320 331464 40,000
Good Repair Grant FL-04018100 320 331466 44,875
2013 FTA Grant FL16-0008 320 331467 1,340
2014 FTA Grant FL16-0009 320 331468 21,600
2013 FTA 5339 FL 34-0021 320 331470 97,969
2014 FTA 320 FL90-X848 320 331472 81,716
FTA-VTCLI Grant 320 331475 23,377
2015 FTA 320 FL90-X877-00 320 331477 718,821
2014 FTA 320 FL34-0030-00 320 331478 98,721
2015FTA/FDOT FL 16-X015-02 320 331479 25,476
Fund Balance 352 389901 491,831
Fund Balance 352 389901 479
Fund Balance 352 389901 80,504
Fund Balance 352 389901 3,108,563
Fund Balance 352 389901 22,021
Fund Balance 352 389901 2,375,043
Fund Balance 352 389901 57,845
Crabtree Church Rd LAO 352 334448 1,274,518
Maplewoods Drainage 352 331319 137,226
Jacks Branch Rd 352 334451 611,071
Muscogee Road 352 334453 1,876,051
Quietwater Beach Landing 352 334495 860,942
Bauer Road Paved Shoulders 352 334496 40,315
Johnson Ave Stormwater 352 334497 259,200
CR 292 Gulf Beach Hwy 352 334499 128,334
SRIA Contribution 352 337403 154,023
HMGP Bristol Creek 352 331285 6,189,379
HMGP Lake Charlene 352 331286 19,092
Myrtle Grove Elementary 352 331413 225,756
1IDC Water and Sewer Grant 352 335350 924,850
Fund Balance 352 389901 3,181,703
Fund Balance 352 389901 1,933,388
SRIA Contribution 352 337403 105,147
ECUA Contribution 352 337302 3,534,564
LAP CR196 Paved Shoulders 352 334491 236,649
LAP CR99 Paved Shoulders 352 334492 248,979




LAP CR295A Corry Field 352 334498 1,027,967
SRIA Contribution 352 337403 676,181
Charges for Service Cultural 352 347301 3,920
Fund Balance 352 389901 42,452 475
Fund Balance 352 389901 43,083
Fund Balance 401 389901 175,000
Fund Balance 401 389901 190,000
Fund Balance 501 389901 10,643,997
Fund Balance 001 389901 207,504.40
TREE FUND ORDINANCE FEES 101 334701 8,720.00
TREE FUND ORDINANCE FEES 101 334701 5,100.00
NATL POLLUTNT DISCHRG SYS 101 334332 2,400.00
NATL POLLUTNT DISCHRG SYS 101 334332 5,720.00
SAFE NEIGHBORHOOD PROGRAM 101 348532 4,671.33
SAFE NEIGHBORHOOD PROGRAM 101 348532 18,110.00
ECON DEV OPERATING 102 389901 47,446.35
Fund Balance 108 389901 10,500.00
ORISKANY PCB MONITORING 110 334326 45,000.00
VESSEL REGISTRATION FEES 110 334704 1,918.90
VESSEL REGISTRATION FEES 110 334704 77,469.50
PERDIDO BAY BOAT RAMP 110 331704 148,576.30
DENSITY REDUCTION PNS-NAS 110 334268 6,158.00
FDEP LID MONITORING 110 334367 1,533.05
FDEP LID MONITORING 110 334367 3,540.50
FDEP LID MONITORING 110 334367 8,714.55
FDEP G0439 LID MANUAL 110 334371 86,000.00
FEMA FLOOD MITIGATION GRT 110 334622 41,485.00
FEMA REIMBURSEMENT 112 331203 3,272,600.58
Fund Balance 113 389901 81,107.74
NRDA BOAT RAMPS 118 334735 3,240.00
NFWF#45910BAYOU CHICO 118 334385 181,184.00
PERDIDO KEY DUNE RSTRTN 118 334325 2,520.51
PERDIDO KEY DUNE RSTRTN 118 334325 18,950.00
RESTORE PLANNING ASSIST 118 334736 2,864.37
SHIP 2015 GRANT ADMIN 120 335707 1,200.00
SHIP 2015 GRANT ADMIN 120 335707 900.00
SHIP 2015 GRANT ADMIN 120 335707 17,580.00
SHIP 2016 ADMIN 120 335708 1,200.00
SHIP 2016 ADMIN 120 335708 26,500.00
Fund Balance 124 389901 23,228.65
CDBG 2012 HOUSING REHAB 129 331553 1,200.00
CDBG 2012 HOUSING REHAB 129 331553 2,299.00
CDBG 2012 HOUSING REHAB 129 331553 8,932.00
CDBG 2012 OTHR ACTIVITIES 129 331553 26,026.00
CDBG 2012 OTHR ACTIVITIES 129 331553 14,168.00
BROWNFIELD/ROMANA-VCTC 129 369001 298,409.65
CDBG 2010 OTHR ACTIVITIES 129 331548 6,634.65
CDBG 2011 OTHR ACTIVITIES 129 331552 1,641.35
CDBG 2013 HOUSING REHAB 129 331554 28,440.00
CDBG 2014 OTHR ACTIVITIES 129 331555 199,258.53
CDBG 2015 OTHER ACTIVITIES 129 331556 25,000.00
Fund Balance 143 389901 56,625.00
Fund Balance 151 389901 47,767.25
Fund Balance 167 389901 90,408.83
Fund Balance 175 389901 621,669.64
Fund Balance 181 389901 129,928.68
2010 FTA FL90X728 320 331455 117,720.00
2012 FTA GRANT FL90X804 320 331460 34,416.00
2013 FTA GRANT FL90X804 320 331460 2,095.00
2014 FTA320 FL90-X848 320 331472 109,511.00
2015FTA320FL90-X877-00 320 331477 37,716.73
2015FTA320FL90-X877-01 320 331477 109,511.00
2014FTA-320-FL34-0030-00 320 331478 219,022.00
2010 FTA FL90X728 320 331455 8,720.58
PCOLA BCH RESTROOM.BRDWLK 352 337403 84,853.00
EDTPFA-MUSCOGEE & US 29 352 334453 24,416.02
QUIETWTR BCH LNDNG LAP 352 334495 116,997.00
E.JOHNSN STRMWTR RPR LAP 352 334497 24,006.49
E.JOHNSN STRMWTR RPR LAP 352 334497 195,196.00
CR292 GB HWY DRAINGE LAP 352 334499 20,183.01
SRIA TRAFFIC CALMING 352 337403 19,145.56
SRIA TRAFFIC CALMING 352 337403 363,928.06
HMGP LAKE CHARLENE 352 331285 295,181.73




Fund Balance 352 389901 32,586,738.76
Fund Balance 401 389901 5,533,300.89
Fund Balance 408 389901 1,667,912.13
Fund Balance 501 389901 2,284,378.90

Sub-Total $102,911,352.00
Sub-Total $49,777,002.17
Grand Total $152,688,354.17
Account Code/
Appropriations Title Fund Number/Cost Center Project Number Amount
Other Contractual Services 001/110101 53401 12,291
Aids to Private Organizations 001/110101 58201 10,000
Machinery & Equipment 001/110201 56401 50,000
Aids to Private Organizations 001/130201 58201 200,000
Repair & Maintenance 001/380201 54601 25,000
Machinery & Equipment 001/310204 56401 622
Machinery & Equipment 001/310204 56401 54,784
Repair & Maintenance 001/310204 54601 9,350
Repair & Maintenance 001/210607 54601 31,507
Operating Supplies 001/210607 55201 15,316
Buildings 001/210607 56201 72,812
Improvements other than Buildings 001/210607 56301 10,000
Machinery & Equipment 001/210607 56401 1,688
Repair & Maintenance 001/210612 54601 14,531
Operating Supplies 001/210612 55201 14,054
Land 001/220100 56101 6,000
Improvements other than Buildings 001/220100 56301 18,000
Machinery & Equipment 001/221001 56401 14,220
Machinery & Equipment 001/270103 56401 25,998
Machinery & Equipment 001/270102 56401 129,260
Other Contractual Services 101/220310 53401 20,000
Operating Supplies 101/220310 55201 5,000
Other Contractual Services 101/220336 53401 6,000
Repair & Maintenance 101/220336 54601 2,000
Improvements other than Buildings 101/220809 56301 6,219
Repair & Maintenance 101/221016 54601 17,486
Repair & Maintenance 101/350236 54601 10,000
Aids to Private Organizations 108/360105 58201 44,800
Aids to Private Organizations 108/360105 58201 7,500
Aids to Private Organizations 108/360105 58201 23,005
Operating Supplies 110/330237 55201 1,340
Training & Registration 110/330237 55501 1,600
Machinery & Equipment 110/330237 56401 71,282
Other Grants and Aids 110/250121 58301 600,242
Improvements other than Buildings 110/220807 56301 100,000
Other Contractual Services 110/221002 53401 3,000
Repair & Maintenance 110/221002 54601 2,000
Land 110/221006 56101 25,251
Land 110/221015 56101 494,455
Land 110/221019 56101 200,000
Land 110/221020 56101 200,000
Other Contractual Services 110/221021 53401 90,333
Operating Supplies 110/221021 55201 6,675
Other Contractual Services 110/221023 53401 24,425
Rentals & Leases 110/221023 54401 2,250
Printing & Binding 110/221023 54701 2,250
Improvements other than Buildings 110/221024 56301 721,914
Operating Supplies 110/330318 55201 2,005
Machinery & Equipment 110/330318 56401 11,462
Operating Supplies 110/330323 55201 3,822
Machinery & Equipment 110/330323 56401 5,863
Intangible Assets 110/330323 56801 6,913
REGULAR SALARIES & WAGES 110/330409 51201 48,568
FICA TAXES 110/330409 52101 3,810
RETIREMENT CONTRIBUTIONS 110/330409 52201 3,495
LIFE & HEALTH INSURANCE 110/330409 52301 8,431
WORKER'S COMPENSATION 110/330409 52401 122
COMMUNICATIONS 110/330409 54101 2,142
REPAIR & MAINTENANCE 110/330409 54601 967
OFFICE SUPPLIES 110/330409 55101 2,243




OPERATING SUPPLIES 110/330409 55201 4,500
BOOK/PUBL/SUBSCRIPT/MEMBR 110/330409 55401 250
TRAINING/REGISTRATION 110/330409 55501 3,500
MACHINERY & EQUIPMENT 110/330409 56401 8,000
TRAVEL & PER DIEM 110/330412 54001 2,887
POSTAGE & FREIGHT 110/330412 54201 156
OFFICE SUPPLIES 110/330412 55101 6,524
OPERATING SUPPLIES 110/330412 55201 1,876
BOOK/PUBL/SUBSCRIPT/MEMBR 110/330412 55401 3,257
TRAINING/REGISTRATION 110/330412 55501 1,475
MACHINERY & EQUIPMENT 110/330412 56401 2
Other Contractual Services 110/330458 53401 7,000
PROFESSIONAL SERVICES 110/330459 53101 1,131
OTHER CONTRACTUAL SERVICE 110/330459 53401 888
OFFICE SUPPLIES 110/330459 55101 500
OPERATING SUPPLIES 110/330459 55201 465
Repair & Maintenance 112/330494 54601 40,000
Machinery & Equipment 113/110503 56401 6,576
Operating Supplies 113/110509 (New) 55201 15,000
Machinery & Equipment 114/290301 56401 57,116
Machinery & Equipment 115/410505 56401 60,056
Operating Supplies 117/220335 55201 3,000
Other Contractual Services 118/222001 53401 265,975
Utility Services 118/222001 54301 37,643
Rentals & Leases 118/222001 54401 73,903
Repair & Maintenance 118/222001 54601 147,313
Operating Supplies 118/222001 55201 9,971
Regular Salaries 118/222002 51201 40,000
Other Contractual Services 118/222002 53401 74,000
Operating Supplies 118/222002 55201 20,000
Improvements other than Buildings 118/222002 56301 10,717,066
Professional Services 118/222003 53101 41,779
Repair & Maintenance 118/222003 54601 426,461
Other Contractual Services 118/222004 53401 115,000
Rentals & Leases 118/222004 54401 6,089
Operating Supplies 118/222004 55201 13,058
Improvements other than Buildings 118/222004 56301 500,000
Other Contractual Services 118/222030 53401 4,504
Professional Services 118/222040 53101 10,000
Other Grants and Aids 118/222040 58301 27,510
Improvements other than Buildings 118/222005 56301 963,090
Other Contractual Services 175/211602 53401 64,595
Machinery & Equipment 175/210402 56401 278,699
Machinery & Equipment 175/210404 56401 3,100
Improvements other than Buildings 181/210719 56301 6,989
Improvements other than Buildings 181/210720 56301 13,605
Improvements other than Buildings 181/210721 56301 19,776
Improvements other than Buildings 181/210722 56301 14,011
Improvements other than Buildings 181/210723 56301 24,025
Improvements other than Buildings 181/210724 56301 57,614
Improvements other than Buildings 181/210725 56301 10,423
Improvements other than Buildings 181/210726 56301 29,895
Improvements other than Buildings 181/210727 56301 36,070
Improvements other than Buildings 181/210728 56301 62,196
Improvements other than Buildings 181/210729 56301 5,639
Improvements other than Buildings 181/210730 56301 22,078
Improvements other than Buildings 181/210731 56301 34,520
Improvements other than Buildings 181/210732 56301 16,412
Improvements other than Buildings 181/210733 56301 14,097
Improvements other than Buildings 181/210734 56301 58,723
Improvements other than Buildings 181/210735 56301 9,305
Improvements other than Buildings 181/210736 56301 7,902
Support Facility Repairs 320/211222 54607 38,321
Operating Supplies 320/211222 55201 837
Computer, Equipment, Software 320/211222 55230 5,488
Support Facility Repairs 320/211223 54607 133,397
Computer, Equipment, Software 320/211223 55230 15,221
Maintenance Equipment 320/211223 56408 8,078
Professional Services 320/211224 53101 863
Repair & Maintenance 320/211224 54601 147,000
Machinery & Equipment 320/211224 56401 61,180
Improvements other than Buildings 320/211225 56301 15,000
Machinery & Equipment 320/211225 56401 30,478
Improvements other than Buildings 320/211226 56301 20,000




Machinery & Equipment 320/211226 56401 20,000
Machinery & Equipment 320/211227 56401 44,875
Machinery & Equipment 320/211228 56401 1,340
Machinery & Equipment 320/211229 56401 21,600
Improvements other than Buildings 320/211230 56301 27,969
Machinery & Equipment 320/211230 56401 70,000
Improvements other than Buildings 320/211231 56301 31,000
Machinery & Equipment 320/211231 56401 50,716
Repair & Maintenance 320/211232 54601 5,940
Machinery & Equipment 320/211232 56401 3,737
Intangible Assets 320/211232 56801 13,700
Improvements other than Buildings 320/211233 56301 3,083
Machinery & Equipment 320/211233 56401 707,985
Aids to Governmental Agencies 320/211233 58101 7,753
Improvements other than Buildings 320/211234 56301 97,743
Machinery & Equipment 320/211234 56401 978
Machinery & Equipment 320/211235 56401 25,476
Buildings 352/110267 56201 250,000
Buildings 352/110267 56201 241,831
Buildings 352/290407 56201 479
Buildings 352/350229 56201 80,504
Improvements other than Buildings 352/350229 56301 3,108,563
Operating Supplies 352/110267 55201 22,021
Improvements other than Buildings 352/220102 56301 64,755
Land 352/220102 56101 255,260
Land 352/220102 56101 50,000
Improvements other than Buildings 352/220102 56301 1,816
Improvements other than Buildings 352/220102 56301 168,000
Improvements other than Buildings 352/220102 56301 29,040
Improvements other than Buildings 352/220102 56301 350,000
Improvements other than Buildings 352/220102 56301 12,179
Improvements other than Buildings 352/220102 56301 1,443,993
Machinery & Equipment 352/210107 56401 34,153
Machinery & Equipment 352/210107 56401 23,692
Improvements other than Buildings 352/210110 56301 1,274,518
Improvements other than Buildings 352/210112 56301 137,226
Improvements other than Buildings 352/210113 56301 611,071
Improvements other than Buildings 352/210114 56301 1,876,051
Improvements other than Buildings 352/210115 56301 860,942
Improvements other than Buildings 352/210116 56301 40,315
Improvements other than Buildings 352/210117 56301 259,200
Improvements other than Buildings 352/210118 56301 128,334
Improvements other than Buildings 352/210119 56301 154,023
Improvements other than Buildings 352/210120 56301 6,189,379
Improvements other than Buildings 352/210121 56301 19,092
Improvements other than Buildings 352/210517 56301 225,756
Improvements other than Buildings 352/110211 56301 924,850
Aids to Governmental Agencies 352/110272 58101 3,181,703
Improvements other than Buildings 352/110273 56301 1,933,388
Improvements other than Buildings 352/110274 56301 105,147
Improvements other than Buildings 352/210107 56301 3,534,564
Improvements other than Buildings 352/210107 56301 236,649
Improvements other than Buildings 352/210107 56301 248,979
Improvements other than Buildings 352/210107 56301 1,027,967
Improvements other than Buildings 352/210107 56301 676,181
Operating Supplies 352/370106 55201 3,920
Improvements other than Buildings 352/210107 56301 42,452,475
Buildings 352/410149 56201 43,083
Professional Services 401/230307 53101 49,000
Repair & Maintenance 401/230307 54601 126,000
Repair & Maintenance 401/230314 54601 190,000
Repair & Maintenance 501/140836 54601 5,102,379
Buildings 501/140836 56201 181,891
Repair & Maintenance 501/140836 54601 5,359,727
Professional Services 001/110201 53101 7,600.00
Professional Services 001/110201 53101 79,500.00
Professional Services 001/140201 53101 4,692.37
Repair & Maintenance 001/210607 54601 15,988.00
Professional Services 001/221001 53101 4,500.00
Intangible Assets 001/221001 56801 21,273.12
Machinery & Equipment 001/270103 56401 7,452.71
Professional Services 001/270109 53101 18,248.20
Machinery & Equipment 001/270111 56401 8,000.00




Repair & Maintenance 001/330403 54601 15,150.00
Buildings 001/330403 56201 12,900.00
Professional Services 001/380201 53101 12,200.00
Other Contractual Services 101/220310 53401 8,720.00
Other Contractual Services 101/220310 53401 5,100.00
Professional Services 101/221018 53101 2,400.00
Intangible Assets 101/221018 56801 5,720.00
Operating Supplies 101/370104 55201 4,671.33
Other Contractual Services 101/370104 53401 18,110.00
Land 102/360704 56101 22,367.05
Professional Services 102/360704 53101 25,079.30
Professional Services 108/220805 53101 7,000.00
Professional Services 108/220805 53101 2,200.00
Aids to Private Organizations 108/360105 58201 1,300.00
Professional Services 110/220338 53101 45,000.00
Other Contractual Services 110/220807 53401 1,918.90
Improvements Other Than Bldgs. 110/220807 56301 77,469.50
Improvements Other Than Bldgs. 110/220812 56301 148,576.30
Land 110/221006 56101 6,158.00
Other Contractual Services 110/221021 53401 1,533.05
Other Contractual Services 110/221021 53401 3,540.50
Operating Supplies 110/221021 55201 8,714.55
Professional Services 110/221025 53101 86,000.00
Other Grants & Aids 110/250121 58301 41,485.00
Operating Supplies 112/330491 55201 452.28
Capital R&M Flood 112/330492 54612 8,465.20
Capital R&M Flood 112/330492 54612 37,578.50
Capital R&M Flood 112/330492 54612 4,513.95
Capital R&M Flood 112/330492 54612 8,747.62
Capital R&M Flood 112/330492 54612 7,857.00
Capital R&M Flood 112/330492 54612 2,086.70
Capital R&M Flood 112/330492 54612 11,550.00
Capital R&M Flood 112/330492 54612 1,750.00
Capital R&M Flood 112/330492 54612 4,487.98
Capital R&M Flood 112/330492 54612 6,600.00
Capital R&M Flood 112/330492 54612 21,441.77
Capital R&M Flood 112/330492 54612 33,157.58
Capital R&M Flood 112/330492 54612 41,956.58
Capital R&M Flood 112/330492 54612 138,691.00
Capital R&M Flood 112/330492 54612 775,009.00
Capital R&M Flood 112/330492 54612 995,735.38
Capital R&M Flood 112/330492 54612 35,502.49
Capital R&M Flood 112/330492 54612 48,200.00
Capital R&M Flood 112/330493 54612 5,411.00
Capital R&M Flood 112/330493 54612 22,830.00
Capital R&M Flood 112/330493 54612 11,890.00
Capital R&M Flood 112/330493 54612 6,196.00
Capital R&M Flood 112/330493 54612 234,531.23
Capital R&M Flood 112/330493 54612 307,531.32
Buildings 112/330494 56201 8,165.00
Buildings 112/330494 56201 11,073.00
Capital R&M Flood 112/330494 54612 470,940.00
Capital R&M Flood 112/330495 54612 10,250.00
Operating Supplies 113/110503 55201 3,229.02
Operating Supplies 113/110503 55201 8,674.92
Machinery & Equipment 113/110503 56401 1,956.48
Machinery & Equipment 113/110503 56401 1,682.02
Machinery & Equipment 113/110503 56401 2,016.31
Machinery & Equipment 113/110503 56401 1,096.27
Machinery & Equipment 113/110503 56401 62,452.72
Other Contractual Services 118/222001 53401 3,240.00
Improvements Other than Bldgs. 118/222002 56301 181,184.00
Other Contractual Services 118/222003 53401 2,520.51
Professional Services 118/222003 53101 18,950.00
Other Contractual Services 118/222030 53401 2,864.37
Other Grants & Aids 120/370201 58301 1,200.00
Other Contractual Services 120/370201 53401 900.00
Other Grants & Aids 120/370201 58301 17,580.00
Other Grants & Aids 120/370202 58301 1,200.00
Professional Services 120/370202 53101 26,500.00
Other Grants & Aids 124/370290 58301 562.00
Other Current Charges 124/370290 54901 2,200.00
Other Grants & Aids 124/370290 58301 20,466.65
Other Grants & Aids 129/370210 58301 1,200.00




Other Contractual Services 129/370210 53401 2,299.00
Other Grants & Aids 129/370210 58301 8,932.00
Buildings 129/370211 56201 26,026.00
Improvements Other than Bldgs. 129/370211 56301 14,168.00
Professional Services 129/370213 53101 298,409.65
Improvements Other than Bldgs. 129/370214 56301 6,634.65
Improvements Other than Bldgs. 129/370216 56301 1,641.35
Other Grants & Aids 129/370217 58301 28,440.00
Professional Services 129/370221 53101 199,258.53
Professional Services 129/370224 53101 25,000.00
Professional Services 143/330206 53101 15,399.43
Repair & Maintenance 143/330206 54601 41,225.57
Other Contractual Services 151/370113 53401 16,935.00
Improvements Other than Bldgs. 151/370115 56301 6,018.80
Improvements Other than Bldgs. 151/370115 56301 24,813.45
Repair & Maintenance 167/140301 54601 37,875.35
Machinery & Equipment 167/140301 56401 16,303.60
Improvements Other than Bldgs. 167/140302 56301 28,466.88
Professional Services 167/140302 53101 3,173.00
Improvements Other than Bldgs. 167/140302 56301 4,590.00
Professional Services 175/210402 53101 5,940.00
Machinery & Equipment 175/210402 56401 219,024.00
Machinery & Equipment 175/210402 56401 74,203.00
Machinery & Equipment 175/210402 56401 63,999.00
Other Contractual Services 175/210405 53401 73,035.61
Operating Supplies 175/210405 55201 31,887.23
Machinery & Equipment 175/211201 56401 307.95
Machinery & Equipment 175/211201 56401 5,147.90
Machinery & Equipment 175/211201 56401 9,773.60
Machinery & Equipment 175/211201 56401 637.45
Professional Services 175/211201 53101 107,764.46
Professional Services 175/211201 53101 26,350.00
Professional Services 175/211201 53101 3,599.44
Improvements Other than Bldgs. 181/210723 56301 535.50
Improvements Other than Bldgs. 181/210724 56301 7,479.71
Improvements Other than Bldgs. 181/210725 56301 57,590.54
Improvements Other than Bldgs. 181/210728 56301 12,161.00
Improvements Other than Bldgs. 181/210730 56301 12,000.00
Improvements Other than Bldgs. 181/210731 56301 26,280.00
Improvements Other than Bldgs. 181/210731 56301 1,800.00
Improvements Other than Bldgs. 181/210733 56301 12,081.93
Support Facility Repairs 320/211222 54607 117,720.00
Machinery & Equipment 320/211224 56401 34,416.00
Machinery & Equipment 320/211224 56401 2,095.00
Machinery & Equipment 320/211231 56401 109,511.00
Professional Services 320/211233 53101 37,716.73
Machinery & Equipment 320/211233 56401 109,511.00
Machinery & Equipment 320/211234 56401 219,022.00
Machinery & Equipment 320/320415 56401 8,720.58
Aids to Government Agencies 352/110267 58101 6,000,000.00
Buildings 352/110267 56201 29,565.36
Buildings 352/110267 56201 696,223.72
Buildings 352/110267 56201 4,937.50
Buildings 352/110267 56201 12,890.16
Buildings 352/110267 56201 60,155.97
Buildings 352/110267 56201 146,702.00
Buildings 352/110267 56201 10,689.00
Buildings 352/110267 56201 40,850.00
Buildings 352/110267 56201 10,270.87
Buildings 352/110267 56201 62,000.00
Land 352/110273 56101 157,146.66
Improvements Other than Bldgs. 352/110273 56301 460,354.13
Land 352/110273 56101 3,708,974.00
Improvements Other than Bldgs. 352/110273 56301 352,450.20
Buildings 352/110274 56201 56,277.00
Improvements Other than Bldgs. 352/110274 56301 28,576.00
Improvements Other than Bldgs. 352/210104 56301 384,571.09
Improvements Other than Bldgs. 352/210107 56301 49,984.67
Improvements Other than Bldgs. 352/210107 56301 15,010.10
Improvements Other than Bldgs. 352/210107 56301 108,849.72
Improvements Other than Bldgs. 352/210107 56301 6,090.53
Improvements Other than Bldgs. 352/210107 56301 1,980.50
Improvements Other than Bldgs. 352/210107 56301 6,500.00
Improvements Other than Bldgs. 352/210107 56301 65.72




Improvements Other than Bldgs. 352/210107 56301 26,131.46
Improvements Other than Bldgs. 352/210107 56301 6,409.87
Improvements Other than Bldgs. 352/210107 56301 288,249.41
Improvements Other than Bldgs. 352/210107 56301 13,494.00
Improvements Other than Bldgs. 352/210107 56301 41,300.75
Improvements Other than Bldgs. 352/210107 56301 772.54
Improvements Other than Bldgs. 352/210107 56301 5,884.00
Improvements Other than Bldgs. 352/210107 56301 1,500.00
Improvements Other than Bldgs. 352/210107 56301 3,480.00
Improvements Other than Bldgs. 352/210107 56301 7,280.05
Improvements Other than Bldgs. 352/210107 56301 3,250.56
Improvements Other than Bldgs. 352/210107 56301 47,061.60
Improvements Other than Bldgs. 352/210107 56301 12,620.00
Improvements Other than Bldgs. 352/210107 56301 10,450.00
Improvements Other than Bldgs. 352/210107 56301 7,878.00
Improvements Other than Bldgs. 352/210107 56301 7,384.33
Improvements Other than Bldgs. 352/210107 56301 54,408.31
Improvements Other than Bldgs. 352/210107 56301 840.00
Improvements Other than Bldgs. 352/210107 56301 6,299.00
Improvements Other than Bldgs. 352/210107 56301 124,257.26
Improvements Other than Bldgs. 352/210107 56301 60,766.00
Improvements Other than Bldgs. 352/210107 56301 14,232.45
Improvements Other than Bldgs. 352/210107 56301 885.08
Improvements Other than Bldgs. 352/210107 56301 32,082.50
Improvements Other than Bldgs. 352/210107 56301 32,636.15
Improvements Other than Bldgs. 352/210107 56301 120,154.01
Improvements Other than Bldgs. 352/210107 56301 613,551.02
Improvements Other than Bldgs. 352/210107 56301 1,340.00
Improvements Other than Bldgs. 352/210107 56301 222,773.96
Improvements Other than Bldgs. 352/210107 56301 47,254.46
Improvements Other than Bldgs. 352/210107 56301 1,195,447.77
Improvements Other than Bldgs. 352/210107 56301 192,175.90
Improvements Other than Bldgs. 352/210107 56301 35,281.15
Improvements Other than Bldgs. 352/210107 56301 3,675.00
Improvements Other than Bldgs. 352/210107 56301 159.30
Improvements Other than Bldgs. 352/210107 56301 18,793.75
Improvements Other than Bldgs. 352/210107 56301 4,401.36
Improvements Other than Bldgs. 352/210107 56301 56,984.21
Improvements Other than Bldgs. 352/210107 56301 4,647.00
Improvements Other than Bldgs. 352/210107 56301 170,317.54
Improvements Other than Bldgs. 352/210107 56301 42,473.50
Improvements Other than Bldgs. 352/210107 56301 10,400.00
Improvements Other than Bldgs. 352/210107 56301 247,894.59
Improvements Other than Bldgs. 352/210107 56301 508,056.50
Improvements Other than Bldgs. 352/210107 56301 187,083.89
Improvements Other than Bldgs. 352/210107 56301 46,067.32
Improvements Other than Bldgs. 352/210107 56301 29,335.86
Improvements Other than Bldgs. 352/210107 56301 29,136.06
Improvements Other than Bldgs. 352/210107 56301 49,468.35
Improvements Other than Bldgs. 352/210107 56301 7,100.00
Improvements Other than Bldgs. 352/210107 56301 89,873.89
Improvements Other than Bldgs. 352/210107 56301 10,050.00
Improvements Other than Bldgs. 352/210107 56301 111,467.51
Improvements Other than Bldgs. 352/210107 56301 62,550.00
Land 352/210107 56101 225.00
Improvements Other than Bldgs. 352/210107 56301 280,518.87
Improvements Other than Bldgs. 352/210107 56301 337,890.80
Improvements Other than Bldgs. 352/210107 56301 160,009.84
Improvements Other than Bldgs. 352/210107 56301 24,733.45
Improvements Other than Bldgs. 352/210107 56301 208,080.00
Improvements Other than Bldgs. 352/210107 56301 517,251.70
Improvements Other than Bldgs. 352/210107 56301 1,661,103.22
Improvements Other than Bldgs. 352/210107 56301 178,188
Improvements Other than Bldgs. 352/210107 56301 39,689
Improvements Other than Bldgs. 352/210107 56301 232,026
Improvements Other than Bldgs. 352/210107 56301 98,538.77
Improvements Other than Bldgs. 352/210107 56301 454,145.50
Improvements Other than Bldgs. 352/210107 56301 359,946.00
Improvements Other than Bldgs. 352/210107 56301 85,650.00
Improvements Other than Bldgs. 352/210107 56301 27,174.10
Improvements Other than Bldgs. 352/210107 56301 32,692.00
Improvements Other than Bldgs. 352/210107 56301 23,995.48
Machinery & Equipment 352/210107 56401 17,655.25
Machinery & Equipment 352/210107 56401 14,967.25




Improvements Other than Bldgs. 352/210107 56301 39,504.74
Improvements Other than Bldgs. 352/210107 56301 23,600.00
Machinery & Equipment 352/210107 56401 1,000.00
Machinery & Equipment 352/210107 56401 1,148.00
Machinery & Equipment 352/210107 56401 520.00
Machinery & Equipment 352/210107 56401 21,024.00
Improvements Other than Bldgs. 352/210107 56301 49,540.00
Improvements Other than Bldgs. 352/210107 56301 42,847.00
Improvements Other than Bldgs. 352/210107 56301 1,313,391.55
Improvements Other than Bldgs. 352/210107 56301 170,355.80
Improvements Other than Bldgs. 352/210107 56301 51,691.51
Improvements Other than Bldgs. 352/210107 56301 204,948.00
Improvements Other than Bldgs. 352/210107 56301 348,319.80
Improvements Other than Bldgs. 352/210107 56301 123,384.43
Improvements Other than Bldgs. 352/210107 56301 3,663.60
Improvements Other than Bldgs. 352/210107 56301 9,465.60
Improvements Other than Bldgs. 352/210107 56301 479,840.35
Improvements Other than Bldgs. 352/210107 56301 208.25
Improvements Other than Bldgs. 352/210107 56301 0.01
Improvements Other than Bldgs. 352/210107 56301 1,553,248.11
Improvements Other than Bldgs. 352/210109 56301 129,674.85
Improvements Other than Bldgs. 352/210109 56301 2,100,487.03
Improvements Other than Bldgs. 352/210114 56301 24,416.02
Improvements Other than Bldgs. 352/210115 56301 116,997.00
Improvements Other than Bldgs. 352/210117 56301 24,006.49
Improvements Other than Bldgs. 352/210117 56301 195,196.00
Improvements Other than Bldgs. 352/210118 56301 20,183.01
Improvements Other than Bldgs. 352/210119 56301 19,145.56
Improvements Other than Bldgs. 352/210119 56301 363,928.06
Improvements Other than Bldgs. 352/210121 56301 295,181.73
Improvements Other than Bldgs. 352/220102 56301 152.90
Improvements Other than Bldgs. 352/220102 56301 30,000.00
Buildings 352/290407 56201 3,359,106.15
Buildings 352/290407 56201 3,870.00
Buildings 352/290407 56201 5,923.00
Improvements Other than Bldgs. 352/290407 56301 4,820.00
Buildings 352/290407 56201 188,400.00
Other Contractual Services 352/350229 53401 8,775.00
Other Contractual Services 352/350229 53401 10,935.00
Other Contractual Services 352/350229 53401 10,425.00
Other Contractual Services 352/350229 53401 16,310.25
Other Contractual Services 352/350229 53401 15,075.00
Other Contractual Services 352/350229 53401 17,700.00
Buildings 352/350229 56201 4,166.40
Machinery & Equipment 352/350229 56401 46,298.00
Buildings 352/350229 56201 169,496.00
Other Contractual Services 352/370106 53401 19,214.80
Machinery & Equipment 401/230301 56401 1,287.24
Machinery & Equipment 401/230301 56401 1,902.20
Professional Services 401/230304 53101 19,392.00
Professional Services 401/230304 53101 51,725.89
Professional Services 401/230304 53101 2,310.00
Professional Services 401/230304 53101 15,700.00
Machinery & Equipment 401/230304 56401 1,287.24
Machinery & Equipment 401/230304 56401 1,162.97
Professional Services 401/230307 53101 6,907.50
Professional Services 401/230309 53101 2,800.00
Repair & Maintenance 401/230314 54601 73,606.85
Machinery & Equipment 401/230314 56401 223,831.00
Improvements Other than Bldgs. 401/230315 56301 125,310.00
Improvements Other than Bldgs. 401/230315 56301 824,960.00
Improvements Other than Bldgs. 401/230315 56301 4,155,393.00
Improvements Other than Bldgs. 401/230315 56301 25,000.00
Professional Services 401/230316 53101 725.00
Machinery & Equipment 408/330302 56401 359,996.24
Improvements Other than Bldgs. 408/330302 56301 47,900.00
Training 408/330302 55501 40,950.40
Machinery & Equipment 408/330302 56401 497,040.00
Machinery & Equipment 408/330302 56401 51,984.24
Machinery & Equipment 408/330302 56401 26,182.00
Machinery & Equipment 408/330302 56401 6,209.25
Machinery & Equipment 408/330302 56401 14,570.00
Machinery & Equipment 408/330302 56401 87,948.00
Machinery & Equipment 408/330302 56401 535,132.00




Professional Services 501/140836 53101 70.00
Buildings 501/140836 56201 30,326.00
Repair & Maintenance 501/140836 54601 1,786.02
Other Contractual Services 501/140836 53401 1,459,420.00
Buildings 501/140836 56201 9,500.00
Other Contractual Services 501/140836 53401 391,532.60
Other Contractual Services 501/140836 53401 366,744.24
Professional Services 501/150108 53101 25,000.04

Sub-Total
Sub-Total
Grand Total

ATTEST:
PAM CHILDERS
CLERK OF THE CIRCUIT COURT

Deputy Clerk

Ado pl;glgysigned by Stephan Hall
h H I I DN: cn=Stephan Hall, 0, ou,
e p an Q| criiizetephan halloco escambiaius, c=us

Date: 2016.10.21 15:41:52 -05'00'

OMB Approved

Supplemental Budget Amendment
Re-Budget Amendment - #001

$102,911,352.00

$49,777,002.17

$152,688,354.17

BOARD OF COUNTY COMMISSIONERS
OF ESCAMBIA, COUNTY, FLORIDA

Grover C. Robinson, IV, Chairman



FY 16/17 Re-Budgets-Manual Entry

Expense Side:

Cost Fund/Cost Account
Department-Division Fund Center Center Number Title Amount Explanation

BCC - Administration 001] 110101 001/110101 53401 |Other Contractual Services 12,291.00 |BCC Intern money, balance to be rolled forward.
BCC Intern money, balance to be rolled forward (D-5

BCC - Administration 001] 110101 001/110101 58201|Aids to Private Organizations 10,000.00 |only).

BCC/ Non-Departmental 001] 110201 001/110201 56401 |Machinery & Equipment 50,000.00 |AV Equipment for the Old County Courthouse.

Non-Departmental/Social Programs 001 130201 001/130201 58201 |Aids to Private Organizations 200,000.00 |Social Programs, balance to be rolled forward.

Public Information Office 001 380201 001/380201 54601 |Repair & Maintenance 25,000.00 AV repairs and Board Chamber equipment upgrades.

Facilities/Priority One 001 310204| 001/310204 56401 [Machinery & Equipment 622.00 |COB Chiller Replacement

Facilities/Priority One 001 310204| 001/310204 56401 [Machinery & Equipment 54,784.00 [COB Chiller Replacement

Facilities/Priority One 001] 310204 001/310204 54601 |Repair & Maintenance 9,350.00 |Energy Conservation Project/Light Retrofit

Facilities/Juvenile Justice 001 210607 001/210607 54601 |Repair & Maintenance 31,507.00 |Juvenile Justice

Facilities/Juvenile Justice 001 210607 001/210607 55201 |Operating Supplies 15,316.00 |Juvenile Justice

Facilities/Juvenile Justice 001 210607 001/210607 56201 [Buildings 72,812.00 |Juvenile Justice

Facilities/Juvenile Justice 001 210607 001/210607 56301 |[Improvements other than Buildings 10,000.00 |Juvenile Justice

Facilities/Juvenile Justice 001 210607 001/210607 56401 [Machinery & Equipment 1,688.00 |Juvenile Justice

DJJ Assessment 001 210612 001/210612 54601 |Repair & Maintenance 14,531.00 |DJJ Assessment

DJJ Assessment 001 210612 001/210612 55201 |Operating Supplies 14,054.00 [DJJ Assessment

Nat Res Mgmt/Admin 001] 220100 001/220100 56101|Land 6,000.00 |Weekly Bayou/Dredging Easements

Nat Res Mgmt/Admin 001 220100 001/220100 56301 |Improvements other than Buildings 18,000.00 |Weekly Bayou/Dredging Permits

Nat Res Mgmt/WQLM 001 221001 001/221001 56401 [Machinery & Equipment 14,220.00 |Purchase Utility Vehicle/Trailer

Information Technology/Telecom 001 270103 001/270103 56401 [Machinery & Equipment 25,998.00 (Upgrade Public Safety Vodavi Telephone PBX System
Replace servers for storage and more drive space--
funds rolling over from 270109 and 270111 into 270102

Information Technology 001] 270102 001/270102 56401 |Machinery & Equipment 129,260.00 |(combined these CCs in FY16-17)

Nat Res Mgmt/WQLM 101 220310 101/220310 53401 |Other Contractual Services 20,000.00 |Installation of Trees on County Property

Nat Res Mgmt/WQLM 101 220310 101/220310 55201 |Operating Supplies 5,000.00 |Purchase of Tree/Seedlings

Nat Res Mgmt/WQLM 101| 220336 101/220336 53401 |Other Contractual Services 6,000.00 |Controlled Burns Jones Swamp

Nat Res Mgmt/WQLM 101| 220336 101/220336 54601 |Repair & Maintenance 2,000.00 |Fence/Drainage Repairs

Nat Res Mgmt/Marine 101 220809 101/220809 56301 |Improvements other than Buildings 6,219.00 |Purchase/Deployment of Atrtificial Reef

Nat Res Mgmt/NRCS 101 221016 101/221016 54601 |Repair & Maintenance 17,486.00 [Maintenance of Fire Lines-Jones Swamp

Parks & Recreation/Fishing Bridge 101 350236 101/350236 54601 |Repair & Maintenance 10,000.00 [Re-paint Striping/Bridge Maintenance

BCC Tourist Development 108 360105 108/360105 58201 |Aids to Private Organizations 44,800.00 |District 3, 4th Cent TDT Funds.

BCC Tourist Development 108| 360105 108/360105 58201 |Aids to Private Organizations 7,500.00 |District 4, 4th Cent TDT Funds.

BCC Tourist Development 108| 360105 108/360105 58201 |Aids to Private Organizations 23,005.00 [District 5, 4th Cent TDT Funds.

Public Safety/Fire Services 110| 330237 110/330237 55201 |Operating Supplies 1,340.00 |2015 Homeland Security Grant

Public Safety/Fire Services 110| 330237 110/330237 55501 [Training & Registration 1,600.00 |2015 Homeland Security Grant

Public Safety/Fire Services 110| 330237 110/330237 56401 [Machinery & Equipment 71,282.00 (2015 Homeland Security Grant

Building Services 110 250121 110/250121 58301 |Other Grants and Aids 600,242.00 |[FEMA Flood Mitigation Assistance Grant

Nat Res Mgmt/Marine 110| 220807 110/220807 56301 |Improvements other than Buildings 100,000.00 |Reconfigure Parking Lot Galvez Landing/ADA Upgrade

Nat Res Mgmt/WQLM 110| 221002 110/221002 53401|Other Contractual Services 3,000.00 [Tree Removal - Jones Creek East

Nat Res Mgmt/WQLM 110| 221002 110/221002 54601 |Repair & Maintenance 2,000.00 |Repairs to Boardwalk - Jones Creek

Nat Res Mgmt/WQLM 110| 221006 110/221006 56101|Land 25,251.00 [Purchase Property/Appraisals/Title Work

Nat Res Mgmt/WQLM 110 221015 110/221015 56101|Land 494,455.00 |Purchase Property/Appraisals/Title Work

Nat Res Mgmt/WQLM 110 221019 110/221019 56101|Land 200,000.00 |Purchase Property/Appraisals/Title Work

Nat Res Mgmt/WQLM 110 221020 110/221020 56101|Land 200,000.00 |Purchase Property/Appraisals/Title Work
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FY 16/17 Re-Budgets-Manual Entry

Expense Side:

Cost Fund/Cost Account

Department-Division Fund Center Center Number Title Amount Explanation
Nat Res Mgmt/WQLM 110 221021 110/221021 53401|Other Contractual Services 90,333.00 [LID Monitoring Costs
Nat Res Mgmt/WQLM 110| 221021 110/221021 55201 |Operating Supplies 6,675.00 |Monitoring Supplies
Nat Res Mgmt/WQLM 110 221023 110/221023 53401 |Other Contractual Services 24,425.00 [Hydrologic Restoration/Invasives Removal
Nat Res Mgmt/WQLM 110 221023 110/221023 54401|Rentals & Leases 2,250.00 |Equipment Rental to Eradicate Invasive Plants
Nat Res Mgmt/WQLM 110) 221023 110/221023 54701 Printing & Binding 2,250.00 |Printing Educational Brochures
Nat Res Mgmt/WQLM 110 221024 110/221024 56301 |Improvements other than Buildings 721,914.00 [$500k Beach Haven/$221.9k Jones Swamp
Public Safety/EMS 110 330318 110/330318 55201 |Operating Supplies 2,005.00 |[EMS County Award grant remaining balance
Public Safety/EMS 110| 330318 110/330318 56401 [Machinery & Equipment 11,462.00 |EMS County Award grant remaining balance
Public Safety/EMS 110f 330323 110/330323 55201 |Operating Supplies 3,822.00 |Hazardous Materials Plan Grant
Public Safety/EMS 110| 330323 110/330323 56401 [Machinery & Equipment 5,863.00 |Hazardous Materials Plan Grant
Public Safety/EMS 110| 330323 110/330323 56801 |Intangible Assets 6,913.00 |Hazardous Materials Plan Grant
Public Safety/EMS 110 330409 110/330409 51201|REGULAR SALARIES & WAGES 48,568.00 |EMP Federal Grant
Public Safety/EMS 110| 330409 110/330409 52101|FICA TAXES 3,810.00 |EMP Federal Grant
Public Safety/EMS 110 330409 110/330409 52201|RETIREMENT CONTRIBUTIONS 3,495.00 |EMP Federal Grant
Public Safety/EMS 110 330409 110/330409 52301 |LIFE & HEALTH INSURANCE 8,431.00 |EMP Federal Grant
Public Safety/EMS 110 330409 110/330409 52401|WORKER'S COMPENSATION 122.00 [EMP Federal Grant
Public Safety/EMS 110| 330409 110/330409 54101{COMMUNICATIONS 2,142.00 |EMP Federal Grant
Public Safety/EMS 110 330409 110/330409 54601|REPAIR & MAINTENANCE 967.00 |[EMP Federal Grant
Public Safety/EMS 110 330409 110/330409 55101|OFFICE SUPPLIES 2,243.00 |EMP Federal Grant
Public Safety/EMS 110 330409 110/330409 55201|OPERATING SUPPLIES 4,500.00 |EMP Federal Grant
Public Safety/EMS 110 330409 110/330409 55401 {BOOK/PUBL/SUBSCRIPT/MEMBR 250.00 |[EMP Federal Grant
Public Safety/EMS 110 330409 110/330409 55501 [TRAINING/REGISTRATION 3,500.00 |EMP Federal Grant
Public Safety/EMS 110 330409 110/330409 56401 |MACHINERY & EQUIPMENT 8,000.00 |EMP Federal Grant
Public Safety/EMS 110 330412 110/330412 54001|TRAVEL & PER DIEM 2,887.00 |DCA-CIVIL DEFENSE GRT2012
Public Safety/EMS 110 330412 110/330412 54201|POSTAGE & FREIGHT 156.00 [DCA-CIVIL DEFENSE GRT2012
Public Safety/EMS 110 330412 110/330412 55101 |OFFICE SUPPLIES 6,524.00 |DCA-CIVIL DEFENSE GRT2012
Public Safety/EMS 110 330412 110/330412 55201|OPERATING SUPPLIES 1,876.00 |DCA-CIVIL DEFENSE GRT2012
Public Safety/EMS 110 330412 110/330412 55401|BOOK/PUBL/SUBSCRIPT/MEMBR 3,257.00 [DCA-CIVIL DEFENSE GRT2012
Public Safety/EMS 110 330412 110/330412 55501 | TRAINING/REGISTRATION 1,475.00 |DCA-CIVIL DEFENSE GRT2012
Public Safety/EMS 110 330412 110/330412 56401|MACHINERY & EQUIPMENT 2.00 |DCA-CIVIL DEFENSE GRT2012
Public Safety/EMS 110| 330458 110/330458 53401|Other Contractural Services 7,000.00 |Citizen Corps Grant - new 2017 funds
Public Safety/EMS 110 330459 110/330459 53101|PROFESSIONAL SERVICES 1,131.00 |DOMESTIC SECURITY GRANT
Public Safety/EMS 110 330459 110/330459 53401|OTHER CONTRACTUAL SERVICE 888.00 [DOMESTIC SECURITY GRANT
Public Safety/EMS 110 330459 110/330459 55101|OFFICE SUPPLIES 500.00 [DOMESTIC SECURITY GRANT
Public Safety/EMS 110| 330459 110/330459 55201 |OPERATING SUPPLIES 465.00 |DOMESTIC SECURITY GRANT
Public Safety/Fire Services 112 330494 112/330494 54601 |Repair & Maintenance 40,000.00 |CAT E - April 2014 Floods
Library/Information Technology 113 110503 113/110503 56401 |Machinery & Equipment 6,576.00 |Library IT/Self Check Kiosk Computer
Friends of the Library Donations 113| 110509 113/110509 55201 |Operating Supplies 15,000.00 |Library received a Library Donations deposit on 9/30/16.
Corrections/Community Corrections 114| 290301 114/290301 56401 [Machinery & Equipment 57,116.00 |COB Chiller Replacement
Court Administration 115| 410505 115/410505 56401 |Machinery & Equipment 60,056.00 [Cardkey System Courtroom Expansion
Nat Res Mgmt/WQLM 117 220335 117/220335 55201 |Operating Supplies 3,000.00 |Operating Supplies - Mouse Traps
Nat Res MgmMt/RESTORE 118 222001 118/222001 53401 |Other Contractual Services 265,975.00 |Mowing/Trash Pickup at Boat Ramps
Nat Res Mgmt/RESTORE 118| 222001 118/222001 54301 |Utility Services 37,643.00 [Electric/Water Bills for Boat Ramps
Nat Res Mgmt/RESTORE 118| 222001 118/222001 54401 |Rentals & Leases 73,903.00 [Portable Toilets for Boat Ramps
Nat Res Mgmt/RESTORE 118| 222001 118/222001 54601 |Repair & Maintenance 147,313.00 |Repair/Maintain Boat Ramps
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Nat Res Mgmt/RESTORE 118 222001 118/222001 55201 |Operating Supplies 9,971.00 |Signage for Boat Ramps
Nat Res Mgmt/RESTORE 118 222002 118/222002 51201 |Regular Salaries 40,000.00 [Stormwater Improvements/Restoration
Nat Res Mgmt/RESTORE 118] 222002 118/222002 53401 |Other Contractual Services 74,000.00 |Stormwater Improvements/Restoration
Nat Res Mgmt/RESTORE 118 222002 118/222002 55201 |Operating Supplies 20,000.00 |Stormwater Improvements/Restoration
Nat Res Mgmt/RESTORE 118] 222002 118/222002 56301 |Improvements other than Buildings 10,717,066.00 |Stormwater Improvements/Restoration
Nat Res MgMt/RESTORE 118 222003 118/222003 53101 |Professional Services 41,779.00 |Restoration Plan/Permitting
Nat Res Mgmt/RESTORE 118 222003 118/222003 54601 |Repair & Maintenance 426,461.00 |Dune Restoration Construction
Nat Res Mgmt/RESTORE 118 222004 118/222004 53401 |Other Contractual Services 115,000.00 [Artificial Reef Deployment
Nat Res MgMt/RESTORE 118 222004 118/222004 54401|Rentals & Leases 6,089.00 |Rental Equipment
Nat Res Mgmt/RESTORE 118| 222004 118/222004 55201 |Operating Supplies 13,058.00 |Supplies for Reef Deployment
Nat Res Mgmt/RESTORE 118| 222004 118/222004 56301 |Improvements other than Buildings 500,000.00 |Construction/Deploy Reefs
Nat Res Mgmt/RESTORE 118| 222030 118/222030 53401 |Other Contractual Services 4,504.00 |Contract Labor/Services
Nat Res Mgmt/RESTORE 118 222040 118/222040 53101 |Professional Services 10,000.00 [Grant Assistance for Lighting Compliance
Nat Res Mgmt/RESTORE 118 222040 118/222040 58301 |Other Grants and Aids 27,510.00 |Grant Assistance for Lighting Compliance
Public Works/Engineering 118 222005 118/222005 56301 |Improvements other than Buildings 963,090.00 [NRDA Bob Sikes Fishing Pier
Public Works/Engineering 175 211602 175/211602 53401 |Other Contractual Services 64,595.00 |Bayou Chico Dredging Project

1/2 ton Pickup, Trailer-Mounted Chipper, 3/4 ton Pickup

Trucks, Asphalt Patch Body, Grapple Boom Type
Public Works/Road Dept 175| 210402 175/210402 56401 |Machinery & Equipment 278,699.00 |Loader Body
Public Works/Sign Maintenance 175| 210404 175/210404 56401 [Machinery & Equipment 3,100.00 |Sign Board

Needed for drainage projects in the area due to
Public Works/Engineering 181 210719 181/210719 56301 [Improvements other than Buildings 6,989.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 210720 181/210720 56301 [Improvements other than Buildings 13,605.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 210721 181/210721 56301 [Improvements other than Buildings 19,776.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 210722 181/210722 56301 |Improvements other than Buildings 14,011.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 210723 181/210723 56301 |Improvements other than Buildings 24,025.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 210724 181/210724 56301 |Improvements other than Buildings 57,614.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 210725 181/210725 56301 |Improvements other than Buildings 10,423.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 210726 181/210726 56301 |Improvements other than Buildings 29,895.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 210727 181/210727 56301 [Improvements other than Buildings 36,070.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 210728 181/210728 56301 [Improvements other than Buildings 62,196.00 [overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 210729 181/210729 56301 |[Improvements other than Buildings 5,639.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 210730 181/210730 56301 [Improvements other than Buildings 22,078.00 [overabundance of rainfall
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Needed for drainage projects in the area due to
Public Works/Engineering 181 210731 181/210731 56301 [Improvements other than Buildings 34,520.00 |overabundance of rainfall
Needed for drainage projects in the area due to
Public Works/Engineering 181| 210732 181/210732 56301 |Improvements other than Buildings 16,412.00 |overabundance of rainfall
Needed for drainage projects in the area due to
Public Works/Engineering 181 210733 181/210733 56301 |Improvements other than Buildings 14,097.00 |overabundance of rainfall
Needed for drainage projects in the area due to
Public Works/Engineering 181 210734 181/210734 56301 |Improvements other than Buildings 58,723.00 [overabundance of rainfall
Needed for drainage projects in the area due to
Public Works/Engineering 181 210735 181/210735 56301 |Improvements other than Buildings 9,305.00 |overabundance of rainfall
Needed for drainage projects in the area due to
Public Works/Engineering 181 210736 181/210736 56301 |Improvements other than Buildings 7,902.00 |overabundance of rainfall
Public Works/ECAT 320 211222 320/211222 54607 [Support Facility Repairs 38,321.00 (2010 FTA FL90X728
Public Works/ECAT 320 211222 320/211222 55201 |Operating Supplies 837.00 [2010 FTA FL90X728
Public Works/ECAT 320 211222 320/211222 55230{Computer, Equipment, Software 5,488.00 |2010 FTA FL90X728
Public Works/ECAT 320( 211223 320/211223 54607 [Support Facility Repairs 133,397.00 |2011 FTA Grant FL90X759
Public Works/ECAT 320( 211223 320/211223 55230{Computer, Equipment, Software 15,221.00 |2011 FTA Grant FL90X759
Public Works/ECAT 320( 211223 320/211223 56408[Maintenance Equipment 8,078.00 |2011 FTA Grant FL90X759
Public Works/ECAT 320| 211224| 320/211224 53101|Professional Services 863.00 [2012 FTA Grant FL90-X804
Public Works/ECAT 320 211224 320/211224 54601 |Repair & Maintenance 147,000.00 |2012 FTA Grant FL90-X804
Public Works/ECAT 320 211224 320/211224 56401 [Machinery & Equipment 61,180.00 (2012 FTA Grant FL90-X804
Public Works/ECAT 320( 211225 320/211225 56301 |Improvements other than Buildings 15,000.00 |2013 FTA320 FL90-X818
Public Works/ECAT 320| 211225 320/211225 56401 |Machinery & Equipment 30,478.00 |2013 FTA320 FL90-X818
Public Works/[ECAT 320| 211226 320/211226 56301 |Improvements other than Buildings 20,000.00 |2013 FTA320 FL90-X825
Public Works/ECAT 320| 211226 320/211226 56401 |Machinery & Equipment 20,000.00 |2013 FTA320 FL90-X825
Public Works/[ECAT 320| 211227 320/211227 56401 |Machinery & Equipment 44,875.00 |Good Repair Grant FL-04018100
Public Works/ECAT 320| 211228 320/211228 56401 |Machinery & Equipment 1,340.00 |2013 FTA Grant FL16-0008
Public Works/ECAT 320| 211229 320/211229 56401 |Machinery & Equipment 21,600.00 |2014 FTA Grant FL16-0009
Public Works/ECAT 320| 211230 320/211230 56301 |Improvements other than Buildings 27,969.00 |2013 FTA 5339 FL 34-0021
Public Works/ECAT 320| 211230 320/211230 56401 |Machinery & Equipment 70,000.00 |2013 FTA 5339 FL 34-0021
Public Works/ECAT 320| 211231 320/211231 56301 |Improvements other than Buildings 31,000.00 |2014 FTA 320 FL90-X848
Public Works/ECAT 320 211231 320/211231 56401 [Machinery & Equipment 50,716.00 |2014 FTA 320 FL90-X848
Public Works/ECAT 320 211232 320/211232 54601 |Repair & Maintenance 5,940.00 |[FTA-VTCLI Grant
Public Works/ECAT 320 211232 320/211232 56401 |Machinery & Equipment 3,737.00 |FTA-VTCLI Grant
Public Works/ECAT 320| 211232| 320/211232 56801 |Intangible Assets 13,700.00 |FTA-VTCLI Grant
Public Works/ECAT 320 211233 320/211233 56301 |Improvements other than Buildings 3,083.00 |2015 FTA 320 FL90-X877-00
Public Works/ECAT 320 211233 320/211233 56401 [Machinery & Equipment 707,985.00 (2015 FTA 320 FL90-X877-00
Public Works/ECAT 320 211233 320/211233 58101 [Aids to Governmental Agencies 7,753.00 (2015 FTA 320 FL90-X877-00
Public Works/ECAT 320 211234 320/211234 56301 |Improvements other than Buildings 97,743.00 |2014 FTA 320 FL34-0030-00
Public Works/ECAT 320 211234 320/211234 56401 |Machinery & Equipment 978.00 (2014 FTA 320 FL34-0030-00
Public Works/ECAT 320 211235 320/211235 56401 [Machinery & Equipment 25,476.00 |2015FTA/FDOT FL 16-X015-02
Facilities 352| 110267 352/110267 56201 [Buildings 250,000.00 |Brownsville Community Center/Proj# 13PF2503
Facilities 352| 110267 352/110267 56201 [Buildings 241,831.00 |Brownsville Community Center/Proj# 13PF2503
Facilities 352 290407 352/290407 56201 [Buildings 479.00 |Bail bondsman Meeting Room/Proj# 14SH2728
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Southwest Sports Complex Restroom Facilities/Proj#
Facilities/Parks 352] 350229| 352/350229 56201|Buildings 80,504.00 |08PR0102
Parks & Recreation/LOST IlI 352| 350229 352/350229 56301 |Improvements other than Buildings 3,108,563.00 |Parks LOST IIl Projects

4-H Building/Proj# 12PF1675 - Remainder of $75k
Nat Res Mgmt/Extension 352| 110267 352/110267 55201 |Operating Supplies 22,021.00 |allotment
Nat Res Mgmt/LOST Il 352 220102 352/220102 56301 |Improvements other than Buildings 64,755.00 |Construct Boat Ramp Proj# 0BNE0018

Purchase Environmentally Sensitive Land Proj#
Nat Res Mgmt/LOST I 352] 220102| 352/220102 56101|Land 255,260.00 |0BNE0028

Appraisal/Survey Redevelopment Property Proj#
Nat Res Mgmt/LOST Il 352] 220102| 352/220102 56101|Land 50,000.00 [0O8NE0O058
Nat Res Mgmt/LOST Il 352 220102 352/220102 56301 |Improvements other than Buildings 1,816.00 |Perdido Key HCP-Easements Proj# 08BNE0072
Nat Res Mgmt/LOST Il 352 220102 352/220102 56301 |Improvements other than Buildings 168,000.00 |Restoration of Jones/Jackson Creek Proj# 09NE0018
Nat Res Mgmt/LOST Il 352| 220102 352/220102 56301 |Improvements other than Buildings 29,040.00 [Perdido Paddle Trail Proj# 09NE0022
Nat Res Mgmt/LOST Il 352| 220102 352/220102 56301 |Improvements other than Buildings 350,000.00 |Sewer Expansion - East Brownsville Proj# 10NE0018
Nat Res Mgmt/LOST IlI 352| 220102 352/220102 56301 |Improvements other than Buildings 12,179.00 |Maggie's Ditch Proj# 11NE1463
Nat Res Mgmt/LOST Il 352| 220102 352/220102 56301 |Improvements other than Buildings 1,443,993.00 |Navy Boulevard Project Design Proj# 12NE1992
Public Works/Road Dept 352 210107 352/210107 56401 [Machinery & Equipment 34,153.00 |Rotary Cutters
Public Works/Road Dept 352| 210107 352/210107 56401 [Machinery & Equipment 23,692.00 [Roll Off Containers
Public Works/Engineering 352| 210110 352/210110 56301 |Improvements other than Buildings 1,274,518.00 |Crabtree Church Road (LAP Project) 12EN1815
Public Works/Engineering 352| 210112 352/210112 56301 |Improvements other than Buildings 137,226.00 |Maplewoods Drainage - grant monies 09EN0093
Public Works/Engineering 352| 210113 352/210113 56301 |Improvements other than Buildings 611,071.00 |LAP Jacks Branch Road 13EN2325
Public Works/Engineering 352| 210114 352/210114 56301 |Improvements other than Buildings 1,876,051.00 |Muscogee Road LAP Project 15EN3285
Public Works/Engineering 352| 210115 352/210115 56301 |Improvements other than Buildings 860,942.00 |Quietwater Beach Landing LAP 16PF3434

Bauer Road Paved Shoulders LAP Project 16EN3441 -
Public Works/Engineering 352| 210116 352/210116 56301 |Improvements other than Buildings 40,315.00 [carryover $38,593 and new $1722

Johnson Avenue (East) Stormwater Repair (LAP)
Public Works/Engineering 352| 210117 352/210117 56301 |Improvements other than Buildings 259,200.00 [16EN3454

CR 292A Gulf Beach Highway Stormwater Repair (LAP)
Public Works/Engineering 352| 210118 352/210118 56301 [Improvements other than Buildings 128,334.00 |16EN3462
Public Works/Engineering 352| 210119 352/210119 56301 |Improvements other than Buildings 154,023.00 |CR399 SRIA Traffic Calming Interlocal 16EN3424
Public Works/Engineering 352| 210120 352/210120 56301 |Improvements other than Buildings 6,189,379.00 [HMGP Bristol Park - Grant 16EN3595
Public Works/Engineering 352| 210121 352/210121 56301 |Improvements other than Buildings 19,092.00 [HMGP Lake Charlene - Grant 16EN3602
Public Works/Engineering 352| 210517 352/210517 56301 |Improvements other than Buildings 225,756.00 |Myrtle Grove Elementary School Grant 13EN2432
Public Works/Engineering 352| 110211 352/110211 56301 [Improvements other than Buildings 924,850.00 |Innerarity Island Water and Sewer Grant
Public Works/Engineering 352| 110272 352/110272 58101 Aids to Governmental Agencies 3,181,703.00 [SRIA Beach Renourishment 15PF3114
Public Works/Engineering 352| 110273| 352/110273 56301 |Improvements other than Buildings 1,933,388.00 |LOST Economic Development - OLF 14PF2788
Public Works/Engineering 352| 110274| 352/110274 56301 |Improvements other than Buildings 105,147.00 [Pensacola Beach Restroom/Boardwalk 16PF3614
Public Works/Engineering 352| 210107 352/210107 56301 |Improvements other than Buildings 3,534,564.00 |Beach Haven (ECUA Portion) 08EN0272
Public Works/Engineering 352| 210107 352/210107 56301 |Improvements other than Buildings 236,649.00 |CR196 Paved Shoulders (LAP Project) 14EN3075
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FY 16/17 Re-Budgets-Manual Entry

Expense Side:

Cost Fund/Cost Account
Department-Division Fund Center Center Number Title Amount Explanation
Public Works/Engineering 352| 210107 352/210107 56301 |Improvements other than Buildings 248,979.00 |CR99 Paved Shoulders (LAP Project) 14EN3085
Public Works/Engineering 352| 210107 352/210107 56301 |Improvements other than Buildings 1,027,967.00 |Old Corry Field Road LAP 15EN3182
Pensacola Beach Access Road - Active Project
Public Works/Engineering 352 210107 352/210107 56301|Improvements other than Buildings 676,181.00 |15EN3214
Public Works/Engineering 352| 210107 352/210107 56301 |Improvements other than Buildings 42,452,475.00 |[LOST Projects Not Yet Complete
Neighborhood & Human Services 352| 370106 352/370106 55201 |Operating Supplies 3,920.00 |Revenue from Summer Camp registrations
Court Administration/Judicial 352 410149 352/410149 56201|Buildings 43,083.00 |Law Library Interview Rooms buildout
Waste Services 401 230307 401/230307 53101|Professional Services 49,000.00 |Engineering Assessment of Tip floor
Waste Services/PTS 401| 230307 401/230307 54601 |Repair & Maintenance 126,000.00 |Repairs to Tip floor
Waste Services/Landfill Ops 401| 230314| 401/230314 54601 |Repair & Maintenance 190,000.00 |Refurbish 950 Loader for use at PLF
Insurance funds for building damages associated with
MBS/Risk Management 501] 140836 501/140836 54601 Repair & Maintenance 5,102,379.00 [the April Flood and Jail explosion.
Insurance funds for building damages associated with
MBS/Risk Management 501] 140836 501/140836 56201 [Buildings 181,891.00 |the April Flood and Jail explosion.
CBD Final Settlement Insurance funds for building
damages associated with the April Flood and Jail
MBS/Risk Management 501] 140836 501/140836 54601 [Repair & Maintenance 5,359,727.00 [explosion. Revenue received 3/29/16.

TOTAL:

102,911,352.00
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FY 16/17 Re-Budgets-Manual Entry

Revenue Side:

Cost Fund/Cost Account

Department-Division Fund Center Center Number Title Amount Explanation
General Fund 001 389901|Fund Balance 297,291.00 |BCC/County Admin roll-over funds.
General Fund 001 389901|Fund Balance 64,756.00 [Facilities Priority One Projects
General Fund 001 389901|Fund Balance 131,323.00 |Juvenile Justice
General Fund 001 389901|Fund Balance 28,585.00 [DJJ Assessment
General Fund 001 389901|Fund Balance 24,000.00 (Weekly Bayou
General Fund 001 389901 |Fund Balance 14,220.00 [Purchase Utility Vehicle/Trailer
Information Technology/Telecom 001 389901 |Fund Balance 25,998.00 |Upgrade Public Safety Vodavi Telephone PBX System
Information Technology 001 389901|Fund Balance 129,260.00 [Replace servers for storage and drive space
Escambia County Restricted Fund 101 343701|Tree Fund Ordinance Fees 25,000.00 [Tree Fund Ordinance Fees
Escambia County Restricted Fund 101 349010|Wetland Mitigation Fees 8,000.00 |Wetland Mitigation Fees
Escambia County Restricted Fund 101 366004 |Memorial Reef 6,219.00 |Purchase/Deployment of Artificial Reef
Escambia County Restricted Fund 101 365002|Jones Swamp Wetland Preserve 17,486.00 |Maintenance of Fire Lines-Jones Swamp
Escambia County Restricted Fund 101 347206|Fishing Bridge Fees 10,000.00 |Re-paint Striping/Bridge Maintenance
Tourist Promotion Fund 108 389901 |Fund Balance 75,305.00 |Balance of Boards TDT discretionary funds.
Other Grants and Projects 110 3342762015 Homeland Security Grant 74,222.00 |2015 Homeland Security Grant
Other Grants and Projects 110 334622|FEMA Flood Mitigation Assist Grant 600,242.00 |FEMA Flood Mitigation Assistance Grant
Other Grants and Projects Fund 110 334704 |Vessel Registration Fees 100,000.00 [Reconfigure Parking Lot Galvez Landing/ADA Upgrade
Other Grants and Projects Fund 110 331305|Glynn Key Stormwater 5,000.00 |Glynn Key Stormwater
Other Grants and Projects Fund 110 334220|Density Reduction PNS-NAS 25,251.00 (Purchase Property/Appraisals/Title Work
Other Grants and Projects Fund 110 334268|Density Reduction Area "A" APZ 494,455.00 |Purchase Property/Appraisals/Title Work
Other Grants and Projects Fund 110 334279|Defense Infrastructure 2013 200,000.00 |Purchase Property/Appraisals/Title Work
Other Grants and Projects Fund 110 334280|Defense Infrastructure 2014 200,000.00 |Purchase Property/Appraisals/Title Work
Other Grants and Projects Fund 110 334367|FDEP LID Monitoring Grant 97,008.00 |FDEP LID Monitoring Grant
Other Grants and Projects Fund 110 334369|NFWF Jones Swamp Patton 28,925.00 |[NFWF Jones Swamp Patton
Other Grants and Projects Fund 110 334372|FDEP G0409 Beach Haven/Bdwalk 721,914.00 [$500k Beach Haven/$221.9k Jones Swamp
Public Safety/EMS 110 334221|EMS County Award grant 13,467.00 [EMS County Award grant remaining balance
Public Safety/EMS 110 334244|Hazardous Materials Plan Grant 16,598.00 |Hazardous Materials Plan Grant
Public Safety/EMS 110 331266|EMP Federal Grant 86,028.00 [EMP Federal Grant
Public Safety/EMS 110 331228|DCA-CIVIL DEFENSE GRT2012 16,177.00 |DCA-CIVIL DEFENSE GRT2012
Public Safety/EMS 110 334251 |Citizen Corps Grant 7,000.00 |Citizen Corps Grant - new 2017 funds
Public Safety/EMS 110 334252|DOMESTIC SECURITY GRANT 2,984.00 |DOMESTIC SECURITY GRANT
Public Safety/Fire Services 112 369008|Insurance Proceeds 40,000.00 |Insurance Proceeds from Flood
Library Fund 113 389901|Fund Balance 6,576.00 |Library IT/Self Check Kiosk Computer
Library Fund 113 366218 (New) [Friends of the Library Donations 15,000.00 |Library received a Library Donations deposit on 9/30/16.
Corrections/Community Corrections 114 389901|Fund Balance 57,116.00 |COB Chiller Replacement
Article V Fund 115 389901|Fund Balance 60,056.00 [Cardkey System Courtroom Expansion
Perdido Beach Mouse Fund 117 324221|Perdido Key Beach Mouse 3,000.00 |Operating Supplies - Mouse Traps
Gulf Coast Restoration Fund 118 334735|NRDA Boat Ramps 534,805.00 |[NRDA Boat Ramps
Gulf Coast Restoration Fund 118 334385|NFWF# 45910 Bayou Chico 10,851,066.00 |Stormwater Improvements/Restoration
Gulf Coast Restoration Fund 118 334325|Perdido Key Dune Restoration 468,240.00 |Perdido Key Dune Restoration
Gulf Coast Restoration Fund 118 334737|FWC 15153 Artificial Reefs 634,147.00 |FWC 15153 Artificial Reefs
Gulf Coast Restoration Fund 118 334736|RESTORE Planning Assistance 4,504.00 |Contract Labor/Services-RESTORE Planning Assistance
Gulf Coast Restoration Fund 118 334370]|Turtle Lighting - Perdido Key 37,510.00 [Turtle Lighting - Perdido Key
Public Works/Engineering 118 334738|NRDA Bob Sikes Fishing Pier 963,090.00 |NRDA Bob Sikes Fishing Pier
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FY 16/17 Re-Budgets-Manual Entry

Revenue Side:

Cost Fund/Cost Account
Department-Division Fund Center Center Number Title Amount Explanation

Transportation Trust Fund 175 389901|Fund Balance 64,595.00 [Bayou Chico Dredging Project
Public Works/Road Dept 175 389901|Fund Balance 278,699.00 [Roads equipment
Public Works/Sign Maintenance 175 389901 [Fund Balance 3,100.00 |Sign Board

Needed for drainage projects in the area due to
Public Works/Engineering 181 325101 [Master Drainage Basin 1 6,989.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325102 [Master Drainage Basin 2 13,605.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325103 [Master Drainage Basin 3 19,776.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325104 |Master Drainage Basin 4 14,011.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325105|Master Drainage Basin 5 24,025.00 (overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325106|Master Drainage Basin 6 57,614.00 [overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325107|Master Drainage Basin 7 10,423.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325108|Master Drainage Basin 8 29,895.00 [overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325109|Master Drainage Basin 9 36,070.00 [overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325110|Master Drainage Basin 10 62,196.00 (overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325111 |Master Drainage Basin 11 5,639.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325112|Master Drainage Basin 12 22,078.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325113|Master Drainage Basin 13 34,520.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325114 |Master Drainage Basin 14 16,412.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325115|Master Drainage Basin 15 14,097.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325116|Master Drainage Basin 16 58,723.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325117|Master Drainage Basin 17 9,305.00 |overabundance of rainfall

Needed for drainage projects in the area due to
Public Works/Engineering 181 325118|Master Drainage Basin 18 7,902.00 |overabundance of rainfall
FTA Capital Fund 320 331455|2010 FTA FL90X728 44,646.00 (2010 FTA FL90X728
FTA Capital Fund 320 331459|2011 FTA Grant FL90X759 156,696.00 (2011 FTA Grant FL90X759
FTA Capital Fund 320 331460(2012 FTA Grant FL90-X804 209,043.00 (2012 FTA Grant FL90-X804
FTA Capital Fund 320 331462(2013 FTA320 FL90-X818 45,478.00 [2013 FTA320 FL90-X818
FTA Capital Fund 320 331464(2013 FTA320 FL90-X825 40,000.00 (2013 FTA320 FL90-X825
FTA Capital Fund 320 331466 |Good Repair Grant FL-04018100 44,875.00 |Good Repair Grant FL-04018100
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FY 16/17 Re-Budgets-Manual Entry

Revenue Side:

Cost Fund/Cost Account
Department-Division Fund Center Center Number Title Amount Explanation
FTA Capital Fund 320 3314672013 FTA Grant FL16-0008 1,340.00 [2013 FTA Grant FL16-0008
FTA Capital Fund 320 3314682014 FTA Grant FL16-0009 21,600.00 |2014 FTA Grant FL16-0009
FTA Capital Fund 320 3314702013 FTA 5339 FL 34-0021 97,969.00 |2013 FTA 5339 FL 34-0021
FTA Capital Fund 320 3314722014 FTA 320 FL90-X848 81,716.00 |2014 FTA 320 FL90-X848
FTA Capital Fund 320 331475|FTA-VTCLI Grant 23,377.00 |FTA-VTCLI Grant
FTA Capital Fund 320 331477]|2015 FTA 320 FL90-X877-00 718,821.00 (2015 FTA 320 FL90-X877-00
FTA Capital Fund 320 3314782014 FTA 320 FL34-0030-00 98,721.00 |2014 FTA 320 FL34-0030-00
Public Works/ECAT 320 331479|2015FTA/FDOT FL 16-X015-02 25,476.00 |2015FTA/FDOT FL 16-X015-02
LOST Il 352 389901|Fund Balance 491,831.00 |Brownsville Community Center/Proj# 13PF2503
LOST I 352 389901|Fund Balance 479.00 |Bail bondsman Meeting Room/Proj# 14SH2728
LOST Il Southwest Sports Complex Restroom Facilities/Proj#
352 389901|Fund Balance 80,504.00 |08PR0102
LOST IlI 352 389901|Fund Balance 3,108,563.00 |Parks LOST llI
4-H Building/Proj# 12PF1675 - Remainder of $75k
LOST Il 352 389901|Fund Balance 22,021.00 [allotment
LOST Il 352 389901|Fund Balance 2,375,043.00 |[Nat Res Mgmt/LOST llI
Public Works/Road Dept 352 389901|Fund Balance 57,845.00 [Roads equipment
Public Works/Engineering 352 334448|Crabtree Church Rd LAO 1,274,518.00 |Crabtree Church Road (LAP Project) 12EN1815
Public Works/Engineering 352 331319|Maplewoods Drainage 137,226.00 [Maplewoods Drainage - grant monies 09EN0093
Public Works/Engineering 352 334451|Jacks Branch Rd 611,071.00 |LAP Jacks Branch Road 13EN2325
Public Works/Engineering 352 334453|Muscogee Road 1,876,051.00 |Muscogee Road LAP Project 15EN3285
Public Works/Engineering 352 334495|Quietwater Beach Landing 860,942.00 |Quietwater Beach Landing LAP 16PF3434
Bauer Road Paved Shoulders LAP Project 16EN3441 -
Public Works/Engineering 352 334496|Bauer Road Paved Shoulders 40,315.00 [carryover $38,593 and new $1722
Johnson Avenue (East) Stormwater Repair (LAP)
Public Works/Engineering 352 334497|Johnson Ave Stormwater 259,200.00 |16EN3454
CR 292A Gulf Beach Highway Stormwater Repair (LAP)
Public Works/Engineering 352 334499|CR 292 Gulf Beach Hwy 128,334.00 [16EN3462
Public Works/Engineering 352 337403|SRIA Contribution 154,023.00 [CR399 SRIA Traffic Calming Interlocal 16EN3424
Public Works/Engineering 352 331285|HMGP Bristol Creek 6,189,379.00 |HMGP Bristol Park - Grant 16EN3595
Public Works/Engineering 352 331286|HMGP Lake Charlene 19,092.00 [HMGP Lake Charlene - Grant 16EN3602
Public Works/Engineering 352 331413|Myrtle Grove Elementary 225,756.00 |Myrtle Grove Elementary School Grant 13EN2432
Public Works/Engineering 352 335350](1IDC Water and Sewer Grant 924,850.00 |Innerarity Island Water and Sewer Grant
Public Works/Engineering 352 389901 |Fund Balance 3,181,703.00 |SRIA Beach Renourishment 15PF3114
Public Works/Engineering 352 389901 |Fund Balance 1,933,388.00 [LOST Economic Development - OLF 14PF2788
Public Works/Engineering 352 337403|SRIA Contribution 105,147.00 [Pensacola Beach Restroom/Boardwalk 16PF3614
Public Works/Engineering 352 337302|ECUA Contribution 3,534,564.00 |Beach Haven (ECUA Portion) 08EN0272
Public Works/Engineering 352 334491|LAP CR196 Paved Shoulders 236,649.00 |CR196 Paved Shoulders (LAP Project) 14EN3075
Public Works/Engineering 352 334492 |LAP CR99 Paved Shoulders 248,979.00 [CR99 Paved Shoulders (LAP Project) 14EN3085
Public Works/Engineering 352 334498|LAP CR295A Corry Field 1,027,967.00 |Old Corry Field Road LAP 15EN3182
Neighborhood & Human Services 352 347301 |Charges for Service Cultural 3,920.00 |Revenue from Summer Camp Registrations
Pensacola Beach Access Road - Active Project
Public Works/Engineering 352 337403|SRIA Contribution 676,181.00 |15EN3214
Public Works/Engineering 352 389901|Fund Balance 42,452,475.00 |LOST Projects Not Yet Complete
352 389901|Fund Balance 43,083.00 |Law Library Interview Rooms buildout
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FY 16/17 Re-Budgets-Manual Entry

Revenue Side:

Cost Fund/Cost Account
Department-Division Fund Center Center Number Title Amount Explanation
Waste Services/PTS 401 389901|Fund Balance 175,000.00 |Transfer Station
Waste Services/Landfill Ops 401 389901 [Fund Balance 190,000.00 [Dumping Fees
Insurance reimbursements for building damages
Internal Service Fund 501 389901 |Fund Balance 10,643,997.00 |associated with the April Flood and Jail explosion.

TOTAL:| 102,911,352.00
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Fund Title Cost Center Title Proj Acct ﬁ PO Description
Center

GENERAL FUND

GENERAL FUND

GENERAL FUND

GENERAL FUND

GENERAL FUND
GENERAL FUND

GENERAL FUND
GENERAL FUND

GENERAL FUND

ESCAMBIA CTY
RESTRICTED

ESCAMBIA CTY
RESTRICTED

ESCAMBIA CTY
RESTRICTED

ECONOMIC
DEVELOPMENT

TOURIST
PROMOTION

TOURIST
PROMOTION
OTHER GRANTS
& PROJECTS
OTHER GRANTS
& PROJECTS

OTHER GRANTS
& PROJECTS
OTHER GRANTS
& PROJECTS
OTHER GRANTS

OTHER GRANTS
& PROJECTS
OTHER GRANTS
DISASTER
RECOVERY
DISASTER
RECOVERY

110201  NON DEPTMNTAL 53101
ADMIN
53101
140201  OMB-ADMIN 53101
210607 JUVENILE JUSTICE 54601
221001 LAND MANAGEMENT 53101
SECTION
56801
270103  TELECOMMUNICATION| 56401
270109 IT APPLICATIONS 53101
270111 | IT INFRASTUCTURE 56401
330403 < COMMUNICATIONS 54601
56201
380201  PUBLIC 53101
INFORMATION OFFICE
220310 TREE FUND 53401
ORDINANCE FEES
53401
221018  NATL POLLUTNT 53101
DISCHRG SYS
56801
370104 |SAFE 55201
NEIGHBORHOOD
53401
360704 | ECON DEV OPERATING 56101
53101
220805 4TH CENT MARINE 53101
RECREATIO
53101
360105 FOURTH CENT 58201
PROJECTS
220338 ORISKANY PCB 53101
MONITORING
220807  VESSEL 53401
REGISTRATION FEES
56301
220812 | PERDIDO BAY BOAT 56301
RAMP
221006  DENSITY REDUCTION (56101
PNS-NAS
221021 FDEP LID 53401
53401
55201
221025  FDEP G0439 LID 53101
MANUAL
250121 | FEMA FLOOD 58301
330491 CAT B - APRIL 2014 55201
FLOODS
330492 CAT C - APRIL 2014 54612
FLOODS
54612

130LF8

ESCPW23

ESCPW33

56101

54612

54612

161143

161504

161540

161420

161076

161076

161572
130703

161325
161517

161522
161143

161451

161451

161076

161076

161543

161555

140476

141510

161131

161168

161569

161571

161032

161395

161395

161590

160310
161452

161464

161585

161327
141348

140760

141356

PD 15-16.025

CLASSIFICATION & COMPENSA
AUDIT SERVICES FOR ESCAMB
REPLACE 4 SECURITY DOORS
MATRIX GEMINI ENVIRONMENT
MATRIX GEMINI ENVIRONMENT

PURCHASE OF BROCADE SWITC
PROFESSIONAL SERVICES FOR

THE CISCO EMAIL SECURITY
PROVIDE EQUIPMENT AND INS

BULLET RESISTANT GLASS WI
PD 15-16.025

PARTS AND LABOR TO INSTAL
SUPPLY AND INSTALL 21 NAT
MATRIX GEMINI ENVIRONMENT
MATRIX GEMINI ENVIRONMENT
PURCHASE ORDER FOR OFFICE

PURCHASE ORDER FOR DEMOLI

PD 12-13.065 "DESIGN SERV
CONSULTING SERVICES FOR R
OBTAIN PERMITS FOR HABITA
SERVICES TO DETERMINE FEA
ON 09/01/16, THE BOARD AP
LABORATORY SERVICES FOR A
CLEANUP OF VARIOUS COUNTY
PERDIDO BAY BOAT RAMP PRO
PERDIDO BAY BOAT RAMP PRO
BOUNDARY SURVEY FOR UNIMP

LONG-TERM TEMPORARY EMPLO
OPEN PURCHASE ORDER FOR A

OPEN ORDER FOR MULTIPLE P
LOW IMPACT DESIGN MANUAL

FEMA FLOOD MITIGATION ASS
EMERGENCY PO TO PROVIDE F

CONTRACT AWARD PER THE TE
TASK ORDER NO0.02.03.79.2.
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230398

422363

230810

023335

421803

421803

150525
111135

150525
034300

233453
230398

110425

110425

421803

421803

072702

013673

021556

041206

232151

421953

421332

200975

402053

081206

081206

181263

023818
200965

061420

406087

422161
020807

081206

021556

Full Vendor Name

230398 - WALTHALL AND
ASSOCIATES INC

422363 - EVERGREEN
SOLUTIONS LLC

230810 - WARREN AVERETT
LLC

023335 - BIRKSHIRE
JOHNSTONE. LLC

421803 - AUTOSCRIBE
INFORMATICS INC

421803 - AUTOSCRIBE
INFORMATICS INC

150525 - PC SPECIALISTS INC
111135 - KRONOS
INCORPORATED

150525 - PC SPECIALISTS INC
034300 - COMMUNICATIONS
ENGINEERING SERVICES
233453 - EARL P WINCHESTER
230398 - WALTHALL AND
ASSOCIATES INC

110425 - KEN GRIFFIN
LANDSCAPE CONTRACTORS.
110425 - KEN GRIFFIN
LANDSCAPE CONTRACTORS.
421803 - AUTOSCRIBE
INFORMATICS INC

421803 - AUTOSCRIBE
INFORMATICS INC

072702 - GULF COAST OFFICE
PRODUCTS INC NWFL

013673 - APPLIED
CONSTRUCTION MANAGEMENT

021556 - BASKERVILLE-
DONOVAN INC

041206 - DEWBERRY
CONSULTANTS LLC

232151 - WETLAND SCIENCES
INC.

421953 - ECOLOGICAL
CONSULTING SERVICES INC
421332 - CANTONMENT
IMPROVEMENT COMMITTEE IN
200975 - TEXAS A&M
UNIVERSITY

402053 - KEEP PENSACOLA
BEAUTIFUL. INC

081206 - HATCH MOTT
MACDONALD FLORIDA LLC
081206 - HATCH MOTT
MACDONALD FLORIDA LLC
181263 - REBOL-BATTLE &
ASSOCIATES LLC

023818 - BLUE ARBOR INC
200965 - TESTAMERICA
LABORATORIES INC
061420 - FISHER SCIENTIFIC
colLLc

406087 - UNIVERSITY OF
CENTRAL FLORIDA

422161 - ARCADIS U.S. INC
020807 - BOB BARKER
COMPANY INC

081206 - HATCH MOTT
MACDONALD FLORIDA LLC
021556 - BASKERVILLE-
DONOVAN INC

7,600.00
79,500.00
30,000.00
15,988.00

0.00
34,985.00

7,452.71
90,855.00

49,414.78
15,150.00

12,900.00
17,400.00

8,720.00
5,100.00
0.00
15,000.00
4,671.33

11,000.00

0.00
299,532.00
7,000.00
2,200.00
1,300.00
45,000.00
7,500.00
78,051.00
150,000.00
6,158.00

0.00
4,888.00

10,000.00
86,000.00

41,485.00
55,000.00

0.00

0.00

0.00

0.00

0.00
4,500.00
-4,500.00

0.00
0.00

0.00
0.00

0.00
0.00

0.00

0.00
2,400.00
-2,400.00
0.00

8,800.00

792,849.65
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

15,000.00
0.00

0.00
0.00

0.00
0.00

35,081.00

215,893.53

Orig Amt Change Bal ymt Bal Remaining Balance

0.00 7,600.00
0.0079,500.00

25,307.63/4,692.37
0.0015,988.00

0.00 4,500.00
9,211.88 21,273.12

0.007,452.71
72,606.80 18,248.20

41,414.78 8,000.00
0.00/15,150.00

0.00/12,900.00
5,200.00 12,200.00

0.00/8,720.00
0.00 5,100.00
0.00/2,400.00
6,880.00/5,720.00
0.00/4,671.33

1,690.00 18,110.00

770,482.60 22,367.05
274,452.70 25,079.30
0.00 7,000.00
0.00 2,200.00
0.00 1,300.00
0.0045,000.00
5,581.10 1,918.90
581.50/77,469.50
1,423.70 148,576.30
0.00 6,158.00

13,466.95/1,533.05
1,347.50 3,540.50

1,285.45 8,714.55
0.0086,000.00

0.00/41,485.00
54,547.72 452.28

26,615.80 8,465.20

178,315.0337,578.50
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113

118

118

118
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Fund Title Cost Center Title Proj Acct ﬁ PO Description
Center

DISASTER
RECOVERY

DISASTER
RECOVERY

DISASTER
RECOVERY
LIBRARY FUND

GULF COAST
RESTORATION
GULF COAST
RESTORATION
GULF COAST
RESTORATION

GULF COAST
RESTORATION

330493

330494

330495

110503

222001

222002

222003

222030

CAT D - APRIL 2014
FLOODS

CAT E - APRIL 2014
FLOODS

CAT G - APRIL 2014
FLOODS
INFORMATION

NRDA BOAT RAMPS

NFWF#45910BAYOU
CHICO

PERDIDO KEY DUNE
RSTRTN

RESTORE PLANNING
ASSIST

54612

54612

54612

54612

54612

54612

54612

54612

54612

54612

54612

54612

54612

54612

54612
54612

54612

54612

54612

54612
54612

56201

56201

54612

54612

55201
55201
56401
56401
56401
56401
56401
53401

56301

53401

53101

53401

ESCPW54

ESCPW10

ESCPW62

ESCPW47

ESCPW17

ESCPW33

ESCPW91

ESCPW47

ESCPW47

ESCPW10

ESCPW54

ESCPW62

ESCPW10

ESCPW54

ESCPW54

ESCPW10
ESDPWO09

ESDPWO04

ESDPW29

ESDPW49

ESDPW49
ESDPW29

414F0080

414F179A

ESEPWO1

ESGSW02

54612

54612

54612

54612

54612

54612

54612

54612

54612

54612

54612

54612

54612

54612

54612
54612

54612

54612

54612

54612
54612

56201

56201

54612

54612

NRDA0104 53401

NFWF10EC 56301

141418

150789

151180

151279

151614

160499

160632

160900

161068

161098

161287

161384

161386

161461

161490

161567
130830

151057

151078

151578

161221
161593

161376

161376

161579

141652

161512
161512
161512
161512
161512
161512
161512
161078

161575

161089

161580

161089

TASK ORDER PD 02-03.79.8.
PROFESSIONAL CONSULTING S
CONTRACT PD 14-15.026 "DE
TASK ORDER PD 02-03.79.48
CONTRACT PD 02-03.79.25.1
FUNDS FOR THIS PURCHASE O
TASK ORDER NO.02.03.79.15
CONTRACT PD 15-16.010 "NO
TASK ORDER PD 02-03.79.40
TASK ORDER PD 02-03.79.65
TASK ORDER PD 02-03.79.51
CONTRACT PD 15-16.053 "GR
CONTRACT PD 15-16.054 "SM
CONTRACT PD 15-16.065 "WI
CONTRACT PD 02-03.79.15.5

CONTRACT PD 02-03.79.33.2
TASK ORDER PD 02-03.79.46

DAMAGE REPAIR TO COUNTY P
TASK ORDER N0.02.03.79.51
TASK ORDER PD 02-03.79.51

CONTRACT PD.NO. 15.16.033
CONTRACT PD 14-15.064 "PA

A&E SERVICES FOR 2014 FLO
A&E SERVICES FOR THE 2014
CONTRACT PD 15-16.073 "JA
DUE TO APRIL 2014 FLOOD E

DELL P2214H MONITOR

DELL OPTIPLEX 9020M MICRO
MICROSOFT SURFACE PRO 4 -
MICROSOFT SURFACE PRO 4 1
DELL PRECISION M3800 LAPT
DELL OPTIPLEX 9020 MINI T
QTY 60 DELL OPTIPLEX 9020
PERDIDO RIVER BOAT RAMP L

JONES SWAMP FLOODPLAIN RE

TEMPORARY EMPLOYMENT SERV

PROFESSIONAL SERVICES FOR

060189

081954

192991

181263

164749

420586

080064

420683

201604

421877

061426

133404

422250

133404

080064

220584
080483

133404

061426

061426

422039
032335

195504

195504

843895

192991

040517
040517
040517
040517
040517
040517
040517
072500

081206

023818

232151

TEMPORARY EMPLOYMENT SERV 023818
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060189 - FABRE
ENGINEERING INC

081954 - KENNETH HORNE &
ASSOCIATES INC

192991 - SIGMA CONSULTING
GROUP INC

181263 - REBOL-BATTLE &
ASSOCIATES LLC

164749 - ATKINS NORTH
AMERICA INC

420586 - BIOME CONSULTING
GROUP LLC

080064 - HDR ENGINEERING
INC

420683 - SITE AND UTILITY
LLC

201604 - THOMPSON
ENGINEERING. INC

421877 - SOUTHEASTERN
ARCHAEOLOGICAL

061426 - DAVID W.
FITZPATRICK. P.E.. P.A.
133404 - J MILLER
CONSTRUCTION INC

422250 - RBM CONTRACTING
SERVICES LLC

133404 - J MILLER
CONSTRUCTION INC

080064 - HDR ENGINEERING
INC

220584 - VOLKERT INC
080483 - HAMMOND
ENGINEERING INC

133404 - J MILLER
CONSTRUCTION INC

061426 - DAVID W.
FITZPATRICK. P.E.. P.A.
061426 - DAVID W.
FITZPATRICK. P.E.. P.A.
422039 - BKW INC

032335 - CHAVERS
CONSTRUCTION INC

195504 - STOA
INTERNATIONAL/FLORIDA INC
195504 - STOA
INTERNATIONAL/FLORIDA INC
843895 - GULF ATLANTIC
CONSTRUCTORS. INC

192991 - SIGMA CONSULTING
GROUP INC

040517 - DELL MARKETING LP
040517 - DELL MARKETING LP
040517 - DELL MARKETING LP
040517 - DELL MARKETING LP
040517 - DELL MARKETING LP
040517 - DELL MARKETING LP
040517 - DELL MARKETING LP

072500 - GULF COAST
ENVIRONMENTAL CONT INC
081206 - HATCH MOTT
MACDONALD FLORIDA LLC
023818 - BLUE ARBOR INC

232151 - WETLAND SCIENCES
INC.
023818 - BLUE ARBOR INC

1

P RPN MO N

97,324.30
74,790.00
48,830.42
32,558.00
3,550.00
49,788.72
381,160.00
45,125.95
18,844.70
41,956.58
344,974.00
953,417.00
995,735.38
35,502.49

48,200.00
0.00

22,830.00
15,800.00
48,711.00

329,937.74
307,531.32

16,506.00
21,352.00
470,940.00
0.00

3,229.02
8,674.92
1,956.48
1,682.02
2,016.31
1,096.27
62,452.72
9,325.00

181,184.00
0.00
18,950.00

18,261.00

45,011.80
0.00
0.00
0.00
0.00
0.00
0.00
45,166.00
0.00
21,343.05
0.00
0.00
0.00
0.00
0.00

0.00
49,147.00

0.00
11,890.00
0.00

0.00
0.00

0.00
0.00
0.00
61,970.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

0.00
4,000.00
0.00

0.00

Full Vendor Name Orig Amt Change Bal REV/IEE] Remaining Balance

40,497.85/4,513.95
88,576.68 8,747.62
66,933.00 7,857.00
46,743.72 2,086.70
21,008.00 11,550.00
1,800.00/1,750.00
45,300.74/4,487.98
419,726.00 6,600.00
23,684.18 21,441.77
7,030.17/33,157.58
0.00/41,956.58
206,283.00/138,691.00
178,408.00 775,009.00
0.00995,735.38
0.0035,502.49

0.00/48,200.00
43,736.00/5,411.00

0.0022,830.00
15,800.0011,890.00
42,515.00 6,196.00

95,406.51 234,531.23
0.00307,531.32

8,341.00 8,165.00
10,279.0011,073.00
0.00/470,940.00
51,720.00 10,250.00

0.00/3,229.02
0.00 8,674.92
0.001,956.48
0.00/1,682.02
0.00/2,016.31
0.00/1,096.27
0.0062,452.72
6,085.00 3,240.00

0.00/181,184.00
1,479.49 2,520.51
0.00/18,950.00

15,396.63 2,864.37



Open Purchase Orders

Fund Title Cost Center Title Proj Acct ﬁ PO Description
Center

Full Vendor Name Orig Amt Change Bal REV/IEE] Remaining Balance

370201 | SHIP 2015 GRANT 160526  SEPTIC PUMP-OUT SERVICES 420984 |420984 - ECONOMY SEPTIC 1,200.00 0.00/1,200.00
ADMIN SERVICE LLC
53401 160530 HOME REPAIR INSPECTIONS A 421073  |421073 - RALPH E DOWNEY 1 900.00 0.00 0.00/900.00
58301 161576 | HOUSING REPAIRS PERFORMED 421698 |421698 - DAVID H GRIFFIN 1 29,300.00 0.00 11,720.00/17,580.00
ENTERPRISES. LLC
120 S.H.IP 370202 |SHIP 2016 ADMIN 58301 160526 | SEPTIC PUMP-OUT SERVICES 420984 |420984 - ECONOMY SEPTIC 1 1,200.00 0.00 0.00/1,200.00
SERVICE LLC
53101 161489 REPLACEMENT HOUSING LOCAT 180171 |180171 - QUINA 1 26,500.00 0.00 0.00/26,500.00
GRUNDHOEFER ARCHITECTS
PA
124 ESC 370290 |ESC AFFORDABLE 58301 160730 | CREDIT REPORTING SERVICES 421444 |421444 - TRANS UNION LLC 1 562.00 0.00 0.00/562.00
54901 160804 TITLE SEARCHES AND TITLE 194123 194123 - SOUTHERN 1 4,000.00 2,000.00 3,800.002,200.00
GUARANTY TITLE COMPANY
INC
58301 161104 060189  |060189 - FABRE 1 25,000.00 0.00 4,533.35 20,466.65
ENGINEERING INC
129 CDBG HUD 370210 | CDBG 2012 HOUSING 58301 160526 | SEPTIC PUMP-OUT SERVICES 420984 |420984 - ECONOMY SEPTIC 1 1,200.00 0.00 0.00/1,200.00
ENTITLEMENT REHAB SERVICE LLC
53401 160530 HOME REPAIR INSPECTIONS A 421073  |421073 - RALPH E DOWNEY 1 4,099.00 0.00 1,800.002,299.00
58301 160660  |LEAD BASED PAINT (LBP) 165054 | 165054 - PROFESSIONAL SERV | 1 15,000.00 0.00 6,068.00/8,932.00
INDUSTRIES INC
129 CDBG HUD 370211 |CDBG 2012 OTHR 56201 161458 | ADA DESIGN OF COUNTY FACI 202217 |202217 - TOWNES + 1 26,026.00 0.00 0.00/26,026.00
ENTITLEMENT ACTIVITIES ARCHITECTS. P.A.
56301 161458 ADA DESIGN OF COUNTY FACI 202217 |202217 - TOWNES + 1 14,166.00 2.00 0.00/14,168.00
ARCHITECTS. P.A.
129 CDBG HUD 370213 | BROWNFIELD/ROMAN 53101 141429 FORMER MOSQUITO CONTROL F 030296 030296 - CAMERON-COLE LLC | 1 0.00 317,782.65 19,373.00|298,409.65
129 CDBG HUD 370214 |CDBG 2010 OTHR 56301 161458 | ADA DESIGN OF COUNTY FACI 202217 |202217 - TOWNES + 1 6,636.00 -1.35 0.00/6,634.65
ENTITLEMENT ACTIVITIES ARCHITECTS. P.A.
129 CDBG HUD 370216 |CDBG 2011 OTHR 56301 161458 | ADA DESIGN OF COUNTY FACI 202217 |202217 - TOWNES + 1 1,642.00 -0.65 0.00/1,641.35
ENTITLEMENT ACTIVITIES ARCHITECTS. P.A.
129 CDBG HUD 370217 | CDBG 2013 HOUSING 58301 161440 HOUSING REPAIRS PERFORMED 409483 409483 - DESIGN 1 47,400.00 0.00 18,960.00 28,440.00
ENTITLEMENT REHAB HOMEBUILDERS INC
129 CDBG HUD 370221 |CDBG 2014 OTHR 53101 141429 FORMER MOSQUITO CONTROL F 030296 030296 - CAMERON-COLE LLC | 1 0.00 247,442.00 48,183.47/199,258.53
129 CDBG HUD 370224 |CDBG 2015 OTHER 53101 141429 FORMER MOSQUITO CONTROL F (030296 |030296 - CAMERON-COLE LLC | 1 0.00 25,000.00 0.00/25,000.00
143 FIRE 330206 |FIRE DEPT PD 53101 141376 | DEVELOP REMEDIAL ACTION P 030296 |030296 - CAMERON-COLE LLC | 3 16,956.00 59,340.50 60,897.07 15,399.43
54601 160775 | OPEN END PURCHASE ORDER F 195886 |195886 - SUNBELT FIRE, INC 1 150,000.00 0.00  108,774.43 41,225.57
151 COMMUNITY 370113 |CRABROWNSVILLE 53401 161502 | PURCHASE ORDER TO PROVIDE 013673 |013673 - APPLIED 1 5,500.00 12,320.00 885.00|16,935.00
REDEVELOPMENT CONSTRUCTION MANAGEMENT
151 COMMUNITY 370115 |CRA PALAFOX 56301 130872 | TASK ORDER NO.02.03.79.2 081954 |081954 - KENNETH HORNE & 1 0.00 11,935.88 5,917.08/6,018.80
REDEVELOPMENT ASSOCIATES INC
56301 161430 | CONTRACT PD 15-16.059 "MO 182328 |182328 - ROADS INC OF NWF | 1 24,813.45 0.00 0.00/24,813.45
167 BOB SIKES TOLL |140301 |BOB SIKES TOLL- 54601 150879 | INSTALLATION OF EQUIPMENT 420423 |420423 - TRANSCORE 1 216,426.00 -156,425.65 22,125.00/37,875.35
FACIL OPER ADMIN HOLDINGS INC
56401 150879 | INSTALLATION OF EQUIPMENT 420423 |420423 - TRANSCORE 1 0.00 126,222.51  109,918.91 16,303.60
HOLDINGS INC
167 BOB SIKES TOLL |140302 |BOB SIKES TOLL- 56301 121158 | CONTRACT PD10-11.005 "ENG 021556 |021556 - BASKERVILLE- 1 0.00 553,225.48  524,758.60 28,466.88
FACIL OPER OPER & MAI DONOVAN INC
53101 161391 | TASK ORDER PD 02-03.79.13 081206 |081206 - HATCH MOTT 1 5,355.00 0.00 2,182.00/3,173.00
MACDONALD FLORIDA LLC
56301 161534 | LIGHTNING PROTECTION SYST 024381 |024381 - BONDED LIGHTNING | 1 4,590.00 0.00 0.00/4,590.00
PROTECTION SYSTEMS
175 TRANSPORTATIO 210402  ROAD MAINTENANCE |53101 161186 | TASK ORDER PD 02-03.79.13 081206 |081206 - HATCH MOTT 1 0.00 27,920.00 21,980.005,940.00
N TRUST MACDONALD FLORIDA LLC
56401 161308 |2 EACH AEBI TERRACTRAC TT 132861 |132861 - MENZI USA SALES 1 219,024.00 0.00 0.00/219,024.00
INC
56401 161577 | ASPHALT PATCH BODY PER TE 080045 |080045 - H D INDUSTRIES INC | 1 74,203.00 0.00 0.00/74,203.00
56401 161578 | TRUCK CREW CAB & CHASSIS 082128 082128 - HUB CITY FORD- 1 63,999.00 0.00 0.00/63,999.00
MERCURY INC
175 TRANSPORTATIO (210405 | FLEET MAINTENANCE 53401 160978 | PURCHASE AND INSTALLTION 420510 |420510 - NETWORKFLEET INC | 1 143,489.40 0.00 70,453.79/73,035.61
55201 160978 | PURCHASE AND INSTALLTION 420510 |420510 - NETWORKFLEET INC | 1 76,933.50 0.00 45,046.27/31,887.23
175 TRANSPORTATIO 211201 | TRAFFIC OPERATIONS |56401 160746 | DELL KM714 WIRELESS KEYBO 040517 |040517 - DELL MARKETING LP | 4 307.95 0.00 0.00/307.95
56401 160746 | DELL 27 ULTRAHD 4K MONIT 040517 |040517 - DELL MARKETING LP | 3 5,147.90 0.00 0.00/5,147.90
56401 160746 | DELL PRECISION M3800 CTO 040517 |040517 - DELL MARKETING LP | 2 9,773.60 0.00 0.00/9,773.60
56401 160746  CUS, DS, DOCK, WIRED, DOE 040517 |040517 - DELL MARKETING LP | 1 637.45 0.00 0.00/637.45
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181

181

181

181

181
181

181
320
320

320

320

320

320
352

352

352

352

Open Purchase Orders

Fund Title Cost Center Title Proj Acct ﬁ PO Description
Center

MASTER
DRAINAGE BASIN
MASTER
DRAINAGE BASIN
MASTER
DRAINAGE BASIN
MASTER
DRAINAGE BASIN
MASTER
MASTER
DRAINAGE BASIN

MASTER
FTA-CAPITAL
FTA-CAPITAL

FTA-CAPITAL
PROJECT FUND
FTA-CAPITAL
PROJECT FUND

FTA-CAPITAL
PROJECT FUND
FTA-CAPITAL

LOST I

LOST 1

LOST 1

LOST 11

210723

210724

210725

210728

210730
210731

210733
211222
211224

211231

211233

211234

320415
110267

110273

110274

210104

MASTER DRAINAGE
BASIN V

MASTER DRAINAGE
BASIN VI

MASTER DRAINAGE
BASIN VII

MASTER DRAINAGE
BASIN X

MASTER DRAINAGE
MASTER DRAINAGE
BAS XIlI

MASTER DRAINAGE
2010 FTA FL90X728
2012 FTA GRANT

2014 FTA320 FL90-
X848
2015FTA320FL90-
X877-00

2014FTA-320-FL34-
0030-00
2010 FTA FL90X728

PUBLIC FAC & PROJ

LOST ECONOMIC
DEVELOPMENT

PCOLA BCH
RESTROOM.BRDWLK

UWF CAMPUS
AGREEMEMT

53101

53101

56301

56301

56301

56301

56301
56301

56301

56301
54607
56401
56401

56401

53101

56401

56401

56401
58101
56201

56201
56201

56201

56201

56201

56201

56201

56201

56201

56101

56301

56101

56301

56201

56301

56301

14PF2934
13PF2503

13PF2503
13PF2503

13PF2503

13PF2503

13PF2503

13PF2503

13PF2503

13PF2503

13PF2503

16PF3518

16PF3518

16PF3518

16PF3518

16PF3614

16PF3614

09EN0315

58101
56201

56201
56201

56201

56201

56201

56201

56201

56201

56201

56101

56301

56101

56301

56201

56301

56301

161359
161424

161485

161328

101630

161524

131180

161430
151196

161456

140988
141612
161311
161570

161332

160888

161332

161332

141612
141697
160264

161360
161480

161481

161482

161483

161551

161552

161554

161588

140476

140476

161442

161442

161539

161539

101041

CONTRACT PD 13-14.080 "SI
TASK ORDER PD 02-03.79.45

TASK ORDER 02-03.79.45.17
CONTRACT PD 14-15.064 "GE
TASK ORDER NO. 01.02.02.C
CONTRACT PD 14-15.064 "GE
TASK ORDER NO.02.03.79.46

CONTRACT PD 15-16.059 "MO
TASK ORDER N0.02.03.79.13

INSTALLATION OF SIDEWALKS

TASK ORDER NO. 02.03.79.6
GPS AUTOMATIC VEHICLE LOA
2017 FORD FUSION 4 DR SED
JETSCSAN IFX 1100 CURRENC

2016 FORD 11500 GVWR 29'
TRANSIT DEVELOPMENT PLAN
2016 FORD 11500 GVWR 29*
2016 FORD 11500 GVWR 29"

GPS AUTOMATIC VEHICLE LOA
ST AEROSPACE LEASE AGREEM
A&E SERVICES FOR BROWNSVI

RENOVATIONS TO BROWNSVILL
ODP - FIRE ALARM SYSTEM F

ODP METAL STUD MATERIALS
ODP (OWNER DIRECT PURCHAS
ODP (OWNER DIRECT PURCHAS
ODP - ACOUSTICAL CEILING
ODP - STAGE CURTAIN AND P
ODP - ROOFING MATERIAL FO
ODP - CARPET FOR BROWNSVI
PD 12-13.065 "DESIGN SERV
PD 12-13.065 "DESIGN SERV
CONTRACT PD 15-16.067 "OL
CONTRACT PD 15-16.067 "OL
A&E SERVICES FOR ESCAMBIA
A&E SERVICES FOR ESCAMBIA
TASK ORDER AWARD FOR PD 0
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042846
051166

051166

133404

021556

211593

080483

182328
081206

032335

164915
041554
422097
035689

421716

421612

421716

421716

041554
033300
180171

141498
073485

030944

192151

421772

010844

130991

182517

422468

021556

021556

133404

133404

195504

195504

164749

042846 - DRMP INC

051166 - ENGINEERING &
PLANNING RESOURCES PC
051166 - ENGINEERING &
PLANNING RESOURCES PC
133404 - J MILLER
CONSTRUCTION INC
021556 - BASKERVILLE-
DONOVAN INC

211593 - UTILITY SERVICE
COMPANY INC

080483 - HAMMOND
ENGINEERING INC

182328 - ROADS INC OF NWF
081206 - HATCH MOTT
MACDONALD FLORIDA LLC
032335 - CHAVERS
CONSTRUCTION INC
164915 - PREBLE-RISH, INC
041554 - DOUBLEMAP, INC
422097 - GARBER FORD INC

035689 - CUMMINS-ALLISON
CORP

421716 - NBS ACQUISITION
COMPANY

421612 - TINDALE-OLIVER &
ASSOCIATES INC

421716 - NBS ACQUISITION
COMPANY

421716 - NBS ACQUISITION
COMPANY

041554 - DOUBLEMAP, INC
033300 - CITY OF PENSACOLA

180171 - QUINA
GRUNDHOEFER ARCHITECTS
PA

141498 - AE NEW, JR INC
073485 - GULFTECH FIRE
PROTECTION INC

030944 - CAPITOL MATERIALS
INC

192151 - SEQUEL ELECTRICAL
SUPPLY LLC

421772 - M & A SUPPLY
COMPANY INC

010844 - ACOUSTI
ENGINEERING CO OF FL INC
130991 - MAINSTAGE
THEATRICAL SUPPLY INC
182517 - ROOFERS MART
SOUTHEAST INC

422468 - MANNINGTON MILLS
INC

021556 - BASKERVILLE-
DONOVAN INC

021556 - BASKERVILLE-
DONOVAN INC

133404 - J MILLER
CONSTRUCTION INC

133404 - J MILLER
CONSTRUCTION INC

195504 - STOA
INTERNATIONAL/FLORIDA INC
195504 - STOA
INTERNATIONAL/FLORIDA INC
164749 - ATKINS NORTH
AMERICA INC

300,000.00
26,350.00

24,488.75
10,867.83

7,479.71
49,530.97
35,440.00

12,000.00
40,775.00

0.00

23,375.00
0.00
34,416.00
2,095.00

109,511.00
230,000.00
109,511.00
219,022.00

369,544.00
8,000,000.00
120,642.00

1,194,000.00:
9,875.00

14,400.00
76,805.00
146,702.00
10,689.00
40,850.00
10,270.87
62,000.00
0.00

0.00

0.00
4,927,251.40
63,152.00
21,701.00

517,639.00

0.00

0.00
-2,893.50
0.00
8,059.57
32,660.50

0.00
23,820.00

1,800.00

-175.00
117,720.00
0.00

0.00

0.00
0.00
0.00
0.00

-117,720.00
0.00
0.00

-374,487.38
0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00
192,788.89
483,421.12
4,571,203.00
-4,574,801.20
-6,875.00
6,875.00

678,022.67

Full Vendor Name Orig Amt Change Bal REV/IEE] Remaining Balance

192,235.54 107,764.46
0.00/26,350.00

20,889.31 3,599.44
7,438.83/535.50
0.00/7,479.71
0.00/57,590.54
55,939.50/12,161.00

0.00/12,000.00
38,315.00 26,280.00

0.00 1,800.00

11,118.07 12,081.93
0.00/117,720.00
0.00 34,416.00
0.002,095.00

0.00/109,511.00
192,283.27 37,716.73

0.00/109,511.00

0.00/219,022.00

243,103.42 8,720.58
2,000,000.00/6,000,000.00
91,076.64 29,565.36

123,288.90 696,223.72
4,937.50 4,937.50

1,509.84/12,890.16
16,649.03 60,155.97
0.00/146,702.00
0.00/10,689.00
0.00/40,850.00
0.00/10,270.87
0.00/62,000.00
35,642.23 157,146.66
23,066.99 460,354.13
862,229.00/3,708,974.00
0.00/352,450.20
0.00/56,277.00
0.00/28,576.00

811,090.58 384,571.09



Open Purchase Orders

Fund Title Cost Center Title Proj Acct ﬁ PO Description
Center

Full Vendor Name Orig Amt Change Bal REV/IEE] Remaining Balance

LOST 1l 210107  TRANSPORTATION & 56301 05EN2313 101399 TO RE-OPEN TASK ORDER CLO 080064 080064 - HDR ENGINEERING 95,742.21 45,757.54/49,984.67
DRAINAGE INC
56301 08EN0534 56301 101686 TASK ORDER CONRACT PD 09- 021556 021556 - BASKERVILLE- 1 699,999.45 430,095.00°  1,115,084.35/15,010.10
DONOVAN INC
56301 10ENO745 56301 110484 CONTRACT PD 09-10.076 "DE 081954 081954 - KENNETH HORNE & 1 199,265.00 62,412.54 152,827.82/108,849.72
ASSOCIATES INC
56301 08EN0313 56301 111436 CONTRACT 10-11-044 "DESIG 080064 080064 - HDR ENGINEERING 1 462,165.17 0.00 456,074.64 6,090.53
INC
56301 05EN2169 |56301 120701 EXPENDITURE FOR THE CSX T /072898 |072898 - GULF COAST 1 1,980.50 0.00 0.00/1,980.50
TRAFFIC ENGINEERS INC
56301 09EN0033 56301 120892 PERMIT MONITORING, COMPLI 1232151 232151 - WETLAND SCIENCES 1 10,000.00 0.00 3,500.00 6,500.00
INC.
56301 11EN1405 56301 120956 PD 10-11.0-80 "DESIGN SER 164749 164749 - ATKINS NORTH 1 588,131.00 0.00 588,065.28 65.72
AMERICA INC
56301 12EN2044 56301 121158 CONTRACT PD10-11.005 "ENG 021556 021556 - BASKERVILLE- 1 0.00 251,611.03 225,479.57/26,131.46
DONOVAN INC
56301 15EN3214 56301 121158 CONTRACT PD10-11.005 "ENG ~ |021556 021556 - BASKERVILLE- 1 0.00 123,984.92 117,575.05 6,409.87
DONOVAN INC
56301 09ENO115 56301 121251 LUMP SUM CONTRACT PER TER 181263 |181263 - REBOL-BATTLE & 1 906,213.00 136,714.00 754,677.59 288,249.41
ASSOCIATES LLC
56301 08ENO0115 |56301 121336 TASK ORDER NO. 02.03.79.4 080483 080483 - HAMMOND 1 28,450.00 20,980.00 35,936.00 13,494.00
ENGINEERING INC
56301 08EN0272 56301 121406 CONTRACT PD 11-12.038 "BE 100142 100142 - JEHLE-HALSTEAD INC 1 999,430.00 19,000.00 977,129.25/41,300.75
56301 12EN2071 56301 130545 TASK ORDER NO. 02.03.79.8 060189 060189 - FABRE 1 41,369.60 8,620.25 49,217.31 772.54
ENGINEERING INC
56301 12EN2121 56301 130830 TASK ORDER PD 02-03.79.46 080483 080483 - HAMMOND 1 36,840.00 2,095.00 33,051.00 5,884.00
ENGINEERING INC
56301 10EN0455 56301 130843 TO IMPLEMENT MITIGATION,M 1232151 232151 - WETLAND SCIENCES 1 5,800.00 0.00 4,300.00/1,500.00
INC.
56301 13EN2235 56301 130867 TASK ORDER NO. 02.03.79.5 192991 192991 - SIGMA CONSULTING 1 48,750.00 1,240.00 46,510.00 3,480.00
GROUP INC
56301 13EN2272 56301 130921 TASK ORDER NO. 02.03.79.2 100142 100142 - JEHLE-HALSTEAD INC 1 20,895.00 3,680.00 17,294.95/7,280.05
56301 12EN1783 56301 131051 TASK ORDER NO. 02.03.79.2 081954 081954 - KENNETH HORNE & 1 4,885.04 25,982.92 27,617.40 3,250.56
ASSOCIATES INC
56301 13EN2395 56301 131177 TO PROVIDE PROFESSIONAL E 1081206 081206 - HATCH MOTT 1 87,803.50 25,540.00 66,281.90 47,061.60
MACDONALD FLORIDA LLC
56301 12EN2015 56301 140896 QUINTETTE BRIDGE FUNDS FO 1232151 232151 - WETLAND SCIENCES 1 0.00 17,420.00 4,800.0012,620.00
INC.
56301 16EN3471 56301 140988 TASK ORDER NO. 02.03.79.6 164915 164915 - PREBLE-RISH, INC 1 0.00 10,450.00 0.00/10,450.00
56301 14EN2875 56301 140994 TASK ORDER NO. 02.03.79.5 061426 061426 - DAVID W. 1 26,676.00 0.00 18,798.00/7,878.00
FITZPATRICK. P.E.. P.A.
56301 14EN2661 56301 140996 TASK ORDER PD 02-03.79.15 080064 080064 - HDR ENGINEERING 1 45,050.29 0.00 37,665.96/7,384.33
INC
56301 12EN2152 56301 141077 CONTRACT PD 13-14.016 "DE 164749 164749 - ATKINS NORTH 1 195,682.83 3,452.62 144,727.14/54,408.31
AMERICA INC
56301 14EN2642 56301 141092 TASK ORDER NO.02.03.79.10 082323 082323 - GECI & ASSOCIATES 1 7,870.00 0.00 7,030.00840.00
ENGINEERS INC
56301 14EN2795 56301 141094 TASK ORDER NO0.02.03.79.50 192991 192991 - SIGMA CONSULTING 1 35,260.00 0.00 28,961.00 6,299.00
GROUP INC
56301 08EN0208 |56301 141123 CONTRACT PD 13-14.006 "VA 182328 182328 - ROADS INC OF NWF 1 700,000.00 0.00: 575,742.74 124,257.26
56301 13EN2188 56301 141172 CONTRACT PD 13-14.030 "DE 081206 081206 - HATCH MOTT 1 137,714.00 35,448.00 112,396.00/60,766.00
MACDONALD FLORIDA LLC
56301 13EN2188 56301 141173 CONTRACT PD 13-14.027 "DE 181263 181263 - REBOL-BATTLE & 1 98,289.20 0.00 84,056.75 14,232.45
ASSOCIATES LLC
56301 13EN2188 56301 141174 CONTRACT PD 13-14.028 "DE 042846 042846 - DRMP INC 1 75,525.72 0.00 74,640.64 885.08
56301 14EN2825 56301 141428 CONTRACT PD 10-11.080, TA 060189 060189 - FABRE 1 44,988.75 0.00 12,906.25 32,082.50
ENGINEERING INC
56301 13EN2198 56301 150758 CONTRACT PD 13-14.081 "LA 080064 080064 - HDR ENGINEERING 1 133,746.77 15,250.64 116,361.26/32,636.15
INC
56301 08EN0105 (56301 150896 CONTRACT PD 13-14.051 "DE 181263 181263 - REBOL-BATTLE & 1 182,124.83 0.00 61,970.82 120,154.01
ASSOCIATES LLC
56301 15EN3244 56301 150986 CONTRACT PD 14-15.017 "OL 182328 182328 - ROADS INC OF NWF 1 0.00 613,551.02 0.00/613,551.02
56301 15EN3205 56301 151012 TASK ORDER PD 02-03.79.13 081206 081206 - HATCH MOTT 1 46,240.00 0.00 44,900.00/1,340.00
MACDONALD FLORIDA LLC
56301 12EN2152 56301 151032 CONTRACT PD.NO.12.13.049 406608 406608 - INGRAM 1 341,413.96 0.00 118,640.00/222,773.96

SIGNALIZATION INC
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15EN3244 151055 TASK ORDER NO. 02.03.79.1 081206 081206 - HATCH MOTT 226,160.51 178,906.05 47,254.46
MACDONALD FLORIDA LLC

56301 08ENO115 56301 151416 CONTRACT PD 14-15.050 "HI 182328 |182328 - ROADS INC OF NWF 1 2,168,815.15 228,409.03  1,201,776.41/1,195,447.77

56301 14EN3135 56301 151416 CONTRACT PD 14-15.050 "HI 182328 |182328 - ROADS INC OF NWF 1 0.00 192,175.90 0.00/192,175.90

56301 14EN3085 56301 151440 CONTRACT PD 14-15.008 "CO 160114 |160114 - PANHANDLE 1 2,873,769.35 0.00 2,838,488.20/35,281.15
GRADING & PAVING INC

56301 14EN3075 56301 151441 CONTRACT PD 14-15.009 COU 160114 |160114 - PANHANDLE 1 1,200,292.80 67,108.26  1,263,726.06 3,675.00
GRADING & PAVING INC

56301 12EN1738 56301 151499 TASK ORDER NO.02.03.79.45 051166 051166 - ENGINEERING & 1 3,186.00 0.00 3,026.70 159.30
PLANNING RESOURCES PC

56301 08ENO115 56301 151605 CONTRACT PD 14-15.080 "CE 042846 042846 - DRMP INC 1 210,000.00 0.00 191,206.25/18,793.75

56301 14EN3075 56301 160711 CONTRACT PD 14-15.052-AL 081206 081206 - HATCH MOTT 1 119,949.47 0.00 115,548.11 4,401.36
MACDONALD FLORIDA LLC

56301 14EN3085 56301 160712 CONTRACT PD 14-15.052-B L 081206 | 081206 - HATCH MOTT 1 373,200.89 -119,949.47 196,267.21 56,984.21
MACDONALD FLORIDA LLC

56301 14EN2905 56301 160778 CONTRACT PD 14-15.079 "DE 201604 |201604 - THOMPSON 1 59,870.00 0.00 55,223.00 4,647.00
ENGINEERING. INC

56301 13EN2413 56301 160939 CONTRACT PD 14-15.064 "PA 182328 182328 - ROADS INC OF NWF 1 255,181.26 22,622.70 107,486.42170,317.54

56301 15EN3325 56301 160973 CONTRACT PD 15-16.004 "DE 192991 192991 - SIGMA CONSULTING | 1 115,325.00 5,165.00 78,016.50 42,473.50
GROUP INC

56301 16EN3495 56301 160994 FLASHING SOLAR POWERED BE 406608 406608 - INGRAM 1 10,400.00 0.00 0.00/10,400.00
SIGNALIZATION INC

56301 15EN3344 56301 161017 CONTRACT PD 15-16.007 "PE 220584 220584 - VOLKERT INC 1 463,227.00 0.00 215,332.41 247,894.59

56301 13EN2188 56301 161052 CONTRACT PD 15-16.019 "OR 040386 |040386 - DAVIS MARINE 1 645,791.75 5,724.00 143,459.25 508,056.50
CONSTRUCTION INC

56301 13EN2523 56301 161148 CONTRACT PD 12-13.065- A 081206 081206 - HATCH MOTT 1 328,006.46 0.00 140,922.57 187,083.89
MACDONALD FLORIDA LLC

56301 16EN3565 56301 161149 CONTRACT PD 14-15.064 "PA 182328 182328 - ROADS INC OF NWF 1 205,024.87 0.00 158,957.55 46,067.32

56301 08EN0021 56301 161261 TRAFFIC PLANNING CONSULTI 420615 | 420615 - JAMES CARL DE 1 44,969.60 0.00 15,633.74/29,335.86
VRIES

56301 13EN2188 56301 161297 TASK ORDER 02-03.79.13.67 081206 | 081206 - HATCH MOTT 1 49,954.77 0.00 20,818.71 29,136.06
MACDONALD FLORIDA LLC

56301 13EN2188 56301 161298 TASK ORDER PD 02-03.79.54  |133210 133210 - METRIC 1 49,468.35 0.00 0.00/49,468.35
ENGINEERING. INC

56301 08EN0228 56301 161309 CONTRACT PD 02-03.79.40.2 201604 |201604 - THOMPSON 1 28,600.00 0.00 21,500.00 7,100.00
ENGINEERING. INC

56301 16EN3623 56301 161319 CONTRACT PD 14-15.064 "GE 182328 182328 - ROADS INC OF NWF 1 89,873.89 0.00 0.00/89,873.89

56301 16EN3585 56301 161328 CONTRACT PD 14-15.064 "GE 133404 133404 - J MILLER 1 125,000.00 0.00 114,950.00 10,050.00
CONSTRUCTION INC

56301 12EN1783 56301 161330 CONTRACT PD 14-15.064 "GE 420550 420550 - MATTHEW T LEMON 1 197,738.04 0.00 86,270.53 111,467.51

56301 15EN3214 56301 161331 CONTRACT PD 15-16.038 "DE  |021556 | 021556 - BASKERVILLE- 1 130,870.00 0.00 68,320.00 62,550.00
DONOVAN INC

56101 13EN2523 56101 161379 O&E REPORTS FOR 135 PARCE 051907 |051907 - ESCAROSA LAND 1 10,125.00 75.00 9,975.00 225.00
RESEARCH LLC

56301 16EN3665 56301 161393 CONTRACT PD 14-15.065 "PA 182328 182328 - ROADS INC OF NWF 1 280,518.87 0.00 0.00/280,518.87

56301 16EN3655 56301 161394 CONTRACT PD 14-15.065 "PA 182328 182328 - ROADS INC OF NWF 1 337,890.80 0.00 0.00/337,890.80

56301 08EN0208 56301 161430 CONTRACT PD 15-16.059 "MO 182328 |182328 - ROADS INC OF NWF 1 160,009.84 0.00 0.00/160,009.84

56301 12EN1738 56301 161430 CONTRACT PD 15-16.059 "MO 182328 182328 - ROADS INC OF NWF 1 24,733.45 0.00 0.00/24,733.45

56301 16EN3413 56301 161430 CONTRACT PD 15-16.059 "MO 182328 |182328 - ROADS INC OF NWF 1 208,080.00 0.00 0.00/208,080.00

56301 08EN0208 56301 161431 CONTRACT PD 15-16.057 "20 182328 |182328 - ROADS INC OF NWF 1 870,000.00 0.00 352,748.30 517,251.70

56301 08EN0208 56301 161432 CONTRACT PD 15-16.056 "20 182328 182328 - ROADS INC OF NWF 1 1,661,103.22 0.00 0.00/1,661,103.22

56301 15EN3354 56301 161459 CONTRACT PD 14-15.064.4A 081314 081314 - HEATON BROTHERS 1 178,187.74 0.00 0.00178,187.74
CONSTRUCTION CO INC

56301 08EN0208 56301 161460 CONTRACT PD 14-15.064 "GE 160114 |160114 - PANHANDLE 1 345,908.62 0.00 306,219.58 39,689.04
GRADING & PAVING INC

56301 16EN3542 56301 161462 CONTRACT PD 15-16.064 "MA 032335 |032335 - CHAVERS 1 232,025.50 0.00 0.00/232,025.50
CONSTRUCTION INC

56301 12EN1738 56301 161463 CONTRACT PD 15-16.049 "DE 100142 100142 - JEHLE-HALSTEAD INC| 1 98,538.77 0.00 0.00/98,538.77

56301 15EN3195 56301 161479 CONTRACT PD 15-16.076 "PO 420785 |420785 - PRINCIPLE 1 558,522.00 0.00 104,376.50 454,145.50
PROPERTIES INC

56301 12EN2071 56301 161484 CONTRACT PD 15-16.066 "ME 420683 |420683 - SITE AND UTILITY 1 359,946.00 0.00 0.00/359,946.00
LLC

56301 08EN0268 56301 161488 CONTRACT PD 14-15.064 "PA 032335 |032335 - CHAVERS 1 71,400.00 14,250.00 0.00/85,650.00

CONSTRUCTION INC
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08EN0228 161506 TASK ORDER PD 02-03.79.8. 060189 060189 - FABRE 43,435.10 16,261.00 27,174.10
ENGINEERING INC
56301 14EN2642 56301 161516 INSTALLATION OF BUS PADS 420809 420809 - INFRASTRUCTURE 1 40,000.00 0.00 7,308.00/32,692.00
SPECIALTY SRVCS INC
56301 13EN2188 56301 161520 CONTRACT PD 12-13.001 "BR 040206 040206 - DKE MARINE 1 23,995.48 0.00 0.00/23,995.48
SERVICES INC
56401 16EN3528 56401 161526 NEW 2016 LANDPRIDE RC5615 033753 |033753 - COASTAL 2 17,655.25 0.00 0.00/17,655.25
MACHINERY CO INC
56401 16EN3528 56401 161526 NEW 2016 LANDPRIDE RC5610 |033753 033753 - COASTAL 1 14,967.25 0.00 0.00/14,967.25
MACHINERY CO INC
56301 14EN2913 56301 161556 CONTRACT PD 14-15.064 GEN 182328 182328 - ROADS INC OF NWF 1 39,504.74 0.00 0.00/39,504.74
56301 13EN2188 56301 161557 CONTRACT PD 12-13.001 "BO 072896 072896 - GULF MARINE 1 23,600.00 0.00 0.00/23,600.00
CONSTRUCTION. INC
56401 16EN3528 56401 161564 SHIPPING & HANDLING 422417 422417 - WASTEQUIP 4 1,000.00 0.00 0.00/1,000.00
MANUFACTURING CO LLC
56401 16EN3528 56401 161564 MODEL # ROC301 UNDERSTRUC 422417 422417 - WASTEQUIP 3 1,148.00 0.00 0.00/1,148.00
MANUFACTURING CO LLC
56401 16EN3528 56401 161564 MODEL # ROC 109 FRONT ROL 422417 422417 - WASTEQUIP 2 520.00 0.00 0.00520.00
MANUFACTURING CO LLC
56401 16EN3528 56401 161564 MODEL # 154241 30 CUBIC Y 422417 422417 - WASTEQUIP 1 21,024.00 0.00 0.00/21,024.00
MANUFACTURING CO LLC
56301 13EN2188 56301 161566 CONTRACT PD 02-03.79.13.6 081206 081206 - HATCH MOTT 1 49,540.00 0.00 0.00/49,540.00
MACDONALD FLORIDA LLC
56301 16EN3454 56301 161581 CONTRACT PD 15-16.052 "EA 194120 194120 - SOUTHERN UTILITY 1 42,847.00 0.00 0.00/42,847.00
CO.. INC
56301 08EN0068 56301 161584 CONTRACT PD 15-16.078 "CR 422252 422252 - ROBERSON 1 1,313,391.55 0.00 0.001,313,391.55
EXCAVATION INC
56301 08EN0228 56301 161586 CONTRACT PD 14-15.064 "PA 182328 182328 - ROADS INC OF NWF 1 170,355.80 0.00: 0.00 170,355.80
56301 12EN1738 56301 161587 CONTRACT PD 14-15.064 "PA 160114 |160114 - PANHANDLE 1 51,691.51 0.00 0.0051,691.51
GRADING & PAVING INC
56301 14EN2661 56301 161587 CONTRACT PD 14-15.064 "PA 160114 160114 - PANHANDLE 1 204,948.00 0.00 0.00/204,948.00
GRADING & PAVING INC
56301 15EN3354 56301 161591 CONTRACT PD 14-15.064 "PA 032335 032335 - CHAVERS 1 348,319.80 0.00 0.00348,319.80
CONSTRUCTION INC
56301 15EN3354 56301 161592 CONTRACT PD 14-15.064 "PA 843895 843895 - GULF ATLANTIC 1 123,384.43 0.00 0.00/123,384.43
CONSTRUCTORS. INC
56301 08EN0334 56301 280590 CONTRACT PD. NO. 95.96.74 081206 081206 - HATCH MOTT 1 0.00 18,775.00 15,111.40 3,663.60
MACDONALD FLORIDA LLC
56301 05EN1343 |56301 280598 CONTRACT PD. NO. 02.03.79 080064 080064 - HDR ENGINEERING 1 0.00 88,102.56 78,636.96 9,465.60
INC
56301 08EN0078 56301 290817 CONTRACT AMENDMENT NO. 2 021556 021556 - BASKERVILLE- 1 1,575,498.01 1,803,445.51 2,899,103.17/479,840.35
DONOVAN INC
56301 08EN0301 |56301 291166 TASK ORDER PD 08-09.007 " 021556 021556 - BASKERVILLE- 1 200,660.10 19,608.92 220,060.77 208.25
DONOVAN INC
56301 08EN0021 56301 291417 TASK ORDER PD 08-09.027 " 164749 164749 - ATKINS NORTH 1 416,886.17 21,945.40 438,831.56 0.01
AMERICA INC
56301 12EN1728 56301 291417 TASK ORDER PD 08-09.027 " 164749 164749 - ATKINS NORTH 1 0.00 2,699,611.25  1,146,363.14 1,553,248.11
AMERICA INC
352 LOST 1 210109 FDOT OLIVE ROAD 56301 10EN0363 56301 120652 OLIVE ROAD EAST CORRIDOR 042846 042846 - DRMP INC 1 1,482,372.47 0.00, 1,352,697.62 129,674.85
56301 10EN0363 56301 150986 CONTRACT PD 14-15.017 "OL 182328 182328 - ROADS INC OF NWF 1 4,531,541.13 150,520.08)  2,581,574.13 2,100,487.03
352 LOST 11l 210114 EDTPFA-MUSCOGEE & 56301 15EN3285 56301 160898 CONTRACT PD 14-15.098 "DE 012081 012081 - AMERICAN 1 73,949.00 0.00 49,532.98 24,416.02
Us 29 CONSULTING ENGINEERS OF
352 LOST Il 210115 QUIETWTR BCH 56301 16EN3434 56301 161270 CONTRACT PD 15-16.021 "DE 081206 081206 - HATCH MOTT 1 116,997.00 0.00 0.00/116,997.00
LNDNG LAP MACDONALD FLORIDA LLC
352 LOST 1 210117 | E.JOHNSN STRMWTR 56301 16EN3454 56301 161296 CONTRACT PD 02-03.79.13.6 081206 081206 - HATCH MOTT 1 24,006.49 0.00 0.00/24,006.49
RPR LAP MACDONALD FLORIDA LLC
56301 16EN3454 56301 161581 CONTRACT PD 15-16.052 "EA 194120 194120 - SOUTHERN UTILITY 1 195,196.00 0.00 0.00/195,196.00
CO.. INC
352 LOST 1 210118 | CR292 GB HWY 56301 16EN3462 56301 161296 CONTRACT PD 02-03.79.13.6 081206 081206 - HATCH MOTT 1 20,183.01 0.00 0.00/20,183.01
DRAINGE LAP MACDONALD FLORIDA LLC
352 LOST 1 210119  SRIA TRAFFIC 56301 16EN3424 56301 121158 CONTRACT PD10-11.005 "ENG =~ 021556 021556 - BASKERVILLE- 1 0.00 84,902.51 65,756.95 19,145.56
CALMING DONOVAN INC
56301 16EN3424 56301 160972 CONTRACT PD 15-16.013 "CR 843895 843895 - GULF ATLANTIC 1 1,135,083.35 56,260.75 827,416.04/363,928.06
CONSTRUCTORS. INC
352 LOST 1 210121 | HMGP LAKE CHARLENE 56301 16EN3602 56301 150758 CONTRACT PD 13-14.081 "LA 080064 080064 - HDR ENGINEERING 1 0.00 295,181.73 0.00/295,181.73
INC
352 LOST 1 220102 | NESD CAPITAL 56301 O09NE0018 56301 130921 TASK ORDER NO. 02.03.79.2 100142 100142 - JEHLE-HALSTEAD INC 1 0.00 500.00 347.10/152.90
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352

352

352

401

401

401
401

401

401

401

408

Open Purchase Orders

Fund Fund Title Cost Cost Center Title Account  |Proj Proj Acct
Center

LOST 1l

LOST 1

LOST 1l

SOLID WASTE

SOLID WASTE

SOLID WASTE
SOLID WASTE
FUND
SOLID WASTE
FUND

SOLID WASTE
FUND

SOLID WASTE
FUND
EMERGENCY

290407

350229

370106

230301

230304

230307
230309

230314

230315

230316

330302

DETENTION CAPITAL

PARKS CAPITAL
PROJECTS

COMMUNITY CENTERS

SOLID WASTE ADMIN

ENVIRONMENTAL

SW TRANSFER

SW CLOSED
LANDFILLS
SWM OPERATIONS

PROJECTS

SAUFLEY LANDFILL

EMS OPERATIONS

56201
56201

56201

56301

56201

53401

53401

53401
53401

53401

53401

56201

56401

56201

53401

56401
56401
53101
53101

53101

53101

56401
56401
53101
53101

54601

56401

56301

56301

56301

56301

53101

56401
56301

55501

56401

10NE0808

14SH2728
14SH2728

14SH2728

14SH2728

14SH2728

08PR0078

08PR0078

08PR0078
08PR0078

08PR0078

08PR0078

08PR0102

08PR0068

08PR0102

14CA2868

56301

56201
56201

56201

56301

56201

53401

53401

53401
53401

53401

53401

56201

56401

56201

53401

151263

151531
161203

161374

161519

161582

161056

161057

161058
161059

161060

161061

161138

161375

161583

160642

161559
161562
141508
150802

151053

161169

161559
161561
161242
151053

160836

161509

151246

160870

161433

161560

151053

151513
161199

161318

161525

PO Description

ARTIFICIAL REEF CONSTRUCT

DESIGN CRITERIA PROFESSIO
A&E SERVICES FOR MAIN JAI

BAILBONDSMAN MEETING ROOM

CONTRACT PD 02-03.79.26.6

ESCAMBIA COUNTY MAIN JAIL

AGREEMENT-ZONE 1 GROUNDS

AGREEMENT-ZONE 3 GROUNDS

AGREEMENT-ZONE 2 GROUNDS
AGREEMENT-ZONE 4 GROUNDS

AGREEMENT-ZONE 5 GROUNDS

AGREEMENT-ZONE 6 GROUNDS

TASK ORDER PD 02-03.79.8.

1 TON CREW CAB DUAL REAR

420750

421219
202217

023335

164269

023335

072181

072500

141823
182054

050866

230340

060189

011300

SOUTHWEST ESCAMBIA COUNTY 421015

SHORT TERM TEMPORARY WORK 023818

OPEN PURCHASE ORDER FOR
OPEN PURCHASE ORDER FOR D
PROFESSIONAL SERVICES TO
PROFESSIONAL CONSULTING S

TECHNICAL REVIEW OF FOUR
PREPARATION OF SPRING AND

OPEN PURCHASE ORDER FOR
OPEN PURCHASE ORDER FOR D
OPEN PURCHASE ORDER FOR L
TECHNICAL REVIEW OF FOUR

BLANKET PURCHASE ORDER FO
RE-BUILD OF A CATERPILLAR
PD 14-15.022, ENGINEERING
PERDIDO LANDFILL SECTION
PERDIDO CLASS 1 LANDFILL
OPEN PURCHASE ORDER FOR S
TECHNICAL REVIEW OF FOUR

PURCHASE/DELIVERY OF 2015
CONTRACT PD 15-16.026 "AB

PROVIDE INSTRUCTION AND G

PURCHASE OF 2 NEW AMBULAN
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040517
040517
190025
080064

071236

071236

040517
040517
030296
071236

160114

201640

100699

100699

160114

200965

071236

416682
023335

162818

416682

420750 - PANHANDLE
UNDERWATER MT&SALVAGE
e

421219 - DLR GROUP INC
202217 - TOWNES +
ARCHITECTS. P.A.

023335 - BIRKSHIRE
JOHNSTONE. LLC

164269 - PITTMAN GLAZE &
ASSOCIATES INC

023335 - BIRKSHIRE
JOHNSTONE. LLC

072181 - GREENWORKS
GROUNDSKEEPING & LANDSCA
072500 - GULF COAST
ENVIRONMENTAL CONT INC
141823 - KURT M CLINGAN
182054 - RHETT JAMES
LANDSCAPING INC

050866 - EMERALD COAST
GRASS CO. LLC

230340 - WALLACE SPRINKLER
& SUPPLY. INC

060189 - FABRE
ENGINEERING INC

011300 - ALAN JAY FORD
LINCOLN MERCURY INC
421015 - EMPIRE BUILDERS
GROUP INC

023818 - BLUE ARBOR INC

040517 - DELL MARKETING LP
040517 - DELL MARKETING LP
190025 - SCS ENGINEERS

080064 - HDR ENGINEERING
INC

071236 - GEOSYNTEC
CONSULTANTS INC

071236 - GEOSYNTEC
CONSULTANTS INC

040517 - DELL MARKETING LP
040517 - DELL MARKETING LP
030296 - CAMERON-COLE LLC

071236 - GEOSYNTEC
CONSULTANTS INC

160114 - PANHANDLE
GRADING & PAVING INC
201640 - THOMPSON
TRACTOR CO INC

100699 - JONES EDMUNDS &
ASSOCIATES INC

100699 - JONES EDMUNDS &
ASSOCIATES INC

160114 - PANHANDLE
GRADING & PAVING INC
200965 - TESTAMERICA
LABORATORIES INC

071236 - GEOSYNTEC
CONSULTANTS INC

416682 - HALCORE GROUP INC
023335 - BIRKSHIRE
JOHNSTONE. LLC

162818 - DIST BD OF
TRUSTEES PENS STATE COL
416682 - HALCORE GROUP INC

79,400.00

3,999,280.00
15,719.00

21,910.00
25,610.00
188,400.00
39,000.00
48,600.00

45,000.00
72,490.00

67,000.00
75,400.00
27,408.00
46,298.00
169,496.00
0.00

1,287.24
1,902.20
102,400.00
148,621.00

33,100.00
27,800.00

1,287.24
1,162.97
18,100.00
11,200.00

45,000.00
223,831.00
460,000.00

1,074,000.00
4,155,393.00

25,000.00

2,900.00

719,992.00
0.00

54,000.00

497,040.00

-49,400.00

0.00
0.00

0.00
0.00
0.00
0.00
0.00

0.00
0.00

0.00
0.00
0.00
0.00
0.00
65,280.00

0.00
0.00
91,418.00
89,905.00

24,300.00
0.00

0.00
0.00
0.00
0.00

76,760.00
0.00
0.00
0.00
0.00
0.00
0.00

34,739.00
69,400.00

0.00

0.00

Full Vendor Name Orig Amt Change Bal REV/IEE] Remaining Balance

0.00/30,000.00

640,173.85 3,359,106.15
11,849.003,870.00

15,987.00/5,923.00
20,790.00 4,820.00
0.00/188,400.00
30,225.00 8,775.00
37,665.00 10,935.00

34,575.00/10,425.00
56,179.75/16,310.25

51,925.00 15,075.00
57,700.00 17,700.00
23,241.60 4,166.40
0.00/46,298.00
0.00169,496.00
46,065.20 19,214.80

0.00/1,287.24

0.00/1,902.20
174,426.00/19,392.00
186,800.11/51,725.89

55,090.00 2,310.00
12,100.00 15,700.00

0.001,287.24
0.001,162.97
11,192.50 6,907.50
8,400.00 2,800.00

48,153.15/73,606.85
0.00223,831.00
334,690.00/125,310.00
249,040.00 824,960.00
0.004,155,393.00
0.0025,000.00
2,175.00 725.00

394,734.76 359,996.24
21,500.00 47,900.00

13,049.60 40,950.40

0.00/497,040.00



Open Purchase Orders

Fund Title Cost Center Title Account PO Description Vend No |Full Vendor Name i i Change Bal REV/IEE] Remaining Balance

56401 161563 KIT XPS RETROFITS 195684 195684 - STRYKER SALES 6 51,984.24 0.00 0.00/51,984.24
CORPORATION
56401 161563 POWERLOAD COMPATIBLE UPGR 1195684 |195684 - STRYKER SALES 5 26,182.00 0.00 0.00/26,182.00
CORPORATION
56401 161563 X-RESTRAINT PACKAGES 195684 195684 - STRYKER SALES 4 6,209.25 0.00 0.00/6,209.25
CORPORATION
56401 161563 PROCARE UPGRADES 195684 195684 - STRYKER SALES 3 14,570.00 0.00 0.00/14,570.00
CORPORATION
56401 161563 POWER-PRO XT COTS 195684 195684 - STRYKER SALES 2 87,948.00 0.00 0.00/87,948.00
CORPORATION
56401 161563 POWERLOAD SYSTEMS 195684 195684 - STRYKER SALES 1 535,132.00 0.00 0.00 535,132.00
CORPORATION
501 INTERNAL 140836  BUILDINGS 53101 414F0130 |53101 141186 ENGINEERING SERVICES FOR 081206 081206 - HATCH MOTT 1 11,600.00 0.00 11,530.00 70.00
SERVICE FUND MACDONALD FLORIDA LLC
56201 414E0155 56201 141186 ENGINEERING SERVICES FOR 081206 081206 - HATCH MOTT 1 0.00 111,016.00 80,690.00 30,326.00
MACDONALD FLORIDA LLC
54601 414F0164 54601 141262 EMERGENCY REPAIRS TO LIFT /010941 |010941 - ADVANCED 1 50,670.65 11,305.72 60,190.351,786.02
COMPRESSED AIR TECH INC
53401 141331 EMERGENCY PURCHASE ORDER 040683 040683 - BOARD OF COUNTY 1 0.00 4,645,760.00,  3,186,340.00 1,459,420.00
COMMISSIONERS
56201 414E0155 56201 141332 PROVIDE ANALYSIS FOR VARI 031295 031295 - CARTER GOBLE 1 110,000.00 0.00 100,500.00 9,500.00
ASSOCIATES. INC
53401 141346 EMERGENCY PURCHASE ORDER 230384 230384 - WALTON COUNTY 1 0.00 6,368,750.00,  5,977,217.40 391,532.60
SHERIFF'S OFFICE
53401 141347 EMERGENCY PO TO PROVIDE F  |190728 190728 - SANTA ROSA 1 0.00 4,537,480.00,  4,170,735.76 366,744.24
COUNTY SHERIFF'S OFFICE
501 INTERNAL 150108 | HEALTH 53101 160851 HEALTHCARE BROKER/CONSULT 420681 420681 - AON CONSULTING 1 50,000.00 0.00 24,999.96/25,000.04
SERVICE FUND INC
Total 71,313,663.95 27,206,752.02  48,743,413.80 49,777,002.17
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Al-11347 Public Hearings  12.
BCC Regular Meeting
Meeting Date: 11/17/2016

Issue: 5:33 p.m. Public Hearing - Vacate a Portion of an Alleyway in Block 58
of Englewood Heights

From: Joy D. Blackmon, P.E., Director

Organization: Public Works

CAO Approval:

RECOMMENDATION:

5:33 p.m. Public Hearing for Consideration of the Petition to Vacate a Portion of an
Alleyway in Block 58 of Englewood Heights Subdivision:

Recommendation: That the Board take the following action concerning the Petition to
Vacate a Portion of an Alleyway in Block 58 of Englewood Heights Subdivision (20 feet x
150 feet), as petitioned by Ronald D. Ramsey:

A. Approve or deny the Petition to Vacate a Portion of an Alleyway in Block 58 of
Englewood Heights Subdivision (20 feet x 150 feet), as petitioned by Ronald D. Ramsey;

B. Accept the Hold/Harmless Agreement;
C. Adopt the Resolution to Vacate; and

D. Authorize the Chairman or Vice Chairman to accept the documents as of the day of
delivery of the documents to the Chairman or Vice Chairman, and authorize the
Chairman or Vice Chairman to execute them at that time.

BACKGROUND:

This request, originally presented at the May 5, 2016, meeting, was not approved due to
the objection of an adjacent property owner. The petitioner, Mr. Ramsey, has now
reduced the size of the Vacation request from 20 feet x 300 feet to 20 feet x 150 feet.

The petitioner owns 150 feet on the south side and 180 feet on the north side of the 20'
wide alleyway in Block 58 of Englewood Heights, as recorded in Plat Deed Book 59,
Page 107 of the Official Records of Escambia County, Florida. Block 58 is bordered by
West Hayes Street to the north, West Baars Street to the south, North "F" Street to the
west, and North "E" Street to the east. Mr. Ramsey is requesting that the Board vacate
any interest the County has in the 20" wide alleyway (20 feet x 150 feet) located in Block



58. Staff has made no representations to the petitioner or the petitioner's agent, Mr. Gary
Byrd, that Board approval of this request confirms the vesting or return of title of the land
to the petitioner or to any other interested party.

There are no encroachment issues involved with this Vacation request. Staff has
reviewed the request and has no objection to the Vacation. All utility companies
concerned have been contacted and have no objections to the requested Vacation. No
one will be denied access to his or her property as a result of this Vacation.

BUDGETARY IMPACT:
Indirect staff cost associated with the preparation of recommendation.

LEGAL CONSIDERATIONS/SIGN-OFF:
N/A

PERSONNEL.:

All work associated with this request is being done in-house and no additional staff is
required.

POLICY/REQUIREMENT FOR BOARD ACTION:

This recommendation is based on the Board’s Vacating, Abandoning, and Closing
Existing Public Streets, Rights-of-Way, Alleyways, Roads, Highways, Other Places Used
for Travel or Other Lands Dedicated for Public Use or Purposes, or Any Portions Thereof
to Renounce and Disclaim Any Right of the County and The Public In and To Said Lands
policy for closing, vacating and abandoning County owned property — Section Ill and
Florida Statutes, Chapter 336.

IMPLEMENTATION/COORDINATION:

Upon Board approval of the Vacation, the necessary documents will be signed and it will
be the responsibility of the Petitioner or Petitioner's agent to have the documents
recorded in the public record and to advertise the required public notifications.

Attachments
Petition to Vacate
Aerial Map - Englewood Heights
Hold/Harmless Agreement
Certification of Property Owners
Property Owner List
Resolution
Notice of Adoption







abandon, discontinue, close, renounce, or disclaim any right of the County or the public
in any.land does not operate to confirm the vesting or return of title to the land in the
petitioner or any other interested party. Any interested party who wishes to verify the
title to land or the effect of the approval of a petition to vacate, abandon, discontinue,
close, renounce, or disclaim any right of the County or the public in any land should
seek legal counsel.

W@ Ronald D. Ramsey
c’

Petitioner(s) Name

P.O. Box 1182

Street Address

Gulf Breeze, _ Florida 32562
City State
850-982-0458

Phone Number

W Z, M Gary F. Byrd , PSM #4400
=7 7

Agent’s Name

850-554-6734
Agent’s Phone Number

JUNE 22. 2016
Date:




EXHIBIT A

REQUEST TO VACATE 20' ALLEYWAY LYING NORTH OF AND ADJACENT TO THE NORTH LINE OF LOTS 11-15,
BLOCK 58 OF ENGLEWOOD HEIGHTS
Petitioner: RONALD D. RAMSEY
Agent: GARY BYRD

®

2009
Aerial

2009
Aerial Photo

LEONARD

ESCAMBIA COUNTY D Alleyway to be Vacated
ENGINEERING DIVISION

KPJ7/6/16  DISTRICT 3 : Petitioner's Property




HOLD/HARMLESS AGREEMENT

WHEREAS, Ronald D. Ramsey, hereatfter called “Petitioner(s)” has requested
that the Board of County Commissioners of Escambia County, Florida, on behalf of
Escambia County, vacate certain public road rights-of-way, alleyway, or other lands
pursuant to the provisions of Section 336.09, Florida Statutes, and Vacation Policy -
Section llI(A) of the Board of County Commissioners; and

WHEREAS, the Board of County Commissioners of Escambia County, Florida,
hereatter called "County" has no objection to granting such petition, providing that
certain covenants and agreements are made on behalf of the citizens and residents of
Escambia County, Florida, and on behalf of Escambia County;

NOW, THEREFORE, in consideration of One Daliar ($1.00) and the mutual
promises contained herein, Petitioner(s) and County do agree as follows:

1. County, pursuant to the authority of and after compliance with the
requirements of Chapter 336, Florida Statutes and Vacation Policy - Section lli(A),
agrees to vacate, abandon, and close the following described public street, road,
alleyway or a portion thereof, or other land dedicated for public use and to surrender,
renounce and disclaim any right of the County and public in and hereto:

THE PLATTED 20 FOOT WIDE ALLEYWAY LYING NORTH OF AND ADJACENT TO
THE NORTH LINE OF LOTS 11, 12, 13, 14, AND 15, BLOCK 58 OF ENGLEWOOD
HEIGHTS AS RECORDED IN PLAT DEED BOOK 59 AT PAGE 107, OF THE PUBLIC
RECORDS OF ESCAMBIA COUNTY, FLORIDA.

2. Petitioner(s), hereby covenant(s) and agree(s) that he has complied with all
requirements of Chapter 336, Florida Statutes and Vacation Policy - Section llI(A) of the
Board of County Commissioners in bringing this request before the County and in
obtaining the County's agreement set forth above.

) 3. Petitioner(s), hereby covenant(s) and warrant(s) that no person will be denied
ingress/egress or access to their property or use by the vacation of the public rights-of-
way or other land which is described herein.









AIRGAS SOUTH INC
PO BOX 9219
MARIETTA, GA 30065

SOUTHERN SCRAP COMPANY INC
PO BOX 2100
PENSACOLA, FL 325132100

THE HOUSE OF GOD
2851 NORTHE ST
PENSACOLA, FL 32501

EST OF IOLA JOHNSON
2920NF ST
PENSACOLA, FL 32501

MANNA FOOD BANK INC
116 E GONZALEZ ST
PENSACOLA, FL 32501

DUMPSON CAROLYN
917 W HAYES ST
PENSACOLA, FL 32501

PRESSLEY PATTERSON JR
32 EDGEVIEW HEIGHTS RD
GREENVILLE, AL 36037

CRENSHAW PERRY
913 W BAARS ST
PENSACOLA, FL 32501

MCKEEHAN MATTHEW C
2728 N PACE BLVD
PENSACOLA, FL 32505

BLOXSON DOROTHY JEAN
2921 NORTHF ST
PENSACOLA, FL 32501

WORSHAM WENDALL M & YULANDA S
8375 RALEIGH CIR
PENSACOLA, FL 32534

PENSACOLA HABITAT FOR HUMANITY INC

PO BOX 13204
PENSACOLA, FL 32591

PIERRE WELLON JR
PO BOX 58141
NEW ORLEANS, LA 70122

BRYANT CALLIE 33.3% INT
11412 LONGHILL LN
BALCH SPRING, TX 75180

MCCORVEY ANGELA ELAINE &
MCCORVEY SAMUEL H

7692 CHARTER OAKS DR
PENSACOLA, FL 325146278

JONES BECKIE & JONES EDDIE
819 W LEONARD ST
PENSACOLA, FL 32501

RAMSEY RONALD D
PO BOX 1182
GULF BREEZE, FL 32562

CARTER DAISY
PO BOX 2474
PENSACOLA, FL 32513

BLOXSON JOSEPHINE B
3007 NORTH F ST
PENSACOLA, FL 32501

EDLER NORMAN & LAURA
801 WBAARS ST
PENSACOLA, FL 32501

BROWNING FERRIS INDUSTRIES OF
FLORIDA INC

¢/o REPUBLIC SERVICES PROPERTY TAX

PO BOX 29246
PHOENIX, AZ 85038

WASHINGTON WILLIE D &
THOMAS WILLIE J

3100 NORTH F ST
PENSACOLA, FL 32501

CAPSTONE ADAPTIVE LEARNING AND
THERAPY CENTERS INC

2912 NORTH E ST

PENSACOLA, FL 32501

BONNER TINNIE MAE
700 TRUMAN AVE APT 145-N
PENSACOLA, FL 32505-4022

FRIENDLY BAPTIST CHURCH
1015 W BAARS ST
PENSACOLA, FL 32501

MCINTOSH JOHNNY & HELEN
3103 NORTH F ST
PENSACOLA, FL 32501

ESCAMBIA COUNTY BOARD OF COUNTY

COMMISSIONERS
221 PALAFOX PL STE 420
PENSACOLA, FL 32502

LEWIS HILDA
13280 SW 43RD CT
OCALA, FL 34473

R J PROPERTIES OF NW FLORIDA LLC
2900N E ST
PENSACOLA, FL 32501

LETT OLA MAE
1324 E BOBE ST
PENSACOLA, FL 32503



JAMES ALBERT C & IREATER C
1010 WHAYES ST
PENSACOLA, FL 32501

STABLER LEWIS M & FELICIA M
1008 W HAYES ST
PENSACOLA, FL 32501

LETT LUCY MAE
3110 NORTH G ST
PENSACOLA, FL 32501

CARY JACQUELINE JUNE
3108 NG ST
PENSACOLA, FL 32501

BROWN DOUGLAS J
1008 W LEONARD ST
PENSACOLA, FL 32505

CLAY SARAH N &
CLAY CHANDRA L

916 WLEONARD ST
PENSACOLA, FL 32501

JORDAN JOSEPH S EST OF &
WORSHAM YULANDA S

8375 RALEIGH CIR
PENSACOLA, FL 32534

LEWIS OPHELIA M
7743 DEBORAH COURT
PENSACOLA, FL 32514

SAVAGE ELLIAGE &
STALLWORTH CHESTER
3102 NORTH G ST
PENSACOLA, FL 32501

MOORE EARL L & EULA
1011 WHAYES ST
PENSACOLA, FL 32501

YOUNG JESSIE REE
3100 NORTH G ST
PENSACOLA, FL 32501

JOHNSON FRANCES &
3000 NORTH G ST
PENSACOLA, FL 32501

WARREN PLASTERING &
CONSTRUCTION SYSTEMS INC
1011 W TEXAR DR
PENSACOLA, FL 32501

SAAK PROPERTIES LLC
3130NE ST
PENSACOLA, FL 325011328

JOHNSON TRACIE DARNELL
39 BAYVIEW ST
SAN FRANCISCO, CA 94124

SIMPSON LOLA BELLE & SIMPSON
LARRY & COTTON LOIS SIMPSON

1010 W LEONARD ST
PENSACOLA, FL 32501

GEORGE ETHEL MAE
1006 W HAYES ST
PENSACOLA, FL 32501

SELLERS SHIRLEY A
1014 W LEONARD ST
PENSACOLA, FL 32501

HILL JAMES A &

HILL SHIRLEY

911 W ANDERSON ST
PENSACOLA, FL 32501

BARGAINEER DOROTHY C
809 W ANDERSON ST
PENSACOLA, FL 32501

ROBINSON VICKI L
3005 NORTH F ST
PENSACOLA, FL 32501

HTLANDCO
2001 COMMERCE #200
HOUSTON, TX 77002

WARREN BRADLEY HOLDINGS LLC
1011 W TEXAR DR
PENSACOLA, FL 32501

WHITE LILLIE RUTH DALE
1012 W BAARS ST
PENSACOLA, FL 32501

JAMES MABELINE &
JAMES HATTIE

914 W BAARS ST
PENSACOLA, FL 32501

JAMES FREDERICK N
916 W BAARS ST
PENSACOLA, FL 32501

BELLALVINDII
4711 S HIMES AVE APT 2103
TAMPA, FL 33611

DAR KHURRAM
916 CRYSTAL SPRINGS AVE
PENSACOLA, FL 32505

KING NORMA JEAN
6648 HAMPTON ROAD
PENSACOLA, FL 32505

MONFORD CARL D
1005 W ANDERSON ST
PENSACOLA, FL 32501



CHARTERS MARY ELLEN B
3101 E MALLORY ST
PENSACOLA, FL 32503

WADE MINNIE CLYDE BONNER
1007 W HAYES ST
PENSACOLA, FL 32501

WOMACK DAISY B
3105 NF ST
PENSACOLA, FL 32501

RUDD CHARLES E & PATRICIA
5925 PRINCE RD
PENSACOLA, FL 32503

FREAR JAMES C & SHIRLEY J
905 W ANDERSON ST
PENSACOLA, FL 32501

LAWYER TOD A & MICHELLE L
9922 EDENDALE RD
CANTONMENT, FL 32533

WARREN ROBERT L &
MARIAW

2060 UTICA PLACE
PENSACOLA, FL 32503

ALLEN JAMES A & EARTHA
3012 TURNERS MEADOW RD
PENSACOLA, FL 32514

MCLELLAN DAVIDB & LISAM
2508 DUNN ST
PENSACOLA, FL 32526

WARREN/BRADLEY HOLDINGS LLC
2060 UTICA PL
PENSACOLA, FL 32503

STROMAN ROSETTA EST OF
C/O ERNEST STROMAN
8153 UNTREINER AVE
PENSACOLA, FL 32534

BLOXSON PEGGY
3005 NF ST
PENSACOLA, FL 32501

Escambia County Public Works
Real Estate Acquisition

3363 West Park Place
Pensacola, FL 32505



RESOLUTION NUMBER R -

RESOLUTION OF THE BOARD OF COUNTY COMMISSIONERS OF ESCAMBIA
COUNTY, FLORIDA, VACATING, ABANDONING, AND CLOSING CERTAIN
PUBLIC PROPERTY ACQUIRED FOR EXISTING PUBLIC STREETS,
RIGHTS-OF-WAY, ALLEYWAYS, ROADS, HIGHWAYS,

OTHER PLACES USED FOR TRAVEL, OR OTHER LANDS
DEDICATED FOR PUBLIC USE OR PURPOSES, OR
ANY PORTIONS THEREOF, TO RENOUNCE AND
DISCLAIM ANY RIGHT OF THE COUNTY AND
THE PUBLIC IN AND TO SAID LANDS.

WHEREAS, Ronald D. Ramsey has petitioned this Board to vacate, abandon,
and close the following public rights-of-way, alleyway, or other lands and to renounce
and disclaim the right of Escambia County, Florida and of the public, and;

WHEREAS, the Board of County Commissioners of Escambia County, Florida,
has determined it to be in the best interest of Escambia County to adopt a resolution
vacating, abandoning, and closing the following described property:

THE PLATTED 20 FOOT WIDE ALLEYWAY LYING NORTH AND ADJACENT TO THE
NORTH LINE OF LOTS 11,12, 13, 14, AND 15, BLOCK 58 OF ENGLEWOOD
HEIGHTS AS RECORDED IN PLAT DEED BOOK 59 AT PAGE 107, OF THE PUBLIC
RECORDS OF ESCAMBIA COUNTY, FLORIDA.

and any right of the County and the public in and to the above described road rights-of-
way, alleyway or other land dedicated for public use is hereby surrendered, renounced
and disclaimed; and

WHEREAS, Petitioner(s), Ronald D. Ramsey, has caused to be published on
October 20, A.D., 2016, notice in a newspaper of general circulation in Escambia
County, Florida, of the filing of said petition and that a public hearing thereon would be
held at 5:31 p.m. on November 3, 2016, in the Board meeting room, Escambia County
Governmental Complex, Pensacola, Florida; and

WHEREAS, the vacating, abandoning, and closing of existing public streets,
rights-of-way, alleyways, roads, highways, other places used for travel, or other lands
dedicated for public use or purposes, or any portions thereof, to renounce and disclaim
any right of the County and the Public in and to said lands will not materially interfere
with the County road system or the delivery of public services and will not deprive any
person of any reasonable means of ingress/egress to such person’s property.



NOW, THEREFORE, BE IT RESOLVED BY THE BOARD OF COUNTY
COMMISSIONERS OF ESCAMBIA COUNTY, FLORIDA:

1. That the motion to vacate is hereby adopted and approved.

2. That the following described property acquired for public road rights-of-way,
alleyway, or other public purposes is hereby vacated, abandoned, and closed,;
and any rights of the County and the public in and to the above described land is hereby
surrendered, renounced and disclaimed.

3. That this resolution shall be spread upon the minutes of the Board of County
Commissioners of Escambia County, Florida, and said petitioner shall publish a notice
of its adoption one time within thirty (30) days hereafter in a newspaper of general
circulation in Escambia County, Florida.

ESCAMBIA COUNTY, FLORIDA
BOARD OF COUNTY COMMISSIONERS

By

Grover C. Robinson, IV, Chairman

ATTEST: PAM CHILDERS
CLERK OF THE CIRCUIT COURT

By

Deputy Clerk

Adopted:




NOTICE OF ADOPTION OF RESOLUTION OF BOARD OF COUNTY
COMMISSIONERS VACATING, ABANDONING, AND CLOSING
EXISTING PUBLIC STREETS, RIGHTS-OF-WAY, ALLEYWAYS,

ROADS, HIGHWAYS OTHER PLACES USED FOR TRAVEL,

OR OTHER LANDS DEDICATED FOR PUBLIC USE OR
PURPOSES, OR ANY PORTIONS THEREOF
TO RENOUNCE AND DISCLAIM ANY
RIGHT OF THE COUNTY AND THE
PUBLIC IN AND TO SAID LANDS.

NOTICE IS HEREBY GIVEN that on November 3, A.D., 2016, in accordance with
Sections 336.09 and 336.10, Florida Statutes and Vacation Policy - Section IlI(A) of the
Board of County Commissioners Policy Manual, the Board of County Commissioners of
Escambia County, Florida, adopted a resolution vacating, abandoning and closing use
of that certain public road rights-of-way, alleyway, or other land in Escambia County,
Florida, described as follows:

THE PLATTED 20 FOOT WIDE ALLEYWAY LYING NORTH AND ADJACENT TO THE
NORTH LINE OF LOTS 11,12, 13, 14, AND 15, BLOCK 58 OF ENGLEWOOD
HEIGHTS AS RECORDED IN PLAT DEED BOOK 59 AT PAGE 107, OF THE PUBLIC
RECORDS OF ESCAMBIA COUNTY, FLORIDA.

and surrendered, renounced and disclaimed any right of Escambia County, Florida and
the public in and to the aforesaid property.

Dated this day of ,A.D., 20 :

Board of County Commissioners
Escambia County, Florida



Al-11361 13.
BCC Regular Meeting

Meeting Date: 11/17/2016

Issue: Committee of the Whole Recommendation

From: Pam Childers, Clerk of the Circuit Court & Comptroller

Recommendation:
Committee of the Whole Recommendation.

Recommendation: That the Board take the following action, as recommended by the
Committee of the Whole (C/W), at the November 10, 2016, C/W Workshop:

A. Authorize staff to draft a Request for Proposals for a community partner and a pilot
program of eight tiny homes between 200 and 300 square feet, and request the Planning
Board to weigh in on how the implementation of tiny houses would fit into the Land
Development Code (Item #8);

B. Approve to include Variance and Conditional Use approvals that go before the Board
of Adjustment with the new notice requirements for land use decisions, and clarify the
line related to final plat to state "PUD Subdivision Final Plat" (Item #9); and

C. Establish a lobbying position for the medical marijuana implementation, as follows
(Item #11):

(1) All Medical Marijuana Treatment Centers would be commercial entities licensed by
the State;

(2) Local Governments would have the right to deal with the zoning and number of
licensees in their County; and

(3) The State would set some portion of the taxes collected to come back to local
governments to deal with public safety and law enforcement issues created.

Attachments
No file(s) attached.




Al-11311 Clerk & Comptroller's Report 14.1.
BCC Regular Meeting Consent
Meeting Date: 11/17/2016

Issue: Transfer of Machinery & Equipment to the Sheriff's Office

From: Pam Childers, Clerk of the Circuit Court & Comptroller
Organization: Clerk & Comptroller's Office

Recommendation:
Recommendation Concerning Transfer of Machinery & Equipment to the Sheriff's Office

That the Board approve the transfer of equipment from the Board to the Escambia
County Sheriff's Office, as of September 30, 2016, in the amount of $3,206,973.26.

Background:

These assets were purchased during the Fiscal Year 2015-2016 with Local Option Sales
Tax and Law Enforcement Trust Funds, and are part of the Escambia County Sheriff's
Tangible Property asset system. This property is still used and, pursuant to Chapter
274.03, Florida Statutes, the Sheriff is the custodian of the tangible property to the
Sheriff's Office.

Attachments

FY 2016 Sheriff Transfer




SUNGARD PENTAMATION

DATE:
TIME:

11/01/2016
08:46:02

ESCAMBIA COUNTY BOCC
EXPENDITURE AUDIT TRAIL

SELECTION CRITERIA: orgn.fund=‘'352‘ and expledgr.key orgn=°'540115' and expledgr.account like ’'564%’

ACCOUNTING PERIODS:

1/16 THRU 13/16

SORTED BY: FUND, TOTAL COST CNTR, 1ST SUBTOTAL, ACCOUNT

TOTALED ON: FUND,TOTAL COST CNTR, 1ST SUBTOTAL

PAGE BREAKS ON: FUND, TOTAL COST CNTR

FUND - 352 - LOST III

COST CENTER - 540115 - SHERIFFS CAP PROJECTS

ACCOUNT
DATE T/C ENCUMBRANC REFERENCE VENDOR BUDGET

352-52000-52100-54-5401-540115-540115 - SHERIFFS CAP PROJECTS

56401 MACHINERY & EQUIPMENT .00
09/30/15 11-1 4,037,983.00
10/26/15 21-1 V16737 401748 HONORABLE DAVID
10/26/15 21-1 V16737 401748 HONORABLE DAVID
10/26/15 21-1 V16737 401748 HONORABLE DAVID
10/26/15 21-1 V16737 401748 HONORABLE DAVID
10/26/15 21-1 V16737 401748 HONORABLE DAVID
10/26/15 21-1 V16737 401748 HONORABLE DAVID
10/26/15 21-1 V16737 401748 HONORABLE DAVID
10/26/15 21-1 V16737 401748 HONORABLE DAVID
11/02/15 21-2 V16779 401748 HONORABLE DAVID
11/02/15 21-2 V16779 401748 HONORABLE DAVID
11/02/15 21-2 V16779 401748 HONORABLE DAVID
11/02/15 21-2 V16779 401748 HONORABLE DAVID
11/02/15 21-2 V16779 401748 HONORABLE DAVID
11/02/15 21-2 V16779 401748 HONORABLE DAVID
11/23/15 21-2 V16975 401748 HONORABLE DAVID
11/23/15 21-2 V16975 401748 HONORABLE DAVID
11/23/15 21-2 V16975 401748 HONORABLE DAVID
11/23/15 21-2 V16975 401748 HONORABLE DAVID
11/23/15 21-2 V16975 401748 HONORABLE DAVID
11/23/15 21-2 V16975 401748 HONORABLE DAVID
11/23/15 21-2 V16975 401748 HONORABLE DAVID
11/23/15 21-2 V16975 401748 HONORABLE DAVID
11/23/15 21-2 V16975 401748 HONORABLE DAVID
11/23/15 21-2 V16975 401748 HONORABLE DAVID
12/01/15 21-3 V17027 401748 HONORABLE DAVID
12/01/15 21-3 V17027 401748 HONORABLE DAVID
12/01/15 21-3 V17027 401748 HONORABLE DAVID
12/01/15 21-3 V17027 401748 HONORABLE DAVID
12/07/15 21-3 V17099 401748 HONORABLE DAVID
12/07/15 21-3 V17099 401748 HONORABLE DAVID
12/07/15 21-3 V17099 401748 HONORABLE DAVID
12/18/15 21-3 V17245 401748 HONORABLE DAVID
12/18/15 21-3 V17245 401748 HONORABLE DAVID
12/18/15 21-3 V17245 401748 HONORABLE DAVID

* THERE IS A NOTE ASSOCIATED WITH THIS TRANSACTION

EXPENDITURES

.00

20,907.50
20,292.50
22,030.00
43,022.50
20,361.45
235.10
131,102.34
58,794.00
960.00
705.30
37,321.92
135.00
2,077.74
16,394.06
672.00
4,309.65
2,501.90
2,536.91
94,800.76
228,760.00
248,376.00
544.00
940.40
2,573.59
390,483.00
1,763.25
35.68
168.00
672.00
124,188.00
13,782.54
4,778.16
336.00
2,389.08

ENCUMBRANCES

.00

.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

.00
.00
.00
.00
.00
.00
.00
.00

PAGE NUMBER:
AUDIT21

CUMULATIVE
BALANCE

DESCRIPTION

BEGINNING BALANCE

POSTED FROM BUDGET SYSTEM

(1)2015MALIBU/PMOORE
(1)2015SONATA/ATURNER
(1)2015HONDA/ PENHONDA
(2)2015ALTIMA/SANSING
2015KIAOPTIMA/KIA

(2) TAGS/TITLE/JHOLLEY
VEHACCESS/DANASAFETY
{2) 2015TAHOE/GARBER

6 WNDW TNTNG/PREMIER
6 VEH TAGS/J HOLLEY
VEH ACCESS/DANASAFETY
42 FUSES/ATI PARTS

42 USB CARDS/CDW

21 VAULTS/DANA SAFETY
(16)KEYS/ACE UNLOCKS
VEH ACCESS/CES
VENVISORS/A-1ACCESS
(84) RELAYS/ATI PARTS
VEH ACCESS/DANASAFETY
(38) VEHACCESS /WATCHGU
(8) TAHOES/GARBERBUICK
REMOTEMOUNTKIT/MOTORO
(8)TAGS/J HOLLEY

(61) ANTENNA/ROK BROTH
(15) VEHS/GARBER BUICK
(15) TAGS/J HOLLEY
(4)L BRACKET/DANASAFE
(4) EXTRAKEY/ACEUNLOCK
(16) KEYS/ACEUNLOCKS
(4) TAHOES/GARBER BUIC
VEH ACCESS/DANA SAFET
(6) SUV VAULTS/DAWS
(8) EXTRA KEYS/ACEUNLO
(3)SUV VAULTS



SUNGARD PENTAMATION
DATE: 11/01/2016
TIME: 08:46:02

SELECTION CRITERIA: orgn.fund='352'
1/16 THRU 13/16

ACCOUNTING PERIODS:

ESCAMBIA CQUNTY BQOCC
EXPENDITURE AUDIT TRAIL

SORTED BY: FUND, TOTAL COST CNTR, 1ST SUBTOTAL, ACCOUNT

TOTALED ON: FUND, TOTAL COST CNTR, 1ST SUBTOTAL

PAGE BREAKS ON: FUND, TOTAL COST CNTR

FUND - 352 - LOST III
COST CENTER - 540115

ACCOUNT
DATE T/C ENCUMBRANC REFERENCE

56401 MACHINERY & EQUIPMENT
12/18/15 21-3 V17245
12/18/15 21-3 V17245
12/18/15 21-3 V17245
12/21/15 21-3 V17245
01/11/16 21-4 V17392
01/11/16 21-4 V17392
01/11/16 21-4 V17392
01/11/16 21-4 V17392
01/25/16 13-4
01/25/16 21-4 V17514
01/25/16 21-4 V17514
01/25/16 21-4 V17514
01/25/16 21-4 V17514
01/25/16 21-4 V17514
01/25/16 21-4 V17514
01/25/16 21-4 V17514
01/25/16 21-4 V17514
01/25/16 21-4 V17514
02/08/16 21-5 V17655
02/08/16 21-5 V17655
02/08/16 21-5 V17655
02/08/16 21-5 V17655
03/18/16 21-6 V18054
04/13/16 13-7
05/31/16 21-8 V18755
06/21/16 21-9 V18973
07/11/16 21-10 V19172
08/19/16 21-11 V19596
08/29/16 21-11 1018704
08/29/16 21-11 1018704
08/29/16 21-11 V19679
08/30/16 21-11 V19679
09/12/16 19-11 JE1184
09/06/16 21-12 V19747
09/08/16 13-12
09/20/16 21-12 v19889
09/20/16 21-12 v19889
09/20/16 21-12 v19889
09/27/16 21-12 V19985

(cont’'d)

SHERIFFS CAP PROJECTS

VENDOR

401748
401748
401748
401748
401748
401748
401748
401748

401748
401748
401748
401748
401748
401748
401748
401748
401748
401748
401748
401748
401748
401748

401748
401748
401748
401748
401748
401748
401748
401748

401748

401748
401748
401748
401748

HONORABLE
HONORABLE
HONORABLE
HONORABLE
HONORABLE
HONORABLE
HONORABLE
HONCRABLE

1,960,993.00

HONORABLE
HONORABLE
HONORABLE
HONORABLE
HONORAELE
HONORABLE
HONORABLE
HONORABLE
HONORAELE
HONORABLE
HONORABLE
HONORAELE
HONORABLE
HONORABLE

145,570.00

HONORABLE
HONORABLE
HONORAELE
HONORAELE
HONORABLE
HONORABLE
HONORABLE
HONORABLE

HONORABLE

HONORABLE
HONORABLE
HONORABLE
HONORABLE

* THERE IS A NOTE ASSOCIATED WITH THIS TRANSACTION

and expledgr.key_orgn=’'540115"

BUDGET

DAVID
DAVID
DAVID
DAVID
DAVID
DAVID
DAVID
DAVID

DAVID
DAVID
DAVID
DAVID
DAVID
DAVID
DAVID
DAVID
DAVID
DAVID
DAVID
DAVID
DAVID
DAVID

DAVID
DAVID
DAVID
DAVID
DAVID
DAVID
DAVID
DAVID

DAVID

10,830.00

DAVID
DAVID
DAVID
DAVID

and expledgr.account like

EXPENDITURES

17,109.00
587.75
235.10

5,808.53

94,915.50

2,104.35

12,040.00

788.15

23,228.94
1,413.00
1,645.70

64,680.00

362,226.00
8,759.96
63,230.00
124,188.00
672.00
248,376.00
1,008.00
7,320.67

23,281.18
2,115.95

40,532.25
352.65
51,333.00
5,321.20
84,894.01
~-84,894.01
84,894.01
319,246.63
-84,894.01
1,300.00

50,510.00
6,152.25
470.20
71,544.00

'564%"

ENCUMBRANCES

.00
.00
.00
.00
.00
.00
.00
.00

.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00
.00

.00
.00
.00

PAGE NUMBER:
AUDIT21

CUMULATIVE
BALANCE

DESCRIPTION

(2) POLARIS850ATV/STOK
(5) TAGS/J HOLLEY
TAG/TITLE/INTERCEPT
VEH ACCESS/KENT
CHEVROLET IMPALAS (5)
MONITOR UNITS/CRIMINA
2 CAMERAS/WTCH GUARD
STAR DECALS/PRIDE ENT

BAO33-FND BAL CARRYFORWRD

VEH ACCESS/DANA SFTY
TAGS/TITLES (12)
TAGS/TITLES (14)

FOR EXPLRS(2) /HUB CIT
TAHOES/IMPALA/GARBER
SUV VAULTS/DAWS MFTG
50 PWR HRT KITS/CARDI
TAHOES (4) /GARBER
KEYS/ACE UNLOCKS
(8)2016TAHOES/GARBER
(24) KEYSTAHOES/ACEUNL
VEH ACCESS/DANASAFETY
VEH ACCESS/DANASAFETY
VEH ACCESS/PVP COMMUN
BA112-VEHICLE AUCTION
(75) PRINTERS
3TAGS&TITLES/TAX COLL
(3)MOTORCYCLES/MOTORS
VEHACCESS/DANA SAFETY
HUFCOR/FLEXTACT TRACK
HUFCOR/FLEXTACT TRACK
HUFCOR/FLEXTACT TRACK
TIG/COMP EQUIP,MALWAR
RECLS CK#10018704 CRT
(4 ) HONDAHARNES/PVPCOM

OBJ

BA242-SHERIFF VEH AUCTION

(40) PWRHEARTGSKIT/CAR
(75) VEHMTROLFEEDR/TIG
(4)MTRCYCLETAGS/HOLLY
4-2015HONDA/PNSMTRSPR



SUNGARD PENTAMATION PAGE NUMBER: 3
DATE: 11/01/2016 ESCAMBIA COUNTY BOCC AUDIT21

TIME: 08:46:02 EXPENDITURE AUDIT TRAIL

SELECTION CRITERIA: orgn.fund='352' and expledgr.key_orgn='540115' and expledgr.account like ‘564%"’

ACCOUNTING PERIODS: 1/16 THRU 13/16

SORTED BY: FUND, TOTAL COST CNTR,1ST SUBTOTAL,ACCOUNT

TOTALED ON: FUND, TOTAL COST CNTR, 1ST SUBTOTAL

PAGE BREAKS ON: FUND, TOTAL COST CNTR

FUND - 352 - LOST III
COST CENTER - 540115 - SHERIFFS CAP PROJECTS

ACCOUNT CUMULATIVE
DATE T/C ENCUMBRANC REFERENCE VENDOR BUDGET EXPENDITURES ENCUMBRANCES DESCRIPTION BALANCE
56401 MACHINERY & EQUIPMENT (cont ‘d)
09/27/16 21-12 V19985 401748 HONORABLE DAVID 6,272.38 .00 VEH ACCESS/DANASAFETY
10/06/16 21-13 V20164 401748 HONORABLE DAVID 50,000.00 .00 RADIOSYSUPGR/COMENG
10/12/16 21-13 V20164 401748 HONORABLE DAVID 39,254.59 .00 (2)BOATMTRS/MARINAMIK
TOTAL MACHINERY & EQUIPMENT 6,155,376.00 3,206,973.26 .00 2,948,402.74
TOTAL 1ST SUBTOTAL - CAPITAL OUTLAY 6,155,376.00 3,206,973.26 .00 2,948,402.74
TOTAL TOTAL COST CNTR - SHERIFFS CAP PROJEC 6,155,376.00 3,206,973.26 .00 2,948,402.74
TOTAL FUND - LOST III 6,155,376.00 3,206,973.26 .00 2,948,402.74
TOTAL REPORT 6,155,376.00 3,206,973.26 .00 2,948,402.74

* THERE IS A NOTE ASSOCIATED WITH THIS TRANSACTION



Al-11330 Clerk & Comptroller's Report 14. 2.
BCC Regular Meeting Consent
Meeting Date: 11/17/2016

Issue: Minutes and Reports

From: Pam Childers, Clerk of the Circuit Court & Comptroller
Organization: Clerk & Comptroller's Office

Recommendation:
Recommendation Concerning Minutes and Reports Prepared by the Clerk to the Board's

Office

That the Board take the following action concerning Minutes and Reports prepared by
the Clerk to the Board's Office:

A. Accept, for filing with the Board's Minutes, the Report of the Agenda Work Session
held November 3, 2016; and

B. Approve the Minutes of the Regular Board Meeting held November 3, 2016.

Attachments
20161103 Agenda Work Session




REPORT OF THE BOARD OF COUNTY COMMISSIONERS AGENDA WORK SESSION

HELD NOVEMBER 3, 2016

BOARD CHAMBERS, FIRST FLOOR, ERNIE LEE MAGAHA GOVERNMENT BUILDING

Present:

221 PALAFOX PLACE, PENSACOLA, FLORIDA
(9:01 a.m. —12:07 p.m.)

Commissioner Grover C. Robinson |V, Chairman, District 4
Commissioner Wilson B. Robertson, Vice Chairman, District 1
Commissioner Steven L. Barry, District 5

Commissioner Lumon J. May, District 3

Commissioner Douglas B. Underhill, District 2

Honorable Pam Childers, Clerk of the Circuit Court and Comptroller

Jack R. Brown, County Administrator

Alison Rogers, County Attorney

Lizabeth Carew, Administrative Specialist, Clerk and Comptroller's Office
Judy H. Witterstaeter, Program Coordinator, County Administrator's Office

1. FOR INFORMATION: The agenda for the November 3, 2016, Regular Board Meeting,

was

A

11/3/2016

reviewed as follows:

Judy H. Witterstaeter, Program Coordinator, County Administrator's Office, reviewed
the Regular BCC Agenda;

Honorable Pam Childers, Clerk of the Circuit Court and Comptroller, reviewed the
Clerk's Report;

Horace Jones, Director, Development Services Department, reviewed the Growth
Management Report;

Judy H. Witterstaeter, Program Coordinator, County Administrator's Office, reviewed
the County Administrator's Report; and

County Attorney Rogers reviewed the County Attorney's Report.

Page 1 of 1 Ifc



Al-11338 Growth Management Report  14.1.

BCC Regular Meeting Public Hearing

Meeting Date: 11/17/2016

Issue: 5:46 p.m. - A Public Hearing - Issuance of Operational Permit for
Resource Extraction for Blue Water Farms Borrow Pit

From: Horace Jones, Director

Organization: Development Services

RECOMMENDATION:

5:46 p.m. - A Public Hearing Concerning the Issuance of Operational Permit for
Resource Extraction for Blue Water Farms Borrow Pit

That the Board approve and authorize or deny the request for the Development Services
Department of Escambia County to issue an Operational Permit for Resource Extraction
for Blue Water Farms Borrow Pit, located at 2120 Highway 97, property reference
number 18-3N-31-1101-000-000.

BACKGROUND:

Blue Water Farms Borrow Pit is a new mineral resource extraction borrow pit located at
2120 Highway 97. The proposed mining activity will occur on approximately 51.2 (+/-)
acres of a 57 acre undeveloped parcel. The proposed mining area is located in the
northern portion of the parcel.

All manmade structures will be removed from the site. There will be no permanent
mining equipment constructed or used at the site. The activity will include digging out
material for use in construction projects. The material will be stockpiled and transported
offsite.

At the February 19, 2015, Board of County Commissioners' (BCC) Regular Meeting, the
BCC unanimously approved adopting (by Ordinance Number 2015-5) the amendments
to the Borrow Pit Ordinance, as amended to grandfather existing, permitted borrow pits,
"based on the three additional items: (submitting an annual affidavit of activity, agreeing
to inspections by the County and a termination provision of five years); (incorporate the
grandfathering provisions provided in the Errata Sheet and) strike all reference to
reclamation activities in ltems 5, 5.a., 5.b., and 5.c., on the Errata Sheet. Furthermore,
the BCC stated that approval of the borrow pit "does not guarantee a reclamation permit
for the future" as referenced in the Board’s minutes for existing operations.

Along with the direction given from the BCC on February 19, 2015, regarding existing



borrow pit operations, the Board adopted new language for new mineral resource
extraction and borrow pit operations within Escambia County with the aforementioned
ordinance. Thus, this new mineral resource extraction borrow pit must comply with all
the current and relevant provisions for mineral resource extraction and borrow pit
operations within Escambia County, as approved by the Escambia County Board County
Commissioners on February 19, 2015.

Article VIII. - Borrow Pits and Reclamation, Section 42-323, Requirement and permits, of
the Escambia County Code of Ordinances (Ordinance Number 2015-5), approved by the
BCC at its February 19, 2015, Regular Meeting, requires a Public Hearing to obtain the
permit.

Article VIII. - Borrow Pits and Reclamation, Section 42-324, Scope and compliance, of
the Escambia County Code of Ordinances (Ordinance Number 2015-5), approved by the
BCC at its February 19, 2015, Regular Meeting, requires "...All property subject to this
article must be brought into compliance by meeting the standards required by this article,
to include applicable grandfathering, and by obtaining a permit from the County at a
public hearing to be set before the Board of County Commissioners no later than one
hundred twenty (120) days after the enactment of this ordinance."

BUDGETARY IMPACT:
N/A

LEGAL CONSIDERATIONS/SIGN-OFF:

The County Attorney's Office has reviewed and approved the recommendation for legal
sufficiency.

PERSONNEL.:
N/A

POLICY/REQUIREMENT FOR BOARD ACTION:

The recommendation is in compliance with Chapter 42, Article VIII, Borrow Pits and
Reclamation, of the Code of Ordinances of Escambia County, Florida.

IMPLEMENTATION/COORDINATION:

Upon approval by the BCC, the Development Services Department will issue an
operational permit for resource extraction only for Blue Water Farms Borrow Pit.

Attachments
Development Order with Exhibits

Maps




SITE PLAN

RESOURCE EXTRACTION DEVELOPMENT ORDER
with Concurrency Certification

“Borrow Pits and Reclamation Activities”

Project: Blue Water Farms Borrow Pit Future Land Use: AG
Location: 2120 Highway 97 Zoning District: Agr
Development Review #: PSP160600098 Flood Zone: X

Property Reference #: 18-3N-31-1101-000-000
Exhibit A: Reclamation Plan

Exhibit B: Resource Extraction Permit

Exhibit C: Annual Compliance Affidavit

PROJECT DESCRIPTION

This Development Order is to satisfy the site plan and review requirements of
Ordinance Number 2015-5 (bringing borrow pits into compliance with Escambia County
Land Development Code). This Approved Resource Extraction Development Order
also includes the County resource extraction permit for Blue Water Farms Pit with a
laydown yard for construction materials proposed as their future reclamation. The
project description is the development of a 51.20-acre site as a compliance borrow pit

with subsequent reclamation as proposed by attached Exhibit A.

STANDARD PROJECT CONDITIONS

This Development Order and Resource Extraction Permit with concurrency
certification shall be effective for a period of 18 months from the date of approval
Site Plan approval, the associated permit and concurrency shall all expire and
become null and void if site mining has not commenced within the effective
period and no extension has been applied for. After commencement of mining,
site plan approval and concurrency shall terminate upon completion of
reclamation, or expiration/revocation of any applicable reclamation permit,
whichever comes first. The Board of Adjustment may grant one extension for a
maximum of 12 months to the original effective period of the Development Order,
but application for such extension must be submitted before termination of the
initial 18-month period. If the Development Order expires or is revoked, allocated
capacity will be withdrawn and made available to other applicants. If the
applicant chooses to proceed with development of the project site, a new site
plan application must be submitted for review, approval, and capacity allocations
subject to Code provisions and Level of Service conditions at the time of the new
application.
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The county resource extraction permit, associated with this Development Order,
shall be valid for five years following approval any may be renewed upon
application by the permittee and approval by the Board of Commissioners. As a
condition of obtaining and maintaining a county resource extraction permit, a
permittee shall submit an annual affidavit on a form prepared by Escambia
County that describes the scope of activities occurring on-site. The permittee
shall also consent to random and periodic inspections of the site by Escambia
County representatives, with such inspections to occur at a minimum of two (2)
times per year.

This approved and amended Development Order and Reclamation Plan by BCC
does not confirm, guarantee or imply any authorization of any C&DD or LCD
activities or permits. A new Land Use Approval and/or permit application shall be
required with Reclamation activities and operations at a duly advertize public
hearing.

This Development Order and Resource Extraction Permit authorizes site
development to commence as described on the approved site plan and under the
conditions listed herein.

All specifications and requirements, expressed or implied by note or drawing, in
the site development plans approved with this Development Order must be
fulfilled.

After issuance of this Development Order, it shall be unlawful to modify, amend,
or otherwise deviate from the terms and conditions without first obtaining written
authorization through the Development Review Committee (DRC) departments.
Approval of such modifications shall be requested in writing and obtained prior to
initiating construction of any requested change. The applicable review process
for the proposed modification shall be determined based on the applicant’s
written description of such modifications. Escambia County may require
submittal of a new or revised plan and impose additional requirements and/or
conditions depending upon the extent of any proposed modifications. The
applicant has a continuing obligation to abide by the approved plan. Initiating
construction of plan modifications without written County approval shall
automatically terminate and render null and void this Development Order, and
shall be subject to penalties and/or increased fees specified by the BCC.

All provisions of the Escambia County Code of Ordinances as amended,
including but not limited to Chapter 42 Article VIII, Borrow Pits and Reclamation,
and the Land Development Code, Standards Regulating Adverse Off-Site
Impacts, shall apply and are condition of site plan approval.

Prior to issuance of any permit for C&DD or LCD activities, the Board of
County of Commissioners must approve reclamation of the site at a duly
advertised public hearing per Chapter 82. No Land Disturbing permits,
building construction or land clearing pre-site activities shall be permitted
prior to BCC approval. If BCC approval of the Reclamation Plan is not
obtained then this Development Order shall automatically terminate and be
rendered null and void.
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10.

11.

12.

13.

14.

“No Trespassing” signs are required at each pit access point, every 250 linear
feet on the boundary fence, and at each corner, in letters not less than two
inches in height. The signs shall be maintained in legible condition.

Mining, borrow pit, resource extraction, and reclamation activities, (including land
clearing debris) and (construction and demolition debris disposal), that require
trucks and heavy equipment to traverse through residential areas as their only
access path to pit operations are limited to the hours between 6:00 a.m. and
6:00 p.m. Monday thru Friday and between 8:00 a.m. and 2:00 p.m. on Saturday
(See section 7.11.09). Operations that occur entirely on-site and do not require
traffic or access to roadways are permitted on Sunday during daylight hours.

Mining, borrow pit, resource extraction, and reclamation activities, (including land
clearing debris) and (construction and demolition debris disposal), that access
their operations without traversing through residential areas (i.e., via principal
and minor arterial roadways) are limited to the hours between 6:00 a.m. and 6:00
p.m. Monday through Saturday (See section 7.11.019). Operations that occur
entirely on-site and do not require traffic or access to roadways are permitted on
Sunday during daylight hours.

This approval does not authorize or imply authorization of any impact to
environmentally sensitive lands, including jurisdictional wetlands. All
development associated with this approval shall occur within uplands.

Any new activity, such as borrowing, mining, etc., shall require side slopes to be
no greater than 2:1, unless a professional engineer or professional geologist
certifies that the angle of repose exceeding this reaction will prohibit any potential
erosion or slumping, factoring into account the type of soil (i.e., clay, sand, etc.)
and pertinent environmental conditions of the area.

This approval does not authorize or imply authorization of any negative impact to

adjacent properties. Any increase of the stormwater runoff and/or sediment shall
be kept within boundaries of the developed property(s).
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15.

The reclamation plan for mined-out lands shall be consistent with federal and
state reclamation standards (particularly those referenced in subsection 42-
323(2)a, shall comply with any performance standards required by the Escambia
County Land Development Code, and shall be consistent with the intended post-
mining land use. The plan shall provide for reclamation activities to be
completed in a timely manner and sequence per the terms of the required
development order. A permitee shall submit reclamation plan updates to
Escambia County whenever it makes a material change to its reclamation plan,
but no less than annually when it submits the affidavit required by subsection 42-
323(2)a. Reclamation of mined-out lands shall commence within one year of
cessation of mining operations, shall include revegetation as early as practical,
and shall be completed by the county-approved date established for the specific
site. The reclamation plan, and any updates thereto, are subject to audit by
Escambia County, and the permit shall consent to provide any documentation or
records, or to otherwise authorize any inspection required, for the purpose of
such audit. The reclamation plan does not equate to a permit for the use set
forth in the plan, nor does it grandfather or provide a vested right for that use.
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Exhibit C

STATE OF FLORIDA
COUNTY OF ESCAMBIA

ANNUAL AFFIDAVIT OF COMPLIANCE

This Annual Affidavit of Compliance is made to the Escambia County Board of County
Commissioners pursuant to Section , Escambia County Code of Ordinances, under oath
and subject to the penalties prescribed for perjury.

I, (name), as (title)
of (name of corporation), do hereby
attest and affirm:

1. The property located at (address) is owned
and operated by the above-referenced corporation as a borrow pit/resource extraction

facility.

2. A summary of the operations and activities occurring on the site during the previous year
is attached as Exhibit “A”,

3. The percentage of the usable site that has been excavated is
percent.

4. The estimated remaining life span for permitted activities on the site is
years.

5. During the previous year, the site has been operated in compliance with the owner’s
permits and the Escambia County Code of Ordinances, except for the following:

FURTHER AFFIANT SAYETH NAUGHT.

Dated this day of , 2016




SIGNED, SEALED AND DELIVERED
IN THE PRESENCE OF:

Signature

Printed Name

Title

Name of Corporation

STATE OF FLORIDA
COUNTY OF ESCAMBIA

The foregoing instrument was sworn to and subscribed before me this day of
, 2016, by (name)
as (title) of
(name of corporation), on behalf of the corporation. He/she (_) is personally known to me, or ()
has produced current as identification.

Signature of Notary Public

Printed Name of Notary Public
(Notary Seal)
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Al-11342 Growth Management Report  14. 2.

BCC Regular Meeting Public Hearing

Meeting Date: 11/17/2016

Issue: 5:47 p.m. - Cancel the Public Hearing Concerning the Review of an
Operational Permit for a Vegetative/Yard Trash Recycling Facility- Eager
Beaver

From: Horace Jones, Director

Organization: Development Services

RECOMMENDATION:

5:47 p.m. - Cancellation of A Public Hearing Concerning the Review of an Operational
Permit for a Vegetative/Yard Trash Recycling Facility - Eager Beaver

That the Board of County Commissioners (BCC) cancel the 5:47 p.m. Public Hearing
scheduled to review and approve, modify, or deny the issuance of a recycling permit for
a vegetation/yard trash recycling facility, located at 2170 Longleaf Drive, owned by
Eager Beaver, LLC.

BACKGROUND:
The public hearing was previously consented on November 3, 2016, and advertised on
November 2, 2016, for the November 17, 2016, BCC Meeting. At the November 3, 2016,

BCC Meeting, the Commissioners voted to move the public hearing to December 8,
2016 BCC meeting.

BUDGETARY IMPACT:
N/A

LEGAL CONSIDERATIONS/SIGN-OFF:
N/A

PERSONNEL.:
N/A

POLICY/REQUIREMENT FOR BOARD ACTION:
N/A

IMPLEMENTATION/COORDINATION:




N/A

Attachments
No file(s) attached.




Al-11337 Growth Management Report  14.1.
BCC Regular Meeting Consent
Meeting Date: 11/17/2016

Issue: Schedule of Public Hearings

From: Horace Jones, Director

Organization: Development Services

RECOMMENDATION:
Recommendation Concerning the Scheduling of Public Hearings

That the Board authorize the scheduling of the following Public Hearings:
December 8, 2016

A. 5:49 p.m. - A Public Hearing - Operational Permit: Recycling Permit for a Concrete
Recycling Facility - J. Miller Construction Recycling Facility

B. 5:50 p.m. - A Public Hearing - Operational Permit: Recycling Permit for a
Vegetative/Yard Trash Recycling Facility - Eager Beaver

Attachments

No file(s) attached.



Al-11324 County Administrator's Report  14.1.

BCC Regular Meeting Technical/Public Service Consent
Meeting Date: 11/17/2016

Issue: Disposition of Property

From: Shawn Fletcher, IT Director

Organization: Information Technology

CAO Approval:

RECOMMENDATION:

Recommendation Concerning the Request for Disposition of Property for the Information

Technology Department - Shawn Fletcher, Information Technology Department Director

That the Board approve the eight Request for Disposition of Property Forms for the
Information Technology Department for all items of equipment, which are described and
listed on the Request Forms, with reason for disposition stated. The items are to be
auctioned as surplus or disposed of properly.

BACKGROUND:

Escambia County policy establishes the procedures for disposing of surplus or obsolete
equipment. This policy and procedure is in accordance with Florida Statute 274.06.

BUDGETARY IMPACT:
N/A

LEGAL CONSIDERATIONS/SIGN-OFF:
N/A

PERSONNEL.:
N/A

POLICY/REQUIREMENT FOR BOARD ACTION:

This recommendation is in compliance with the Board's Policy Section Il, Part B.1,
Procedures for Disposition of County Property

IMPLEMENTATION/COORDINATION:




Upon approval by the Board and document execution, the Information Technology
Division will remove the property tag and return the tag and signed Disposition to the
Clerk of the Circuit Court. The Clerk's Office will remove the equipment from the
Information Technology Department's inventory.

Attachments
Request for disposition 1
Request for disposition 2
Request for disposition 3
Request for disposition 4
Request for disposition 5
Request for disposition 6
Request for disposition 7
Request for disposition 8




REQUEST FOR DISPOSITION OF PROPERTY

ESCAMBIA COUNTY, FLORIDA

TO: Clerk & Comptroller’s Finance Department

FROM: Disposing Department: Information Technology COST CENTER NO: 270111

Shawn Fletcher DATE: 11/03/16

Property Custodian (PRINT FULL NAME)

Property Custodian (Signature): - PhoneNo:  595-1678

REQUEST THE FOLLOWING ITEM(S) TO BE DISPOSED:

TAG | PROPERTY DESCRIPTION OF ITEM SERIAL NUMBER MODEL YEAR | CONDITION

(Y/N)| NUMBER
Y 50621 Delt desktop computer C64T311 GX240 2002 Obsolete/Bad
Y 51987 Dell desktop computer DXJ6T21 GX260 2003 Obsolete/Bad
Y 52979 Dell desktop computer CT2CQ41 GX270 2004 Obsolete/Bad
Y 52851 Dell desktop computer BOYLB41 S$X270 2004 Obsolete/Bad
Y 54109 Dell desktop computer Hva3181 S$X280 2005 Obsolete/Bad
Y 54552 Dell desktop computer 7MW8BNB81 §X208 2005 Obsolete/Bad

Disposal Comments:

INFORMATION TECHNOLOGY (IT Technician): Christopher McGraw

Print Name
Conditions: Dispose-Good Condition-Unusable for BOCC

X Dispose-Bad Condition-Send for recycling-Unusable

Computer is Ready for Disposition

Date: 11/03/16 Information Technology Technician Signature: W/

- 4

FROM: Escambia County Department Director (Signature):
=4

Director (Print Name): ~ Shawn Fletcher

RECOMMENDATION:
TO: Board of County Commissioners

Meeting Date: 11/17/161

Approved by the County Commission and Recorded in the Minutes of:

Pam Childers, Clerk of the Circuit Court & Comptroller

By (Deputy Clerk)
This Equipment Has Been Auctioned / Sold
by:
Print Name Signature Date
Property Tag Returned to Clerk & Comptroller’s Finance Department
Clerk & Comptroller’s Finance Signature of Receipt Date

Property Custodian, please complete applicable portions of disposition form. Sce Disposal process charts for direction. rev.sh 11.19.13



REQUEST FOR DISPOSITION OF PROPERTY
ESCAMBIA COUNTY, FLORIDA

TO: Clerk & Comptroller’s Finance Department
FROM: Disposing Department: Information Technology COST CENTER NO: 270111

Shawn Fletcher DATE: 11/03/16

Property Custodian (PRINT FULL NAME)

Property Custodian (Signature): PhoneNo:  595-1678

REQUEST THE FOLLOWING ITEM(S) TO BE DISPOSED:

TAG | PROPERTY DESCRIPTION OF ITEM SERIAL NUMBER MODEL YEAR | CONDITION
(Y/N)| NUMBER
Y 54565 Dell desktop computer GJWBN81 SX280 2005 Obsolete/Bad
Y 54850 Dell laptop computer 906VQ91 D510 2006 Obsolete/Bad
Y 54761 Dell desktop computer 2477091 GX620 2006 Obsolete/Bad
Y 54906 Delt desktop computer 8C82291 GX620 2006 Obsolete/Bad
Y 54974 Dell desktop computer 2C3G0B1 ) GX620 2006 Obsolete/Bad
Y 55465 Dell desktop computer D68PZB1 GX620 2006 Obsolete/Bad

Disposal Comments:

INFORMATION TECHNOLOGY (IT Technician): Christopher McGraw
Print Name
Conditions: Disposc-Good Condition-Unusable for BOCC

X Dispose-Bad Condition-Send for recycling-Unusable

Computer is Ready for Disposition

Date: 11/03/16 Information Technology Technician Signature: @ L'/Q"_)

Date: 11/03/16 %_
FROM: Escambia County Department Director (Signature):

Director (Print Name): Shawn Fletcher

RECOMMENDATION:
TO: Board of County Commissioners

Meeting Date: 11/17/161

Approved by the County Commission and Recorded in the Minutes of:

Pam Childers, Clerk of the Circuit Court & Comptroller
By (Deputy Clerk)

This Equipment Has Been Auctioned / Sold

by:

Print Name Signature Date
Property Tag Returned to Clerk & Comptroller’s Finance Department

Clerk & Comptroller’s Finance Signature of Receipt Date

Property Custodian, please complete applicable portions of disposition form. See Disposal process charts for direction. rev.sh 11.19.13



REQUEST FOR DISPOSITION OF PROPERTY

ESCAMBIA COUNTY, FLORIDA

TO: Clerk & Comptroller’s Finance Department

FROM: Disposing Department: Information Technology COST CENTERNO: 270111

Shawn Fletcher DATE: 11/03/16

Property Custodian (PRINT FULL NAME)

Property Custodian (Signature): Phone No: 595-1678

REQUEST THE FOLLOWING ITEM(S) TO BE DISPOSED:

TAG | PROPERTY DESCRIPTION OF ITEM SERIAL NUMBER MODEL YEAR | CONDITION

(Y/N)| NUMBER
Y 55545 Dell desktop computer 88MWe6C1 GX620 2006 Obsolete/Bad
Y 55571 Dell desktop computer 1L1NSC1 GX620 2006 Obsolete/Bad
Y 55474 Dell desktop computer BV1Y2C1 Precision 380 2007 Obsolete/Bad
Y 55475 Dell desktop computer 8V1Y2C1 Precision 330 2007 Obsolete/Bad
Y 56443 Dell desktop computer B8BN37D1 Optiplex 320 2007 Obsolete/Bad
Y 55842 Dell desktop computer 73XZSC1 Optiplex 745 2007 Obsolete/Bad

Disposal Comments:

INFORMATION TECHNOLOGY (IT Technician): Christopher McGraw

Print Name
Conditions: Dispose-Good Condition-Unusable for BOCC

X Dispose-Bad Condition-Send for recycling-Unusable

Computer is Ready for Disposition

Date: 11/03/16 Information Technology Technician Signature: W y 4"’/\’)

Date: 1 1/03/1 6
FROM: Escambia County Department Director (Signature):

Director (Print Name):

[

=

Shawn Fletcher

RECOMMENDATION:
TO: Board of County Commissioners

Meeting Date: 11/17/161

Approved by the County Commission and Recorded in the Minutes of:

Pam Childers, Clerk of the Circuit Court & Comptroller

By (Deputy Clerk)
This Equipment Has Been Auctioned / Sold
by:
Print Name Signature Date
Property Tag Returned to Clerk & Comptroller’s Finance Department
Clerk & Comptroller’s Finance Signature of Receipt Date

Property Custodian, please complete applicable portions of disposition form. See Disposal process charts for direction.

rev.sh 11.19.13




REQUEST FOR DISPOSITION OF PROPERTY

ESCAMBIA COUNTY, FLORIDA

TO: Clerk & Comptroller’s Finance Department

FROM: Disposing Department: Information Technology COST CENTER NO: 270111

Shawn Fletcher DATE: 11/03/16

Property Custodian (PRINT FULL NAME)

Property Custodian (Signature): Phone No: 595-1678

REQUEST THE FOLLOWING ITEM(S) TO BE DISPOSED:

TAG | PROPERTY DESCRIPTION OF ITEM SERIAL NUMBER MODEL YEAR | CONDITION

(Y/N)| NUMBER
Y 55862 Dell desktop computer FZCL1D1 Optiplex 745 2007 Obsolete/Bad
Y 56380 Dell desktop computer 3NWSCD1 Optiplex 745 2007 Obsolete/Bad
Y 56756 Dell desktop computer 913NVD1 Optiplex 745 2007 Obsolete/Bad
Y 56016 Dell desktop computer 7HBX4D1 Optiplex 745 2007 Obsolete/Bad
Y 55577 Dell desktop computer 1JKMSC1 GX620 2007 Obsolete/Bad
Y 55581 Dell desktop computer 9KJMSC1 GX620 2007 Obsolete/Bad

Disposal Comments:

INFORMATION TECHNOLOGY (IT Technician): Christopher McGraw
Print Name
Conditions: Dispose-Good Condition-Unusable for BOCC

X Dispose-Bad Condition-Send for recycling-Unusable

Computer is Ready for Disposition

Date: 11/03/16 Information Technology Technician Signature: W =€

Date: 11/03/16

FROM: Escambia County Department Director (Signature): =, —
Director (Print Name): Shawn Fletcher

RECOMMENDATION:

TO: Board of County Commissioners

Meeting Date: 11/17/161

Approved by the County Commission and Recorded in the Minutes of:

Pam Childers, Clerk of the Circuit Court & Comptroller

By (Deputy Clerk)
This Equipment Has Been Auctioned / Sold
by:
Print Name Signature Date
Property Tag Returned to Clerk & Comptroller’s Finance Department
Clerk & Comptroller’s Finance Signature of Receipt Date

Property Custodian, please complete applicable portions of disposition form. See Disposal process charts for direction.

rev.sh 11.19.13




TO:

Clerk & Comptroller’s Finance Department

REQUEST FOR DISPOSITION OF PROPERTY

ESCAMBIA COUNTY, FLORIDA

FROM: Disposing Department: Information Technology COST CENTER NO: 270111

Shawn Fletcher DATE: 11/03/16

Property Custodian (PRINT FULL NAME)

Property Custodian (Signature): PhoneNo:  595-1678

REQUEST THE FOLLOWING ITEM(S) TO BE DISPOSED:

TAG | PROPERTY DESCRIPTION OF ITEM SERIAL NUMBER MODEL YEAR | CONDITION

(Y/N)| NUMBER
Y 56998 Dell desktop computer 54JPGF1 Optiplex 755 2008 Obsolete/Bad
Y 56999 Dell desktop computer 84JPGF1 Optiplex 755 2008 Obsolete/Bad
Y 57069 Dell desktop computer 67JNSF1 Optiplex 755 2008 Obsolete/Bad
Y 57220 Dell desktop computer 5BC6VF1 Optiplex 755 2008 Obsolete/Bad
Y 58383 Dell desktop computer 8VPBDK1 Optiplex 760 2009 Obsolete/Bad
Y 58389 Dell desktop computer 8W97DK1 Optiptex 760 2009 Obsolete/Bad

Disposal Comments:

INFORMATION TECHNOLOGY (IT Technician): Christopher McGraw

Print Name
Conditions: Dispose-Good Condition-Unusable for BOCC

X Dispose-Bad Condition-Send for recycling-Unusable

Computer is Ready for Disposition

Date: 11/03/16 Information Technology Technician Signature: W Z"" /4‘/“—5

FROM: Escambia County Department Director (Signature):

Director (Print Name):  Shawn Fletcher

RECOMMENDATION:
TO: Board of County Commissioners

Meeting Date: 11/17/161

Approved by the County Commission and Recorded in the Minutes of:

Pam Childers, Clerk of the Circuit Court & Comptroller

By (Deputy Clerk)
This Equipment Has Been Auctioned / Sold
by:
Print Name Signature Date
Property Tag Returned to Clerk & Comptroller’s Finance Department
Clerk & Comptroller’s Finance Signature of Receipt Date

Property Custodian, please complete applicable portions of disposition form. Sce Disposal process charts for direction. rev.sh 11.19.13



REQUEST FOR DISPOSITION OF PROPERTY
ESCAMBIA COUNTY, FLORIDA

TO: Clerk & Comptroller’s Finance Department
FROM: Disposing Department: Information Technology COST CENTER NO: 270111

Shawn Fletcher DATE: 11/03/16

Property Custodian (PRINT FULL NAME)

Property Custodian (Signature): A/ Phone No: 595-1678

Y

REQUEST THE FOLLOWING ITEM(S) TO BE DISPOSED:

TAG | PROPERTY DESCRIPTION OF ITEM SERIAL NUMBER MODEL YEAR | CONDITION

(Y/N)|] NUMBER
Y 58392 Dell desktop computer 8VP6DK1 Optiplex 760 2009 Obsolete/Bad
Y 58394 Dell desktop computer 8W7DDK1 Optiplex 760 2009 Obsolete/Bad
Y 57075 tnfoblox 1050 1007200803000021 1B-1050-DNS-K-01 2008 Obsolete/Bad
Y 56454 Dell desktop computer 7N2JJD1 Optiplex 745 2007 Obsolete/Bad
Y 56455 Dell desktop computer 6N2JJD1 Optiplex 745 2007 Obsolete/Bad
Y 56751 Dell desktop computer GVL2SD1 Optiplex 745 2007 Obsolete/Bad

Disposal Comments:

INFORMATION TECHNOLOGY (IT Technician): Christopher McGraw

Print Name
Conditions: Dispose-Good Condition-Unusable for BOCC

X Dispose-Bad Condition-Send for recycling-Unusable

Computer is Ready for Disposition

Date: 11/03/16 Information Technology Technician Signature: W G

Date: 11/03/16
FROM: Escambia County Department Director (Signature): =

Director {Print Name): Shawn Fletcher

RECOMMENDATION:
TO: Board of County Commissioners

Meeting Date: 11/17/161

Approved by the County Commission and Recorded in the Minutes of:

Pam Childers, Clerk of the Circuit Court & Comptroller

By (Deputy Clerk)
This Equipment Has Been Auctioned / Sold
by:
Print Name Signature Date
Property Tag Returned to Clerk & Comptroller’s Finance Department
Clerk & Comptroller’s Finance Signature of Receipt Date

Property Custodian, please complete applicable portions of disposition form. See Disposal process charts for direction. rev.sh 11.19.13



REQUEST FOR DISPOSITION OF PROPERTY
ESCAMBIA COUNTY, FLORIDA

TO: Clerk & Comptroller’s Finance Department
FROM: Disposing Department: Information Technology COST CENTER NO: 270111

Shawn Fletcher DATE: 11/03/16

Property Custodian (PRINT FULL NAME)

Property Custodian (Signature): Phone No:  595-1678

REQUEST THE FOLLOWING ITEM(S) TO BE DISPOSED:

TAG | PROPERTY DESCRIPTION OF ITEM SERIAL NUMBER MODEL YEAR | CONDITION
(Y/N)| NUMBER
Y 56814 Dell desktop computer 4TSVZD1 Optiplex 745 2007 Obsolete/Bad
Y 57880 Dell desktop computer BILODH1 Optiplex 755 2008 Obsolete/Bad
Y 55574 Dell desktop computer 6DC78C1 Optiplex 745 2006 Obsolete/Bad
Y 55840 Dell desktop computer 81XZSC1 Optiplex 745 2007 Obsolete/Bad
Y 58503 Dell laptop computer BGX8TL1 E5400 2010 Obsolete/Bad
Y 54638 Cisco network switch CAT0939R14B Catalyst 3750 2010 Obsolete/Bad

Disposal Comments:

INFORMATION TECHNOLOGY (IT Technician): Christopher McGraw
Print Name
Conditions: Dispose-Good Condition-Unusable for BOCC

X Dispose-Bad Condition-Send for recycling-Unusable

Computer is Ready for Disposition

Date: 11/03/16 Information Technology Technician Signature: / : = 4”'/1

FROM: Escambia County Department Director (Signature):
=z

Director (Print Name): ~ Shawn Fletcher

RECOMMENDATION:
TO:  Board of County Commissioners

Meeting Date: 11/17/161

Approved by the County Commission and Recorded in the Minutes of:

Pam Childers, Clerk of the Circuit Court & Comptroller

By (Deputy Clerk)
This Equipment Has Been Auctioned / Sold
by:
Print Name Signature Date
Property Tag Returned to Clerk & Comptroller’s Finance Department
Clerk & Comptroller’s Finance Signature of Receipt Date

Property Custodian, please complete applicable portions of disposition form. See Disposal process charts for direction. rev.sh 11.19.13



REQUEST FOR DISPOSITION OF PROPERTY
ESCAMBIA COUNTY, FLORIDA

TO: Clerk & Comptroller’s Finance Department

FROM: Disposing Department: Information Technology COST CENTER NO: 270111
Shawn Fletcher DATE: 11/03/16
Property Custodian (PRINT FULL NAME)
Property Custodian (Signature): % PhoneNo:  595-1678
7
REQUEST THE FOLLOWING ITEM(S) TO BE DISPOSED:
TAG | PROPERTY DESCRIPTION OF ITEM SERIAL NUMBER MODEL YEAR | CONDITION
(Y/N)| NUMBER
Y 55637 Cisco network switch CAT1043RJ45 Catalyst 3750 2007 Obsolete/Bad
Y 56777 Dell laptop computer 21MWVD1 D520 2007 Obsolete/Bad
Y 57801 Longitude Tablet SY7041603166 713R 2008 Obsolete/Bad
Disposal Comments:
INFORMATION TECHNOLOGY (IT Technician): Christopher McGraw

Print Name
Dispose-Good Condition-Unusable for BOCC
X Dispose-Bad Condition-Send for recycling-Unusable

Conditions:

Computer is Ready for Disposition

Date: 11/03/16 Information Technology Technician Signature: /

Dale: 1 1/03/1 6
FROM: Escambia County Department Director (Signature):

=

Director (Print Name): ~ Shawn Fletcher

RECOMMENDATION:
TO: Board of County Commissioners

Meeting Date: 11/17/161

Approved by the County Commission and Recorded in the Minutes of:

Pam Childers, Clerk of the Circuit Court & Comptrolier

By (Deputy Clerk)
This Equipment Has Been Auctioned / Sold
by:
Print Name Signature Date
Property Tag Returned to Clerk & Comptroller’s Finance Department
Clerk & Comptroller’s Finance Signature of Receipt Date

Property Custodian, please complete applicable portions of disposition form. See Disposal process charts for direction. rev.sh 11.19.13



Al-11325 County Administrator's Report  14. 2.

BCC Regular Meeting Technical/Public Service Consent
Meeting Date: 11/17/2016

Issue: The Cyber Hygiene Authorization Agreement

From: Shawn Fletcher, IT Director

Organization: Information Technology

CAO Approval:

RECOMMENDATION:

Recommendation Concerning the Cyber Hygiene Authorization Agreement with
the Department of Homeland Security - Shawn Fletcher, Information Technology
Department Director

That the Board take the following action concerning the County Network Security with
the National Cybersecurity and Communications Integration Center:

A. Authorize the National Cybersecurity and Communications Integration Center of the
U.S. Department of Homeland Security (DHS) to conduct continuous Vulnerability
Scanning and Hygiene Monitoring of the Escambia County Board of County
Commissioners' publicly accessible cyber assets, networks, and systems;

B. Approve and authorize the Chairman to execute the Cyber Hygiene Authorization to
Conduct Continuous Scans of Public-Facing Networks and Systems between the U.S.
Department of Homeland Security and the Escambia County Board of County
Commissioners.

[Funding: There is no cost to the County for this service]

BACKGROUND:

The Cyber Hygiene Authorization is to Conduct Continuous Scans of Public-Facing
Networks and Systems. This will provide a baseline for where the Escambia County
Board of County Commissioners network security is at this point in time. The Escambia
County Board County Commissioners network contains data that needs and

requires more security. Partnering with DHS's National Cybersecurity and
Communications Integration Center will assist in providing the information and audit that
is needed to make the Escambia County Board of County Commissioners network more
secure.

The goals of this agreement are to obtain more security related information about the



Escambia County Board County Commissioner network and to form a partnership with
the National Cybersecurity and Communications Integration Center.

BUDGETARY IMPACT:
There will be no direct budgetary impact from the audit.

LEGAL CONSIDERATIONS/SIGN-OFF:

The Cyber Hygiene Authorization Agreement has been approved as to form and Legal
sufficiency.

PERSONNEL.:
N/A

POLICY/REQUIREMENT FOR BOARD ACTION:
N/A

IMPLEMENTATION/COORDINATION:
The Information Technology Department will be responsible for the implementation.

Attachments
SampleReport

Cyber Hygiene Authorization Agreement



Cyber Hygiene
Assessment

Sample Organization

September 19, 2016
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1 How To Use This Report

Welcome to your Cyber Hygiene (CyHy) report. This document aims to be a comprehensive weekly snapshot of known
vulnerabilities detected on Internet-facing hosts for Sample Organization (SAMPLE).

You may wonder what you're supposed to do with all this information. While it’s not our intent to prescribe to you a particular
process for remediating vulnerabilities, we hope you’ll use this report to strengthen your security posture. Here’s a basic flow:

1. Review the Cyber Hygiene Report Card for a high-level overview. This section gives a quick comparison of the problems
we find week to week.

2. See Appendix A: Vulnerability Summary for a list of unique vulnerabilities across all the systems we detect problems
with. Appendix C: Detailed Findings and Recommended Mitigations by Vulnerability provides more information about
each vulnerability and all the hosts that we detect are susceptible to a given vulnerability. You should focus on those
vulnerabilities rated with the greatest severity, as well as those that impact your high-value assets, but don’t ignore the
medium or low vulnerabilities. Recognize that a vulnerability’s rating tends to get worse with time.

3. If this report is not your first, review Appendix B: Vulnerability Changes Since Last Report for a breakdown of all the
changes we detected in your scope in the last week.

4. If you've patched a vulnerability since your last report, verify it’s listed here. If it’s not present, there may still be an
issue. It may also be possible that the fix was done after our latest scan, which was on September 19, 2016.

5. For additional analysis, see Appendix G: Attachments, which provides Comma-Separated Values (CSV) files for all find-
ings, services, hosts, and the scope that we scan.

You should be aware that Cyber Hygiene does not scan your entire scope every week, but does attempt to scan every host each
week. For an explanation of how CyHy works, see the Methodology section.

As you review the report, you may have additional questions. Check out the answers we provide in the Frequently Asked
Questions section. If you have any additional questions, email us at ncats_info@hgq.dhs.gov.

For Official Use Only (FOUO) - September 19, 2016 5
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CYBER HYGIENE REPORT CARD

HIGH LEVEL FINDINGS

ADDRESSES OWNED ADDRESSES SCANNED LATEST SCANS

3’798’272“ 3’798’272“ Addresses: June 19, 2016 — September 20, 2016

Vulnerabilities: September 13, 2016 — September 20, 2016

no change no change

100% of addresses scanned

HOSTS VULNERABLE HOSTS VULNERABILITIES SERVICES
3,200% 5761 1,063 % 247,576%
189 decrease 96 increase 205 increase 2,278 increase

18% of hosts vulnerable

VULNERABILITIES

[ CRITICAL HIGH MEDIUM B Low

0 resolved 3 resolved 192 resolved 76 resolved

3 new 7 new 406 new 60 new

PREVIOUS REPORT @ resolved CURRENT REPORT @®new
m ["lololo] [ [ lojolololololo

VULNERABILITY RESPONSE TIME (since September 20, 2015)

[ CRITICAL HIGH MEDIUM B Low

Median  Maximum Median  Maximum Median  Maximum Median  Maximum
DAYS TO MITIGATE 5 132 8 711 45 1,383 113 1,160
DAYS CURRENTLY ACTIVE 11 24 3 244 15 1,391 106 1,059

6 For Official Use Only (FOUO) - September 19, 2016
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3 Executive Summary

This report provides the results of a Department of Homeland Security (DHS) / National Cybersecurity Assessments and
Technical Services (NCATS) CyHy assessment of SAMPLE conducted from June 21, 2016 at 02:48 UTC through September
19, 2016 at 05:59 UTC. The Cyber Hygiene assessment includes network mapping and vulnerability scanning for Internet-
accessible SAMPLE hosts. This report is intended to provide SAMPLE with enhanced understanding of their cyber posture and
to promote a secure and resilient Information Technology (IT) infrastructure across SAMPLE’s Internet-accessible networks and
hosts.

For this reporting period, a total of 3,200 hosts were identified out of the 3,798,272 addresses provided to NCATS. The
scanning revealed 1,063 total potential vulnerabilities on 576 vulnerable hosts, 18% of all SAMPLE hosts. 64,296 distinct
open ports, 160 distinct services, and 258 operating systems were detected.

65 distinct types of potential vulnerabilities (2 critical, 6 high, 45 medium, and 12 low) were detected, as shown in Table 1.
The vulnerabilities that were detected most-frequently on SAMPLE hosts are displayed in Figure 1.

SAMPLE should review the vulnerabilities detected and report any false positives back to NCATS so they can be excluded
from future reports. Please refer to Appendix A: Vulnerability Summary for an illustration of the breakdown of vulnerability
occurrences over time.

[==Low Medium High === Critical |

Severity  Distinct Vulnerabilities  Total Vulnerabilities 57 54 53
Critical 3% 2 0% 4 - N - > .
o

High 9% 6 1% 10 S ose £

Medium 69% 45 75% 798 %@“&b S 5 & S

Low 18% 12 24% 251 §& o S8 & &F
FE N 9 N

Total 65 1,063 & é{’@ S &

Table 1: Number of Vulnerabilities by Severity Level éf)b

Figure 1: Top Vulnerabilities by Occurrence

Additionally, the top high-risk hosts and top risk based vulnerabilities are displayed in Figure 2 and Figure 3. For more
information about these risk calculations, refer to Table 8: Risk Rating System.

[==Low Medium High === Critical |

[==Low Medium High === Critical |

x.x.60.35 7 D
|| ||
x.x.168.220 % ||
min 2 2 2
X.x.38.159 .| —— ' ' '
[] & q,b N @b o
= & S S& & & @
X.X.216.6 % & SO > & $ o ¥
m > <2 @ N Q NS
£L SE §g’ Qc? L &
x.x.16.143 - $& 58 Y S o &
L ! ! ! ! | Qé"; %% L o‘?\l Q/é’JA
0 10 20 30 40 50 ol & & S
T 3
Vulnerabilities K © &
Figure 2: Top High-Risk Hosts Figure 3: Top Risk Based Vulnerabilities
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The most-frequently-detected operating systems and services for SAMPLE are displayed in Table 2 and Table 3 respectively.

Operating System Detections

unknown 94.1% 256,924 Service Detections
Avaya P580 switch running Cajun 2.6% 7,223 zenginkyo-2 0.0% 1
Switch Agent v5.4.2 unidata-ldm 0.0% 1
Dell Remote Access Controller 4/1 0.6% 1,580 Xmpp-server 0.0% 1
Check Point NGX R65 firewall (IPSO  0.2% 568 mpm-flags 0.0% 1
4.2) imap-proxy 0.0% 1
Cisco Wireless LAN controller 0.2% 553 Other 100.0% 247,254
Other 2.2% 6,114 Table 3: Top Services Detected

Table 2: Top Operating Systems Detected

The next two figures illustrate how quickly SAMPLE responds to vulnerabilities that have been identified. Figure 4 shows how
long it has taken SAMPLE to mitigate vulnerabilities of each severity level (for vulnerabilities mitigated since September 20,
2015), while Figure 5 shows the median ages of current active vulnerabilities. Vulnerability age is based on the initial detection

i
___- |

Critical High Medium Low

Figure 4: Median Time in Days to Mitigate Vulnerabilities

. .

Critical High Medium Low

Figure 5: Median Age in Days of Active Vulnerabilities
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Figure 6 displays the number of active critical vulnerabilities that were less than 30 days old and more than 30 days old, as of
the date indicated on the graph. Vulnerability age is based on the initial detection date by CyHy.

[I:I Active Less Than 30 Days || Active 30+ Days]

Critical Vulnerabilities

0
2015-10-01  2015-11-01 2015-12-01 2016-01-01 2016-02-01 2016-03-01 2016-04-01 2016-05-01 2016-06-01 2016-07-01 2016-08-01 2016-09-01

Figure 6: Critical Vulnerability Age Over Time

Figure 7 and Table 4 provide an age breakdown of every currently-active critical vulnerability for SAMPLE.

2.0

21 & 2
0 5| 8| &
=R o R
=
o
(]
1044+
=}
S
S
= o511
O
0.0
0 20 40 60 80 100 120 140 160 180+
Age (Days)
Figure 7: Active Critical Vulnerability Age
0-7 7-14 14-21 21-30 30-90 90+
Days  Days Days Days Days  Days
Active Critical Vulnerabilities 2 0 1 1 0 0

Table 4: Active Critical Vulnerability Age Summary

For Official Use Only (FOUO) - September 19, 2016 9



0l

9107 ‘61 Jquardss - (0NOL) ATUO 95N [BPYJO 104

4 Sub-Organization Summary

This section shows the key CyHy metrics for each sub-organization within SAMPLE.

Org Addresses Hosts Vulnerabilities Detected Services | Median Days To Mitigate | Median Days Currently Active
Name Owned Scanned | Detected Vulnerable | Critical High Med Low | Detected | Critical High Med Low | Critical High Med Low
SUB_ORG 73,728 100% 541 1 (0%) 0 0 2 1 935 10 0 276 20 0 0 851 851
SUB_ORG 464,128 100% 278 75 (27%) 0 0 104 42 756 5 8 42 193 0 0 30 80
SUB_ORG 165,888 100% 321 83 (26%) 0 0 41 72 607 4 1 12 361 0 0 192 348
SUB_ORG 287,488 100% 856 177 (21%) 2 4 234 86218,018 3 9 18 34 22 8 15 66
SUB_ORG 72,704 100% 73 8 (11%) 0 0 9 4 362 0 19 102 230 0 0 39 472
SUB_ORG 472,064 100% 269 12 (4%) 2 6 37 14 2,089 1 10 18 18 3 3 3 9
SUB_ORG 580,608 100% 125 47 (38%) 0 0 83 3 247 6 11 43 382 0 0 17 36
SUB_ORG 334,848 100% 42 5 (12%) 0 0 5 0 122 7 0 39 38 0 0 15 0
SUB_ORG 148,992 100% 149 76 (51%) 0 0 135 13 258 6 4 93 68 0 0 14 470
SUB_ORG 296,960 100% 169 43 (25%) 0 0 74 4 15,137 5 7 110 546 0 0 20 103
SUB_ORG 464,896 100% 280 16 (6%) 0 0 23 1 8,874 11 43 33 95 0 0 43 763
SUB_ORG 7,680 100% 20 0 (0%) 0 0 0 0 27 0 0 83 55 0 0 0 0
SUB_ORG 7,168 100% 2 1 (50%) 0 0 1 0 2 0 0 102 0 0 0 0 0
SUB_ORG 65,792 100% 17 10 (59%) 0 0 18 0 26 0 10 112 533 0 0 17 0
SAMPLE To- | 3,798,272 100% 3,200 576 (18%) 4 10 798 251 |247,576 5 8 45 113 11 3 15 106

tal
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5 Methodology

5.1 Background

The NCATS team conducted a Cyber Hygiene assessment of SAMPLE’s Internet-facing networks and hosts from June 21, 2016
at 02:48 UTC through September 19, 2016 at 05:59 UTC. This report provides result summaries and detailed findings of
the CyHy assessment activity for SAMPLE and its associated sub-organizations. All scan results are included in Appendix G:
Attachments as CSV files.

Cyber Hygiene is intended to improve your security posture by proactively identifying and reporting on vulnerabilities and
configuration issues present on Internet-facing systems before those vulnerabilities can be exploited.

Cyber Hygiene is a service of NCATS, organized under the DHS National Protection and Programs Directorate (NPPD), Office
of Cybersecurity and Communications (CS&C), National Cybersecurity and Communications Integration Center (NCCIC),
NCCIC Operations and Integration (NO&I).

DHS began Cyber Hygiene in January 2012 to assess, on a recurring basis, the “health” of unclassified federal civilian networks
accessible via the Internet. Since then, the program has grown to provide a persistent scanning service to federal, state, local,
tribal, and territorial governments and private sector organizations.

Upon submission of an Acceptance Letter, SAMPLE provided NCATS with their public network address information. SAMPLE
and NCATS agreed on any time restrictions which would be imposed on the scanning activity.

5.2 Process

All Cyber Hygiene scanning activity originates from the 64.69.57.0/24 network.

CyHy uses a combination of scanning services for testing:

* Network Mapping

* Vulnerability Scanning

Network Mapping

Using Nmap, we attempt to determine what hosts are available, identify what services (application name and version) those
hosts are offering, and what Operating System (OS) versions they are running. We first scan the most-commonly-detected
1,000 Transmission Control Protocol (TCP) ports of the addresses you've submitted to us to get a quick understanding of
the active/dark landscape. An address that has a least one port open/listening service is considered a "host” and is then fully
port-scanned (TCP) and included in the vulnerability scan.

If no services are detected in the most common 1,000 ports on a given Internet Protocol (IP) address, that address is labelled
‘dark’ in CyHy and will be re-scanned after at least 90 days to check for change. Addresses marked dark are not included in
the host count of the weekly report. Understand that CyHy is not attempting to make a judgment call about why an address
is unresponsive. If there’s not a port open, it’s not a "host’ in the language of CyHy.

Vulnerability Scanning

Using Nessus, each host is evaluated against a library of vulnerabilities that an Internet-based actor could exploit. Vulnerabilities
are reported with a severity of critical, high, medium, or low to facilitate prioritization of remediation efforts. We enable all
Nessus Plugins [https://www.tenable.com/plugins/]| except the ones in the 'Denial of Service’ family.
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Scanning Frequency

Scanning occurs continuously between each weekly report. All hosts are scanned for vulnerabilities at least once a week; hosts
with vulnerabilities are scanned more frequently.

Cyber Hygiene's scan prioritization is as follows:

* Addresses with no running services detected (dark space) are rescanned after at least 90 days.
* Hosts with no vulnerabilities detected are rescanned every 7 days.

* Hosts with low-severity vulnerabilities are rescanned every 6 days.

* Hosts with medium-severity vulnerabilities are rescanned every 4 days.

* Hosts with high-severity vulnerabilities are rescanned every 24 hours.

* Hosts with critical-severity vulnerabilities are rescanned every 12 hours.

You should understand that a single host may have multiple vulnerabilities of varying severity, which impacts the frequency
that single host is scanned.

To be clear, it is not the case that we scan your entire address scope for vulnerabilities each week (unless each address you've
provided to us has a responsive host). It is the case, though, that each host will get vulnerability scanned at least once per
week.

Recurring Vulnerabilities

After you've remediated a vulnerability (and it remains resolved for a period of 90 days), the host’s scan priority will drop.
This approach allows the NCATS team to focus on the areas of importance and give more attention to the hosts that need it.

Vulnerabilities are assigned an age in order to track timeliness of remediation. Vulnerability age is determined by when it was
first detected on a host, not from when it first appeared on a report. As scanning occurs continuously between weekly reports,
it is possible to have "new” vulnerabilities appear on a report that are already days old. It is also possible for a vulnerability to
fluctuate between being ‘detected’ and 'not detected’ during mid-week scans and then at a future time appear in a report as
many days old. If a mitigated vulnerability is re-detected less than 90 days after the date of non-detection, it will be considered
to be the same vulnerability with the same ’initial detection date’ as previously recorded. If it is re-detected more than 90 days
after the date of non-detection, it will be treated as a new vulnerability with a new ’initial detection date’.

Vulnerability Scoring

The Nessus vulnerability scanner references the National Vulnerability Database (NVD) [https://nvd.nist.gov/] for its vulner-
ability information. The NVD provides CVSS scores for many known vulnerabilities. In particular, NVD supports the CVSS
version standard for all Common Vulnerabilities and Exposures (CVE) vulnerabilities.

The CVSS is a free and open industry standard for assessing the severity of computer system security vulnerabilities. CVSS
attempts to assign severity scores to vulnerabilities, allowing responders to prioritize responses and resources according to
threat. The NVD uses severity rankings of "Low,” "Medium,” and “High” in addition to the numeric CVSS scores, but these
qualitative rankings are simply mapped from the numeric CVSS base scores:

* Vulnerabilities are labeled "Low” severity if they have a CVSS base score of 0.0-3.9.
* Vulnerabilities will be labeled "Medium” severity if they have a base CVSS score of 4.0-6.9.

* Vulnerabilities will be labeled "High” severity if they have a CVSS base score of 7.0-10.0.

Nessus has a "critical” rating which it uses for CVSS 10 vulnerabilities. Where the NVD has not provided a CVE severity rating,
the Nessus scanner relies on its own rankings.
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What’s In The Report?

Though Cyber Hygiene initiates multiple scans between reports, only the latest scan data for each host is used to determine current vulnerability.
This is the data that appears in the main body of the report and in Appendix A: Vulnerability Summary, Appendix B.2: New
Vulnerabilities Detected and Appendix B.3: Re-Detected (Previously-Mitigated) Vulnerabilities.

If a vulnerability was detected since that last report (e.g., it wasn’t in the previous report’s findings, though CyHy saw it
mid-week) but it was not in the latest scan, we include it in Appendix B.4: Recently-Detected Vulnerabilities.

If a vulnerability that was previously reported to you is no longer detected by the latest scan, the vulnerability and host will be
listed in Appendix B.1: Mitigated Vulnerabilities.

We encourage you to validate the status of vulnerabilities in both Appendix B.1: Mitigated Vulnerabilities and Appendix B.4:
Recently-Detected Vulnerabilities against your change control register. This will help to ensure that the vulnerability we detected
has actually been remediated and is not simply unresponsive to our scans.
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6 Approximate Host Locations

The map below shows the approximate locations of detected hosts as listed in a geo-location database. This map is provided
as a tool to identify hosts that may have been mistakenly added in to, or removed from scope. The map is scaled to include all

known SAMPLE host locations.

Figure 8: Approximate Host Locations
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7 Vulnerability Scan Results

For this period, CyHy detected 1,063 occurrences of 65 distinct vulnerabilities (4 critical, 10 high, 798 medium, and 251
low). SAMPLE should review the vulnerabilities detected and report any false positives back to NCATS so these can be excluded
from future reports (see the Frequently Asked Questions section for more about false positives).

The scanning detected 576 vulnerable hosts — 548 hosts with one to five vulnerabilities were identified; 2 hosts had between
six and nine vulnerabilities; 1 hosts had ten or more vulnerabilities identified.

Severity  Distinct Vulnerabilities  Total Vulnerabilities

Critical 3% 2 0% 4 E
High 9% 6 1% 10
Medium 69% 45 75% 798 2 1
Low 18% 12 24% 251 ! .
Total 65 1,063 1-5 6-9 10+
Table 5: Number of Vulnerabilities by Severity Level Figure 9: Vulnerability Count per Host
The CVSS scores for all active vulnerabilities can be found in Figure 10.
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Figure 10: CVSS Histogram for Active Vulnerabilities
The top vulnerabilities according to CVSS score are represented in Table 6.
Vulnerability Name Severity Hosts CVSS Score
OpenSSL Unsupported Critical 2 10.0
Unsupported Unix Operating System Critical 2 10.0
OpenSSL < 0.9.8f Multiple Vulnerabilities High 2 9.3
OpenSSH MaxAuthTries Bypass High 2 8.5
OpenSSL < 0.9.8p / 1.0.0b Buffer Overflow High 2 7.6
OpensSSL < 0.9.8w ASN.1 asnl_d2i_read_bio Memory Corruption High 2 7.5
Apple Mac OS X Find-By-Content .DS_Store Web Directory Listing High 1 7.5
SSH Protocol Version 1 Session Key Retrieval High 1 7.5
OpenSSL 0.9.8 < 0.9.8x DTLS CBC Denial of Service Medium 2 6.8
Apache Tomcat Servlet / JSP Container Default Files Medium 1 6.8

Table 6: Top Vulnerabilities by CVSS
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A complete list of distinct vulnerabilities detected, including severity level and number of hosts having the vulnerability can
be found in Appendix A: Vulnerability Summary. Full details on every detected vulnerability can be found in Appendix C:
Detailed Findings and Recommended Mitigations by Vulnerability. Every critical and high finding detected, along with the
hosts that have these findings, are listed in Appendix D: Critical and High Vulnerability Mitigations by IP Address.

The top high-risk hosts are identified in Table 7 by combining the total number of vulnerabilities, the severity of the vulnera-
bilities, and a weighted CVSS score for vulnerabilities detected. For more information on the formula, please refer to Table 8:
Risk Rating System.

IP Address Critical High Medium Low Total

xX.X.60.35 2 6 32 2 42
x.x.168.220 1 1 1 2 5
x.x.38.159 1 0 2 0 3
x.x.216.6 0 1 1 2 4
x.x.16.143 0 0 6 0 6
x.X.165.31 0 0 4 0 4
x.x.186.57 0 0 4 0 4
x.x.20.21 0 1 0 2 3
x.x.179.41 0 1 0 0 1
X.X.64.54 0 0 3 0 3

Table 7: Top Hosts by Weighted Risk

The Risk Rating System (RRS) emphasizes higher-rated CVSS scores to ensure that hosts with a large number of lower-risk
vulnerabilities do not outweigh hosts with a smaller number of high-risk vulnerabilities, while ensuring that hosts with an
extreme number of low-risk vulnerabilities are not overshadowed by hosts with a single higher-risk issue. The RRS also ensures
that hosts with a significant number of high-risk vulnerabilities will not be overshadowed by a host with only a single critical
vulnerability.

Table 8 illustrates the base and weighted CVSS scores and shows the equivalent number of lower-risk vulnerabilities to weigh
evenly with a single critical (CVSS score of 10) vulnerability.

Base CVSS Score  Weighted CVSS Score  Equivalent to CVSS Score 10

1.0 1 x 1070 10,000,000.0
2.0 0.000,128 78,125.0
3.0 0.002,187 4,572.47
4.0 0.016,384 610.35
5.0 0.078,125 128.0
6.0 0.279,936 35.72
7.0 0.823,543 12.14
8.0 2.097,152 4.77
9.0 4.782,969 2.09
10.0 10.0 1.0

Table 8: Risk Rating System

As an example, a host having 400 vulnerabilities with a base CVSS score of 1.0 would get a weighted RRS score of 4 x 107%%,
which is considered lower-risk than a host with a single critical vulnerability (RRS score of 10.0). Similarly, a host having 4
vulnerabilities with a base CVSS score of 8 would get a RRS score of 8.39 and still be considered a lower risk than a host with
a single critical vulnerability (RRS score of 10.0).
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8 Results Trending

To help decision-makers, this section provides a comparison of the current data against similar CyHy scans conducted over
time.

Vulnerabilities
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SAMPLE vulnerability profile over time, reporting on the total hosts detected, number of hosts with vulnerabilities, number
of distinct services, and the number of distinct vulnerabilities detected can be found in Figure 14, Figure 15, and Figure 16
respectively.
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Figure 15: Distinct Services Over Time
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Figure 16: Distinct Vulnerabilities Over Time
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Previous Report ~ Current Report % Change
Hosts 3,389 3,200 -6.0%
Vulnerable Hosts 480 576 20.0%
Distinct Services 158 160 1.0%
Distinct Vulnerabilities 52 65 25.0%
Distinct Operating Systems 258 258 0.0%

Table 9: Comparison with Previous Report

Overall, for all hosts identified, SAMPLE averaged 0.33 vulnerabilities per host. For vulnerable hosts, SAMPLE averaged 1.85
total vulnerabilities per host. By severity, vulnerable hosts averaged 0.01 critical, 0.02 high, 1.39 medium, and 0.44 low

vulnerabilities per host.

For Official Use Only (FOUO) - September 19, 2016

19



For Official Use Only (FOUO)

9 Conclusion

The results and data contained in this report are provided for SAMPLE, and should be used to correct any identified vulnerabil-
ities, configuration errors, and security concerns in SAMPLE’s external network perimeter. The CyHy service seeks to improve
the cybersecurity posture of NCATS’ stakeholders by maintaining tactical awareness of the operational awareness and cyber
health of individual organizations. Additionally, NCATS will provide a non-attributable overview of all collected data detailing
trends and analysis at the end of the fiscal year. If SAMPLE has questions, comments, or concerns about the findings or data
contained in this report, please work with your designated technical point of contact when requesting assistance from NCATS
at ncats_info@hq.dhs.gov.
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Appendix A Vulnerability Summary

This section presents counts of all distinct vulnerabilities that were detected in the latest scans. It shows the name of the
vulnerability, the severity level of the vulnerability and the number of vulnerability detections in the previous report vs. this
report. Low, medium, high, and critical vulnerabilities are displayed.

Vulnerability Severity ~Previous Current  Change
OpenSSL Unsupported Critical 0 2 -%
Unsupported Unix Operating System Critical 1 2 100.0%
OpenSSL < 0.9.8w ASN.1 asnl_d2i_read_bio Memory Corruption High 0 2 -%
OpenSSL < 0.9.8p / 1.0.0b Buffer Overflow High 0 2 -%
OpenSSL < 0.9.8f Multiple Vulnerabilities High 0 2 -%
SSH Protocol Version 1 Session Key Retrieval High 1 1 0.0%
OpenSSH MaxAuthTries Bypass High 2 2 0.0%
Apple Mac OS X Find-By-Content .DS_Store Web Directory Listing High 2 1 -50.0%
IPMI v2.0 Password Hash Disclosure High 1 0 -100.0%
OpensSSL 0.9.8 < 0.9.8za Multiple Vulnerabilities Medium 0 2 -%
OpensSSL 0.9.8 < 0.9.8zb Multiple Vulnerabilities Medium 0 2 -%
OpensSSL 0.9.8 < 0.9.8zc Multiple Vulnerabilities (POODLE) Medium 0 2 -%
OpenSSL 0.9.8 < 0.9.8zd Multiple Vulnerabilities (FREAK) Medium 0 2 -%
OpenSSL 0.9.8 < 0.9.8zf Multiple Vulnerabilities Medium 0 2 -%
OpensSSL < 0.9.8p / 1.0.0e Double Free Vulnerability Medium 0 2 -%
MS12-073: Vulnerabilities in Microsoft IIS Could Allow Information Medium 0 1 -%

Disclosure (2733829) (uncredentialed check)

OpensSSL 0.9.8 < 0.9.8zg Multiple Vulnerabilities Medium 0 2 -%
OpenSSL 0.9.8 < 0.9.8zh X509_ATTRIBUTE Memory Leak DoS Medium 0 2 -%
OpenSSL < 0.9.8i Denial of Service Medium 0 2 -%
OpensSSL < 0.9.8k Multiple Vulnerabilities Medium 0 2 -%
OpensSSL < 0.9.8s Multiple Vulnerabilities Medium 0 2 -%
OpensSSL < 0.9.8u Multiple Vulnerabilities Medium 0 2 -%
OpenSSL < 0.9.81 Multiple Vulnerabilities Medium 0 2 -%
OpenSSL < 0.9.8h Multiple Vulnerabilities Medium 0 2 -%
OpenSSL < 0.9.8j Signature Spoofing Medium 0 2 -%
OpenSSL 0.9.8 < 0.9.8x DTLS CBC Denial of Service Medium 0 2 -%
SSLv3 Padding Oracle On Downgraded Legacy Encryption Vulnerability ~Medium 1 2 100.0%
(POODLE)

Backup Files Disclosure Medium 1 2 100.0%
SSL Self-Signed Certificate Medium 133 224 68.4%
SSL Certificate Cannot Be Trusted Medium 245 348 42.0%
SSL Certificate Expiry Medium 3 4 33.3%
SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium 16 19 18.8%
HTTP TRACE / TRACK Methods Allowed Medium 20 23 15.0%
SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium 25 27 8.0%
Apache HTTP Server httpOnly Cookie Information Disclosure Medium 6 6 0.0%
Apache Server ETag Header Information Disclosure Medium 30 30 0.0%
TLS Padding Oracle Information Disclosure Vulnerability (TLS POODLE) Medium 1 1 0.0%
Web Server Generic 3xx Redirect Medium 1 1 0.0%
/doc Directory Browsable Medium 1 1 0.0%
Browsable Web Directories Medium 1 1 0.0%
Cisco ASA AnyConnect Client Authentication Attempt Handling Infor- Medium 1 1 0.0%
mation Disclosure (cisco-sa-20160115-asa)

Internet Key Exchange (IKE) Aggressive Mode with Pre-Shared Key Medium 4 4 0.0%
Multiple Vendor Embedded FTP Service Any Username Authentication ~Medium 3 3 0.0%
Bypass

Nonexistent Page (404) Physical Path Disclosure Medium 1 1 0.0%
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Vulnerability Severity Previous Current  Change
SSL Version 2 and 3 Protocol Detection Medium 5 5 0.0%
Squid Malformed Host Name Error Message Information Disclosure Medium 1 1 0.0%
FTP Writable Directories Medium 3 3 0.0%
Web Server Uses Non Random Session IDs Medium 3 3 0.0%
Apache Tomcat Servlet / JSP Container Default Files Medium 1 1 0.0%
SSH Weak Algorithms Supported Medium 34 32 -5.9%
Web Server Generic Cookie Injection Medium 5 4 -20.0%
SSL Certificate Signed Using Weak Hashing Algorithm Medium 20 12 -40.0%
F5 BIG-IP Cookie Remote Information Disclosure Medium 7 4 -4295%
FTP Server Traversal Arbitrary File Access Medium 4 2 -50.0%
SSL Weak Cipher Suites Supported Medium 1 0 -100.0%
DNS Server Spoofed Request Amplification DDoS Medium 1 0 -100.0%
LDAP NULL BASE Search Access Medium 1 0 -100.0%
SSL Certificate with Wrong Hostname Medium 1 0 -100.0%
mDNS Detection (Remote Network) Medium 1 0 -100.0%
Unencrypted Telnet Server Medium 2 0 -100.0%
Microsoft Windows Remote Desktop Protocol Server Man-in-the-Middle Medium 1 0 -100.0%
Weakness
OpenSSL < 0.9.8y Multiple Vulnerabilities Low 0 2 -%
Web Server HTTP Header Internal IP Disclosure Low 0 1 -%
FTP Supports Cleartext Authentication Low 55 57 3.6%
OpenSSL AES-NI Padding Oracle MitM Information Disclosure Low 12 12 0.0%
SSH Server CBC Mode Ciphers Enabled Low 54 54 0.0%
Web Server PROPFIND Method Internal IP Disclosure Low 1 1 0.0%
X Server Detection Low 1 1 0.0%
SSH Weak MAC Algorithms Enabled Low 57 53 -7.0%
Anonymous FTP Enabled Low 57 51 -10.5%
OpenSSL < 1.1.0 Default Weak 64-bit Block Cipher (SWEET32) Low 16 14 -12.5%
SSL Certificate Chain Contains RSA Keys Less Than 2048 bits Low 8 4  -50.0%
SSL Anonymous Cipher Suites Supported Low 4 1 -75.0%
Terminal Services Encryption Level is not FIPS-140 Compliant Low 1 0 -100.0%
Transport Layer Security (TLS) Protocol CRIME Vulnerability Low 1 0 -100.0%
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Appendix B Vulnerability Changes Since Last Report

B.1 Mitigated Vulnerabilities

This section lists the vulnerabilities that were included on the previous report, but were not detected by the latest scans. The initial detection and mitigation detection dates

are provided, plus the number of days it took to mitigate each vulnerabilty.

Owner Vulnerability Severity Host Port Initial Mitigation  Days To
Detection Detected (UTC) Mitigate
SUB_ORG Apple Mac OS X Find-By-Content .DS_Store Web Direc- High x.x.85.18 80 2016-08-26 2016-09-18 06:37 23
tory Listing
SUB_ORG IPMI v2.0 Password Hash Disclosure High x.x.90.53 623 2016-09-11 2016-09-13 14:39 2
SUB_ORG SSH Protocol Version 1 Session Key Retrieval High x.x.20.22 22 2016-07-05 2016-09-18 19:58 75
SUB_ORG Apache HTTP Server httpOnly Cookie Information Disclo- Medium x.x.144.156 443  2016-09-12 2016-09-16 10:28 4
sure
SUB_ORG Apache HTTP Server httpOnly Cookie Information Disclo- Medium x.x.179.250 80 2016-08-25 NA NA
sure
SUB_ORG Apache Server ETag Header Information Disclosure Medium x.x.132.84 80 2016-08-28 2016-09-15 00:31 18
SUB_ORG Apache Server ETag Header Information Disclosure Medium  x.x.164.15 80 2016-03-01 2016-09-12 12:37 195
SUB_ORG Apache Server ETag Header Information Disclosure Medium x.x.164.165 80 2016-09-08 2016-09-12 14:44 4
SUB_ORG Apache Server ETag Header Information Disclosure Medium  x.x.197.99 80 2016-06-08 NA NA
SUB_ORG Apache Server ETag Header Information Disclosure Medium x.x.198.223 80 2016-07-18 2016-09-16 06:00 60
SUB_ORG Apache Server ETag Header Information Disclosure Medium  x.x.20.176 80 2016-08-19 2016-09-19 00:24 30
SUB_ORG Apache Server ETag Header Information Disclosure Medium x.Xx.23.86 80 2016-08-28 2016-09-19 01:01 22
SUB_ORG Apache Server ETag Header Information Disclosure Medium x.x.50.78 80 2016-08-27 2016-09-19 00:00 23
SUB_ORG DNS Server Spoofed Request Amplification DDoS Medium  x.x.230.10 53 2014-05-07 2016-09-19 03:13 866
SUB_ORG F5 BIG-IP Cookie Remote Information Disclosure Medium x.x.131.110 443 2016-03-19 2016-09-18 20:59 183
SUB_ORG F5 BIG-IP Cookie Remote Information Disclosure Medium x.x.144.156 443 2016-09-12 2016-09-16 10:28 4
SUB_ORG F5 BIG-IP Cookie Remote Information Disclosure Medium x.x.243.56 443 2014-10-19 2016-09-1500:01 697
SAMPLE FTP Server Traversal Arbitrary File Access Medium x.x.199.131 21 2016-06-29 2016-09-14 23:45 78
SAMPLE FTP Server Traversal Arbitrary File Access Medium x.x.199.249 21 2016-07-31 2016-09-1420:08 45
SUB_ORG FTP Writable Directories Medium x.X.233.40 21 2016-05-14 2016-09-15 02:50 124
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.111.83 80 2016-03-17 NA NA
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.144.156 443 2016-09-12 2016-09-16 10:28 4
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.168.220 80 2016-09-07 NA NA
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium  x.x.20.176 80 2016-08-19 2016-09-19 00:24 30
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.Xx.38.146 80 2016-08-26 2016-09-17 04:12 21
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.Xx.38.146 443 2016-08-26 2016-09-17 04:12 21
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.50.78 80 2016-09-02 2016-09-19 00:00 16
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Owner Vulnerability Severity Host Port Initial Mitigation ~ Days To

Detection Detected (UTC) Mitigate
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.84.7 80 2016-05-15 2016-09-19 00:24 127
SUB_ORG Internet Key Exchange (IKE) Aggressive Mode with Pre- Medium x.x.25.140 500 2014-03-18 2016-09-14 20:08 911

Shared Key
SUB_ORG LDAP NULL BASE Search Access Medium x.x.138.123 389 2016-06-04 2016-09-14 23:57 103
SUB_ORG Microsoft Windows Remote Desktop Protocol Server Medium x.x.181.62 3389 2016-08-29 2016-09-19 01:52 21
Man-in-the-Middle Weakness

SUB_ORG SSH Weak Algorithms Supported Medium  x.x.128.37 22 2016-06-18 NA NA
SUB_ORG SSH Weak Algorithms Supported Medium x.x.128.61 22 2016-08-29 2016-09-19 01:29 21
SUB_ORG SSH Weak Algorithms Supported Medium x.x.163.173 22 2016-08-27 2016-09-19 00:31 22
SUB_ORG SSH Weak Algorithms Supported Medium  x.x.168.45 22 2016-06-17 2016-09-14 21:22 89
SUB_ORG SSH Weak Algorithms Supported Medium  x.x.200.17 22 2016-09-09 2016-09-13 22:03 4
SUB_ORG SSH Weak Algorithms Supported Medium x.x.235.7 22 2016-04-09 2016-09-19 03:13 163
SUB_ORG SSH Weak Algorithms Supported Medium  x.x.254.21 22 2016-04-10 NA NA
SUB_ORG SSH Weak Algorithms Supported Medium X.X.66.37 22 2016-08-24 2016-09-13 01:22 19
SUB_ORG SSH Weak Algorithms Supported Medium x.x.9.13 801 2016-04-09 NA NA
SAMPLE SSL Certificate Cannot Be Trusted Medium x.x.91.10 443 2016-03-25 2016-09-18 20:30 177
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.0.113 443 2016-09-04 2016-09-12 13:55 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.103.239 443  2016-09-07 NA NA
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.105.81 443 2016-09-04 2016-09-12 15:58 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.110.202 443 2014-06-02 2016-09-18 23:41 840
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.113.206 43218 2016-06-06 NA NA
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.125.153 443  2015-01-25 2016-09-12 16:46 597
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.125.153 8443 2016-08-14 2016-09-12 16:46 29
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.125.153 8843 2016-08-14 2016-09-12 16:46 29
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.129.16 443 2016-09-02 2016-09-18 22:01 17
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.130.243 443 2016-09-02 2016-09-12 14:47 10
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.130.78 443  2016-09-02 2016-09-14 18:51 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.131.141 443 2016-09-09 2016-09-14 01:43 4
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.131.189 443  2016-09-11 2016-09-15 02:00 4
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.132.84 443 2016-08-28 2016-09-1500:31 18
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.133.127 443 2016-06-28 NA NA
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.140.30 443  2016-09-07 NA NA
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.140.39 443 2016-09-01 2016-09-19 01:52 17
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.143.10 443  2016-09-04 2016-09-12 14:58 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.161.120 443  2016-09-03 2016-09-16 02:23 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.161.125 443 2016-09-07 NA NA
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.161.126 443  2016-09-01 2016-09-19 02:45 18
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.164.57 443 2016-09-04 2016-09-16 06:05 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.165.10 443 2014-05-23 2016-09-18 21:27 849

(0NO4) A[uQ dsn TePYJO 10g



9107 ‘61 Jquardss - (0NOL) ATUO 35N [EPYJO 104

Y

Owner Vulnerability Severity Host Port Initial Mitigation ~ Days To

Detection Detected (UTC) Mitigate
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.165.13 443 2016-09-02 2016-09-18 21:56 17
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.167.135 443  2016-09-04 2016-09-12 13:02 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.170 443 2016-09-02 2016-09-1501:19 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.210 443 2016-09-04 2016-09-12 14:44 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.211 443  2016-09-04 2016-09-16 16:25 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.181.62 3389 2016-08-29 2016-09-19 01:52 21
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.182.76 443 2016-09-08 2016-09-12 13:45 4
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.19.242 443 2016-03-23 2016-09-16 08:16 177
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.19.251 443 2016-08-12 2016-09-19 03:58 38
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.31 443 2016-09-02 2016-09-18 21:46 17
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.32 443  2016-09-07 2016-09-15122:13 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.53 443 2016-09-02 2016-09-18 22:01 17
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.85 443 2016-08-28 2016-09-19 01:06 22
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.205.241 443 2016-09-04 2016-09-12 13:34 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.21.98 443 2016-06-02 NA NA
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.22.148 443  2014-02-12 NA NA
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.22.152 443 2015-12-26 NA NA
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.24.28 443 2016-09-04 2016-09-12 14:52 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.246.149 443 2014-05-30 NA NA
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.248.132 443 2016-09-04 2016-09-16 05:34 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.248.134 443 2016-07-11 2016-09-15 00:05 66
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.248.141 443 2016-09-10 2016-09-14 23:55 4
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.248.91 465 2015-01-07 2016-09-16 01:25 618
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.25.110 443 2016-09-04 2016-09-12 14:01 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.25.129 443 2016-09-04 2016-09-12 14:01 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.25.140 443 2015-02-01 2016-09-14 20:08 592
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.250.62 443 2016-08-07 NA NA
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.29.153 443 2016-03-20 2016-09-18 06:47 182
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.X.3.93 443  2016-09-04 2016-09-12 13:44 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.3.98 443 2016-09-02 2016-09-12 14:44 10
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.30.57 443 2016-09-04 2016-09-12 15:05 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.32.161 443  2016-09-04 2016-09-12 13:56 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.36.169 443  2016-09-04 2016-09-12 11:37 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.36.204 443 2016-09-04 2016-09-12 13:27 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.38.140 443 2016-09-04 2016-09-12 15:34 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.5.152 443 2016-09-01 2016-09-15 00:26 14
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.51.209 443 2016-09-08 2016-09-12 15:51 4
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.X.64.7 443 2014-05-15 2016-09-12 14:08 852
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.64.7 443  2016-09-04 2016-09-12 14:14 8
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SUB_ORG SSL Certificate Cannot Be Trusted Medium X.X.64.9 443 2016-09-02 2016-09-12 14:37 10
SUB_ORG SSL Certificate Cannot Be Trusted Medium  x.x.65.193 443  2016-09-08 2016-09-12 14:35 4
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.X.65.35 443 2016-09-04 2016-09-12 13:41 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.X.76.129 443 2016-09-08 2016-09-12 13:53 4
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.90.53 443  2016-09-11 2016-09-14 15:18 3
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.91.233 443 2016-09-04 2016-09-12 14:07 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.91.6 443 2016-09-04 2016-09-12 13:56 8
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium x.x.0.113 443  2016-09-04 2016-09-12 13:55 8
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium x.x.105.81 443 2016-09-04 2016-09-12 15:58 8
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium x.x.125.153 443 2016-09-08 2016-09-12 16:46 4
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium x.x.125.153 8443 2016-09-08 2016-09-12 16:46 4
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium x.x.125.153 8843 2016-09-08 2016-09-12 16:46 4
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium x.x.167.135 443  2016-09-04 2016-09-12 13:02 8
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium x.x.181.62 3389 2016-09-10 2016-09-19 01:52 8
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium  x.x.248.91 465 2015-09-27 2016-09-16 01:25 354
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium  x.x.25.140 443 2016-08-13 2016-09-14 20:08 33
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium  x.x.32.161 443 2016-09-04 2016-09-12 13:56 8
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium  x.x.38.140 443  2016-09-04 2016-09-12 15:34 8
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium X.X.64.7 443  2016-09-04 2016-09-12 14:14 8
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium X.X.64.9 443  2016-09-02 2016-09-12 14:37 10
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium x.x.90.53 443 2016-09-11 2016-09-14 15:18 3
SUB_ORG SSL Certificate with Wrong Hostname Medium  x.x.10.162 443 2016-08-28 2016-09-1500:08 18
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.111.83 443 2016-03-17 2016-09-15 05:30 182
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.115.37 993 2016-08-14 2016-09-1401:43 30
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.133.127 443 2016-06-28 NA NA
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.140.18 443 2016-09-08 2016-09-12 13:53 4
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.140.27 443  2016-09-04 2016-09-12 19:08 8
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.140.42 443  2016-09-05 2016-09-17 17:30 12
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.179.100 443  2016-03-06 2016-09-14 05:53 192
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.181.62 3389 2016-08-29 2016-09-19 01:52 21
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.2.50 443  2016-09-05 2016-09-13 13:32 8
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.212.32 443 2016-05-17 2016-09-13 01:25 119
SUB_ORG SSL Self-Signed Certificate Medium x.x.103.239 443  2016-09-07 NA NA
SUB_ORG SSL Self-Signed Certificate Medium  x.x.105.81 443  2016-09-04 2016-09-12 15:58 8
SUB_ORG SSL Self-Signed Certificate Medium x.x.125.153 443 2015-01-25 2016-09-12 16:46 597
SUB_ORG SSL Self-Signed Certificate Medium x.x.125.153 8443 2016-08-14 2016-09-12 16:46 29
SUB_ORG SSL Self-Signed Certificate Medium x.x.125.153 8843 2016-08-14 2016-09-12 16:46 29
SUB_ORG SSL Self-Signed Certificate Medium  x.x.129.16 443  2016-09-02 2016-09-18 22:01 17
SUB_ORG SSL Self-Signed Certificate Medium x.x.131.141 443 2016-09-09 2016-09-1401:43 4
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SUB_ORG SSL Self-Signed Certificate Medium x.x.132.84 443 2016-08-28 2016-09-1500:31 18
SUB_ORG SSL Self-Signed Certificate Medium x.x.133.127 443  2016-09-07 NA NA
SUB_ORG SSL Self-Signed Certificate Medium x.x.165.10 443 2014-05-23 2016-09-18 21:27 849
SUB_ORG SSL Self—Signed Certificate Medium x.x.167.135 443 2016-09-04 2016-09-12 13:02 8
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.170 443  2016-09-02 2016-09-1501:19 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.210 443  2016-09-04 2016-09-12 14:44 8
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.211 443 2016-09-04 2016-09-16 16:25 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.181.62 3389 2016-08-29 2016-09-19 01:52 21
SUB_ORG SSL Self—Signed Certificate Medium x.x.19.242 443 2016-03-23 2016-09-16 08:16 177
SUB_ORG SSL Self-Signed Certificate Medium x.x.19.251 443 2016-08-12 2016-09-19 03:58 38
SUB_ORG SSL Self-Signed Certificate Medium xX.X.22.148 443  2015-11-20 NA NA
SUB_ORG SSL Self-Signed Certificate Medium x.x.22.152 443 2015-12-26 NA NA
SUB_ORG SSL Self-Signed Certificate Medium x.x.246.149 443  2015-02-08 NA NA
SUB_ORG SSL Self—Signed Certificate Medium x.x.248.132 443 2016-09-04 2016-09-16 05:34 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.248.134 443 2016-09-06 2016-09-1500:05 8
SUB_ORG SSL Self-Signed Certificate Medium x.x.248.141 443 2016-09-10 2016-09-14 23:55 4
SUB_ORG SSL Self-Signed Certificate Medium  x.x.248.91 465 2015-01-07 2016-09-16 01:25 618
SUB_ORG SSL Self-Signed Certificate Medium x.X.25.140 443 2016-08-13 2016-09-14 20:08 33
SUB_ORG SSL Self-Signed Certificate Medium x.x.29.153 443 2016-03-20 2016-09-18 06:47 182
SUB_ORG SSL Self-Signed Certificate Medium x.x.32.161 443 2016-09-04 2016-09-12 13:56 8
SUB_ORG SSL Self-Signed Certificate Medium x.x.38.140 443 2016-09-04 2016-09-12 15:34 8
SUB_ORG SSL Self-Signed Certificate Medium X.X.64.7 443 2016-09-04 2016-09-12 14:14 8
SUB_ORG SSL Self-Signed Certificate Medium X.X.64.9 443 2016-09-02 2016-09-12 14:37 10
SUB_ORG SSL Version 2 and 3 Protocol Detection Medium x.x.104.52 993 2015-02-20 2016-09-14 19:28 572
SUB_ORG SSL Version 2 and 3 Protocol Detection Medium x.x.111.83 443 2016-03-17 2016-09-1505:30 182
SUB_ORG SSL Version 2 and 3 Protocol Detection Medium x.x.195.99 993 2015-09-05 2016-09-19 04:14 380
SUB_ORG SSL Weak Cipher Suites Supported Medium x.x.133.127 443  2016-06-28 NA NA
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.0.100 443 2016-07-22 2016-09-13 09:05 52
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.0.41 443 2016-07-31 2016-09-14 18:07 45
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.0.54 443  2016-07-22 2016-09-13 06:04 52
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  x.x.111.83 443 2016-03-17 2016-09-15 05:30 182
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  x.x.140.18 443  2016-09-08 2016-09-12 13:53 4
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.140.27 443 2016-09-04 2016-09-12 19:08 8
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.140.42 443  2016-09-05 2016-09-17 17:30 12
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  x.x.140.81 443 2016-07-03 2016-09-17 17:39 76
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.161.118 443 2016-07-12 2016-09-12 22:48 62
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.161.121 443  2016-09-10 2016-09-14 14:54 4
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.161.122 443 2016-08-14 2016-09-1501:27 32
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.161.123 443  2016-09-02 2016-09-13 20:10 11
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SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.161.127 443 2016-07-11 2016-09-14 19:49 65
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.161.97 443  2016-08-13 2016-09-13 14:12 31
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.161.99 443 2016-08-27 2016-09-16 15:31 21
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  x.x.197.29 443 2016-08-06 2016-09-12 22:29 37
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  x.x.197.31 443  2016-07-23 2016-09-18 21:46 57
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.197.36 443  2016-09-05 2016-09-17 18:34 12
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.197.45 443 2016-07-23 2016-09-18 23:34 57
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  x.x.197.72 443  2016-09-09 2016-09-13 04:06 4
SUB_ORG Unencrypted Telnet Server Medium x.x.201.158 23  2014-09-01 2016-09-19 02:22 749
SUB_ORG Unencrypted Telnet Server Medium x.x.201.158 24 2014-09-01 2016-09-19 02:22 749
SUB_ORG Web Server Generic Cookie Injection Medium X.X.242.77 443  2015-12-17 2016-09-14 18:36 272
SUB_ORG Web Server Generic Cookie Injection Medium  x.x.242.92 443 2016-02-03 2016-09-18 19:58 229
SUB_ORG Web Server Uses Non Random Session IDs Medium  x.x.124.94 80 2016-08-27 2016-09-1420:09 18
SUB_ORG mDNS Detection (Remote Network) Medium x.x.172.47 5353 2016-08-21 2016-09-14 19:54 24
SAMPLE Anonymous FTP Enabled Low x.x.199.249 21 2014-05-28 2016-09-14 20:08 840
SUB_ORG Anonymous FTP Enabled Low x.x.112.109 21 2016-08-28 2016-09-16 06:04 19
SUB_ORG Anonymous FTP Enabled Low xx.173.219 21 2016-08-26 2016-09-14 23:02 19
SUB_ORG Anonymous FTP Enabled Low x.x.191.12 21 2016-02-13 2016-09-17 01:58 217
SUB_ORG Anonymous FTP Enabled Low x.X.194.58 21 2016-06-16 2016-09-16 10:14 92
SUB_ORG Anonymous FTP Enabled Low x.x.195.122 21 2014-11-01 2016-09-17 06:09 686
SUB_ORG Anonymous FTP Enabled Low x.x.197.34 21 2015-01-07 2016-09-18 09:35 620
SUB_ORG Anonymous FTP Enabled Low x.x.197.66 21 2014-11-08 NA NA
SUB_ORG Anonymous FTP Enabled Low x.x.197.73 21 2015-11-08 NA NA
SUB_ORG Anonymous FTP Enabled Low  x.x.197.84 21 2015-12-17 NA NA
SUB_ORG Anonymous FTP Enabled Low x.x.197.87 21 2016-03-10 2016-09-20 00:20 194
SUB_ORG Anonymous FTP Enabled Low x.x.197.88 21 2015-12-17 NA NA
SUB_ORG Anonymous FTP Enabled Low x.x.197.92 21 2016-06-18 NA NA
SUB_ORG Anonymous FTP Enabled Low x.x.197.95 21 2016-03-18 2016-09-18 05:46 184
SUB_ORG Anonymous FTP Enabled Low x.X.197.99 21 2016-06-09 NA NA
SUB_ORG Anonymous FTP Enabled Low x.x.200.15 21 2014-03-01 NA NA
SUB_ORG Anonymous FTP Enabled Low x.X.233.40 21 2016-05-14 2016-09-15 02:50 124
SUB_ORG FTP Supports Cleartext Authentication Low x.x.112.109 21 2016-08-28 2016-09-16 06:04 19
SUB_ORG FTP Supports Cleartext Authentication Low  xx.115.36 21  2016-09-06 2016-09-12 23:13 6
SUB_ORG FTP Supports Cleartext Authentication Low x.x.163.127 21 2016-08-19 2016-09-15 23:08 27
SUB_ORG FTP Supports Cleartext Authentication Low x.x.191.12 21 2016-02-13 2016-09-17 01:58 217
SUB_ORG FTP Supports Cleartext Authentication Low x.x.195.122 21 2014-11-01 2016-09-17 06:09 686
SUB_ORG FTP Supports Cleartext Authentication Low  x.x.197.34 21 2014-11-03 2016-09-20 02:02 687
SUB_ORG FTP Supports Cleartext Authentication Low  x.x.197.50 21 2014-11-02 NA NA
SUB_ORG FTP Supports Cleartext Authentication Low  xx.197.73 21 2015-11-08 2016-09-20 11:22 317
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SUB_ORG FTP Supports Cleartext Authentication Low  x.x.197.99 21 2016-06-02 NA NA
SUB_ORG FTP Supports Cleartext Authentication Low  x.x.22.148 21 2014-02-12 NA NA
SUB_ORG OpenSSL < 1.1.0 Default Weak 64-bit Block Cipher Low x.x.160.173 443 2016-09-10 2016-09-1521:02 5
(SWEET32)
SUB_ORG OpenSSL < 1.1.0 Default Weak 64-bit Block Cipher Low  x.x.186.38 80 2016-08-27 2016-09-19 00:57 22
(SWEET32)
SUB_ORG OpenSSL < 1.1.0 Default Weak 64-bit Block Cipher Low x.Xx.186.38 443 2016-08-27 2016-09-19 00:57 22
(SWEET32)
SUB_ORG OpenSSL < 1.1.0 Default Weak 64-bit Block Cipher Low x.x.22.148 80 2016-08-29 2016-09-16 09:58 18
(SWEET32)
SUB_ORG OpenSSL < 1.1.0 Default Weak 64-bit Block Cipher Low  x.x.22.148 443 2016-08-29 2016-09-16 09:58 18
(SWEET32)
SUB_ORG OpenSSL AES-NI Padding Oracle MitM Information Dis- Low xx.131.110 443 2016-06-16 2016-09-18 20:59 95
closure
SUB_ORG OpenSSL AES-NI Padding Oracle MitM Information Dis- Low x.x.144.91 443 2016-08-27 2016-09-12 14:40 16
closure
SUB_ORG OpenSSL AES-NI Padding Oracle MitM Information Dis- Low x.x.167.135 443  2016-06-21 2016-09-16 14:02 87
closure
SUB_ORG OpenSSL AES-NI Padding Oracle MitM Information Dis- Low x.x.244.143 443 2016-08-24 2016-09-19 00:13 25
closure
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.112.89 22 2016-09-08 2016-09-14 14:12 6
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low xx.114.227 22 2016-06-15 2016-09-16 12:06 93
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.128.37 22 2016-06-18 NA NA
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.128.61 22 2016-08-29 2016-09-19 01:29 21
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.163.173 22 2016-08-27 2016-09-19 00:31 22
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.168.45 22 2016-06-17 2016-09-14121:22 89
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.195.20 22 2016-05-12 2016-09-17 05:56 128
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.20.22 22 2016-07-05 2016-09-18 19:58 75
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.200.17 22 2016-09-09 2016-09-13 22:03 4
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.235.7 22 2016-03-08 2016-09-19 03:13 194
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.Xx.254.21 22 2016-03-04 NA NA
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.38.38 22 2016-09-07 NA NA
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low X.X.66.37 22 2016-08-24 2016-09-13 01:22 19
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.9.13 801 2016-02-13 NA NA
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.90.53 22 2016-09-11 2016-09-14 15:18 3
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.112.89 22 2016-09-08 2016-09-14 14:12 6
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.114.227 22 2016-06-15 2016-09-16 12:06 93
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.128.37 22 2016-06-18 NA NA
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.128.61 22 2016-08-29 2016-09-19 01:29 21
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SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.154.82 22 2014-05-21 2016-09-16 06:02 849
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.163.173 22 2016-08-27 2016-09-19 00:31 22
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.168.45 22 2016-06-17 2016-09-14 21:22 89
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.195.20 22 2015-11-09 2016-09-17 05:56 313
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.20.22 22 2016-07-05 2016-09-18 19:58 75
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.200.17 22 2016-09-09 2016-09-13 22:03 4
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.235.7 22 2016-03-08 2016-09-19 03:13 194
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.254.21 22 2016-03-04 NA NA
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.38.38 22 2016-09-07 NA NA
SUB_ORG SSH Weak MAC Algorithms Enabled Low X.X.66.37 22 2016-08-24 2016-09-13 01:22 19
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.9.13 801 2016-02-13 NA NA
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.90.53 22 2016-09-11 2016-09-14 15:18 3
SAMPLE SSL Anonymous Cipher Suites Supported Low x.x.199.133 443 2016-09-09 2016-09-13 02:05 4
SUB_ORG SSL Anonymous Cipher Suites Supported Low x.x.2.50 443 2016-09-05 2016-09-13 13:32 8
SUB_ORG SSL Anonymous Cipher Suites Supported Low  x.x.38.148 443 2016-07-24 2016-09-1508:16 53
SUB_ORG SSL Certificate Chain Contains RSA Keys Less Than 2048 Low xx.110.202 443 2014-06-02 2016-09-18 23:41 840
bits
SUB_ORG SSL Certificate Chain Contains RSA Keys Less Than 2048 Low xx.113.206 43218 2016-06-06 NA NA
bits
SUB_ORG SSL Certificate Chain Contains RSA Keys Less Than 2048 Low x.X.38.46 443 2016-08-25 2016-09-15 00:17 20
bits
SUB_ORG SSL Certificate Chain Contains RSA Keys Less Than 2048 Low x.x.90.53 443  2016-09-11 2016-09-14 15:18 3
bits
SUB_ORG Terminal Services Encryption Level is not FIPS-140 Com- Low x.x.181.62 3389 2016-08-29 2016-09-19 01:52 21
pliant
SUB_ORG Transport Layer Security (TLS) Protocol CRIME Vulnera- Low x.x.2.50 443  2016-09-01 2016-09-17 15:11 16

bility

B.2 New Vulnerabilities Detected

This section lists the new vulnerabilities that were detected for the first time in the latest scans. The initial detection and latest detection dates are provided for each

vulnerabilty.
Owner Vulnerability Severity Host  Port Initial Detection Latest Detection
(UTC) (UTC)
SUB_ORG OpenSSL Unsupported Critical X.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00
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SUB_ORG OpenSSL Unsupported Critical x.x.60.35 443  2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8f Multiple Vulnerabilities High x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8f Multiple Vulnerabilities High x.X.60.35 443 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8p / 1.0.0b Buffer Overflow High x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8p / 1.0.0b Buffer Overflow High x.x.60.35 443 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8wASN.1 asnl_d2i_read_bio Memory Corrup- High X.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00

tion
SUB_ORG OpenSSL < 0.9.8wASN.1 asnl_d2i_read_bio Memory Corrup- High x.x.60.35 443  2016-09-16 15:00 2016-09-19 05:00
tion

SUB_ORG Apache Server ETag Header Information Disclosure Medium x.x.163.170 80 2016-09-19 00:47 2016-09-19 00:47
SUB_ORG Backup Files Disclosure Medium X.X.242.87 443 2016-09-17 18:15 2016-09-17 18:15
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.198.185 80 2016-09-1217:51 2016-09-1619:17
SUB_ORG OpenSSL 0.9.8 < 0.9.8x DTLS CBC Denial of Service Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8x DTLS CBC Denial of Service Medium x.X.60.35 443 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8za Multiple Vulnerabilities Medium x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8za Multiple Vulnerabilities Medium xx.60.35 443 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8zb Multiple Vulnerabilities Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8zb Multiple Vulnerabilities Medium X.X.60.35 443  2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8zc Multiple Vulnerabilities (POODLE) Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8zc Multiple Vulnerabilities (POODLE) Medium x.X.60.35 443 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8zd Multiple Vulnerabilities (FREAK) Medium X.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8zd Multiple Vulnerabilities (FREAK) Medium x.x.60.35 443 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8zf Multiple Vulnerabilities Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8zf Multiple Vulnerabilities Medium xx.60.35 443 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8zg Multiple Vulnerabilities Medium x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8zg Multiple Vulnerabilities Medium x.x.60.35 443 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8zh X509_ATTRIBUTE Memory Leak DoS Medium x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8zh X509_ATTRIBUTE Memory Leak DoS  Medium xx.60.35 443 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8h Multiple Vulnerabilities Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8h Multiple Vulnerabilities Medium x.X.60.35 443 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8i Denial of Service Medium x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8i Denial of Service Medium x.x.60.35 443  2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8j Signature Spoofing Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8j Signature Spoofing Medium x.x.60.35 443 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8k Multiple Vulnerabilities Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8k Multiple Vulnerabilities Medium x.Xx.60.35 443  2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.81 Multiple Vulnerabilities Medium X.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.81 Multiple Vulnerabilities Medium xx.60.35 443 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8p / 1.0.0e Double Free Vulnerability Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00
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(UTC) (UTC)
SUB_ORG OpenSSL < 0.9.8p / 1.0.0e Double Free Vulnerability Medium x.X.60.35 443  2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8s Multiple Vulnerabilities Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8s Multiple Vulnerabilities Medium x.x.60.35 443  2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8u Multiple Vulnerabilities Medium x.Xx.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8u Multiple Vulnerabilities Medium xx.60.35 443 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG SSH Weak Algorithms Supported Medium x.x.134.209 22 2016-09-16 11:13  2016-09-16 11:13
SUB_ORG SSH Weak Algorithms Supported Medium x.x.163.170 22 2016-09-19 00:47 2016-09-19 00:47
SUB_ORG SSH Weak Algorithms Supported Medium X.X.66.51 22 2016-09-12 17:03 2016-09-16 17:52
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.10.61 443  2016-09-1522:35 2016-09-19 23:39
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.103.252 443 2016-09-12 16:30 2016-09-1617:28
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.105.120 443  2016-09-1503:11 2016-09-19 04:09
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.109.88 443 2016-09-19 00:04 2016-09-19 00:04
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.110.60 443 2016-09-16 15:34 2016-09-16 15:34
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.130.68 443 2016-09-16 03:22 2016-09-20 04:34
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.131.16 443 2016-09-1601:14 2016-09-1601:14
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.16.143 993 2016-09-12 20:44 2016-09-16 21:53
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.16.143 995 2016-09-12 20:44 2016-09-16 21:53
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.161.118 443 2016-09-12 22:48 2016-09-16 23:39
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.164.73 443  2016-09-17 16:50 2016-09-17 16:50
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.165.201 443 2016-09-1523:41 2016-09-2001:03
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.114 443 2016-09-17 04:36 2016-09-17 04:36
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.117 443 2016-09-12 14:32 2016-09-16 15:17
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.165 443  2016-09-12 11:31 2016-09-16 13:22
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.176 443 2016-09-18 00:37 2016-09-18 00:37
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.x.166.21 443 2016-09-16 15:42 2016-09-16 15:42
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.166.69 443 2016-09-18 23:09 2016-09-18 23:09
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.85 443  2016-09-12 14:31 2016-09-16 15:15
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.88 443 2016-09-12 14:32 2016-09-16 15:17
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.200 443  2016-09-16 13:12 2016-09-16 13:12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.217 443 2016-09-18 13:48 2016-09-18 13:48
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.243 443 2016-09-12 16:03 2016-09-16 16:58
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.245 443 2016-09-1517:30 2016-09-19 18:33
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.247 443 2016-09-14 18:35 2016-09-18 19:34
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.68 443 2016-09-16 18:20 2016-09-16 18:20
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.54 443  2016-09-12 18:25 2016-09-16 19:32
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.66 443 2016-09-16 03:56 2016-09-16 03:56
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.67 443  2016-09-1403:13 2016-09-18 04:54
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.72 443 2016-09-13 04:03 2016-09-17 05:11
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.73 443  2016-09-12 16:16 2016-09-16 17:39
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SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.203.59 443 2016-09-12 20:16 2016-09-16 21:06
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.25.26 443  2016-09-16 14:14 2016-09-16 14:14
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.255.148 443 2016-09-14 23:17 2016-09-19 00:12
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.X.38.42 443 2016-09-18 00:58 2016-09-18 00:58
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.55.245 443  2016-09-17 14:15 2016-09-17 14:15
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.X.64.54 443 2016-09-1505:28 2016-09-19 08:18
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.64.54 8443 2016-09-1505:28 2016-09-19 08:18
SUB_ORG SSL Certificate Expiry Medium x.x.156.110 443 2016-09-12 23:50 2016-09-17 01:15
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium x.x.16.143 993 2016-09-12 20:44 2016-09-16 21:53
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium  x.x.16.143 995 2016-09-12 20:44 2016-09-16 21:53
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium  x.x.179.68 443 2016-09-16 18:20 2016-09-16 18:20
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium xx.25.26 443 2016-09-16 14:14 2016-09-16 14:14
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium xx.25.26 443 2016-09-16 14:14 2016-09-16 14:14
SUB_ORG SSL Self—Signed Certificate Medium x.x.103.252 443 2016-09-1216:30 2016-09-1617:28
SUB_ORG SSL Self-Signed Certificate Medium x.x.110.60 443 2016-09-16 15:34 2016-09-16 15:34
SUB_ORG SSL Self-Signed Certificate Medium x.x.130.68 443  2016-09-16 03:22 2016-09-20 04:34
SUB_ORG SSL Self-Signed Certificate Medium x.x.131.16 443  2016-09-16 01:14 2016-09-16 01:14
SUB_ORG SSL Self-Signed Certificate Medium x.Xx.16.143 993 2016-09-12 20:44 2016-09-16 21:53
SUB_ORG SSL Self-Signed Certificate Medium x.x.16.143 995 2016-09-12 20:44 2016-09-16 21:53
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.114 443  2016-09-17 04:36 2016-09-17 04:36
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.117 443  2016-09-12 14:32 2016-09-16 15:17
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.165 443  2016-09-1211:31 2016-09-16 13:22
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.176 443 2016-09-18 00:37 2016-09-18 00:37
SUB_ORG SSL Self-Signed Certificate Medium x.Xx.166.21 443 2016-09-16 15:42 2016-09-16 15:42
SUB_ORG SSL Self—Signed Certificate Medium x.X.166.69 443 2016-09-18 23:09 2016-09-18 23:09
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.85 443 2016-09-12 14:31 2016-09-16 15:15
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.88 443  2016-09-12 14:32 2016-09-16 15:17
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.20 443  2016-09-12 15:18 2016-09-16 16:20
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.200 443 2016-09-16 13:12 2016-09-16 13:12
SUB_ORG SSL Self—Signed Certificate Medium x.x.179.217 443  2016-09-18 13:48 2016-09-18 13:48
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.243 443 2016-09-12 16:03 2016-09-16 16:58
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.245 443  2016-09-1517:30 2016-09-19 18:33
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.247 443 2016-09-14 18:35 2016-09-18 19:34
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.68 443  2016-09-16 18:20 2016-09-16 18:20
SUB_ORG SSL Self-Signed Certificate Medium x.X.25.26 443 2016-09-16 14:14 2016-09-16 14:14
SUB_ORG SSL Self-Signed Certificate Medium x.X.44.68 443 2016-09-18 23:04 2016-09-18 23:04
SUB_ORG SSL Self-Signed Certificate Medium x.x.55.245 443  2016-09-17 14:15 2016-09-17 14:15
SUB_ORG SSL Self-Signed Certificate Medium X.X.64.54 8443 2016-09-1505:28 2016-09-19 08:18
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.197.54 443  2016-09-16 19:32 2016-09-16 19:32
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SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.197.66 443  2016-09-16 03:56 2016-09-16 03:56
SUB_ORG Web Server Generic Cookie Injection Medium  x.x.242.87 443  2016-09-13 16:59 2016-09-17 18:15
SUB_ORG Anonymous FTP Enabled Low x.x.132.240 21 2016-09-1513:50 2016-09-15 13:50
SUB_ORG Anonymous FTP Enabled Low x.x.17.205 21  2016-09-12 16:10 2016-09-19 14:25
SUB_ORG Anonymous FTP Enabled Low x.x.179.111 21 2016-09-17 20:45 2016-09-17 20:45
SUB_ORG Anonymous FTP Enabled Low x.x.20.84 21 2016-09-13 18:11 2016-09-19 19:34
SUB_ORG FTP Supports Cleartext Authentication Low xx.162.11 21 2016-09-16 17:44 2016-09-16 17:44
SUB_ORG OpenSSL < 0.9.8y Multiple Vulnerabilities Low x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 0.9.8y Multiple Vulnerabilities Low x.x.60.35 443  2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL < 1.1.0 Default Weak 64-bit Block Cipher (SWEET32) Low x.x.130.161 443  2016-09-17 04:47 2016-09-17 04:47
SUB_ORG OpenSSL < 1.1.0 Default Weak 64-bit Block Cipher (SWEET32) Low xx.79.89 443 2016-09-17 02:27 2016-09-17 02:27
SUB_ORG OpenSSL AES-NI Padding Oracle MitM Information Disclosure Low x.X.25.26 443 2016-09-16 14:14 2016-09-16 14:14
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low  x.x.133.42 22 2016-09-16 17:13  2016-09-16 17:13
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.134.209 22 2016-09-16 11:13 2016-09-16 11:13
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.163.170 22 2016-09-19 00:47 2016-09-19 00:47
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.Xx.216.13 22 2016-09-16 15:16 2016-09-16 15:16
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low X.X.66.51 22 2016-09-12 17:03  2016-09-16 17:52
SUB_ORG SSH Weak MAC Algorithms Enabled Low  x.x.133.42 22 2016-09-16 17:13 2016-09-16 17:13
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.134.209 22 2016-09-16 11:13  2016-09-16 11:13
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.163.170 22 2016-09-19 00:47 2016-09-19 00:47
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.216.13 22 2016-09-16 15:16 2016-09-16 15:16
SUB_ORG SSH Weak MAC Algorithms Enabled Low X.X.66.51 22 2016-09-12 17:03 2016-09-16 17:52
SUB_ORG Web Server HTTP Header Internal IP Disclosure Low x.x.249.169 443  2016-09-17 22:50 2016-09-17 22:50

B.3 Re-Detected (Previously-Mitigated) Vulnerabilities

This section lists the vulnerabilities that were previously detected, then mitigated, and were re-detected in the latest scans. The initial detection and latest detection dates

are provided for each vulnerabilty.

Owner Vulnerability Severity Host Port Initial Detection Latest Detection Age

(UTC) (UTC)  Days

SUB_ORG Unsupported Unix Operating System Critical x.x.168.220 NA 2016-08-3102:34 2016-09-18 20:43 18

SUB_ORG SSH Protocol Version 1 Session Key Retrieval High x.x.20.21 22 2016-01-19 00:15 2016-09-18 16:37 243

SUB_ORG Apache HTTP Server httpOnly Cookie Information Medium  x.x.197.60 443  2016-08-26 12:14 2016-09-19 19:48 24
Disclosure

SUB_ORG Apache HTTP Server httpOnly Cookie Information Medium  x.x.197.62 443  2016-09-05 16:51 2016-09-17 19:46 12

Disclosure
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SUB_ORG Apache Server ETag Header Information Disclosure Medium x.x.164.196 80 2016-01-26 05:04 2016-09-1920:38 237
SUB_ORG Apache Server ETag Header Information Disclosure Medium  x.x.195.98 443 2016-03-11 11:50 2016-09-19 00:12 191
SUB_ORG Apache Server ETag Header Information Disclosure Medium x.x.197.58 80 2016-03-07 14:30 2016-09-20 04:22 196
SUB_ORG Apache Server ETag Header Information Disclosure Medium x.x.197.62 443 2016-09-05 16:51 2016-09-17 19:46 12
SUB_ORG Apache Server ETag Header Information Disclosure Medium  x.x.197.66 80 2016-03-07 19:11 2016-09-20 00:44 196
SUB_ORG Apache Server ETag Header Information Disclosure Medium  x.x.243.242 80 2016-03-09 07:58 2016-09-19 04:11 193
SUB_ORG Apache Server ETag Header Information Disclosure Medium  x.x.243.242 443  2016-03-09 07:58 2016-09-19 04:11 193
SUB_ORG FTP Writable Directories Medium x.x.17.243 21 2016-05-13 16:25 2016-09-17 22:20 127
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.163.54 80 2016-09-08 08:07 2016-09-20 12:12 12
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.163.54 443 2016-09-08 08:07 2016-09-20 12:12 12
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.179.163 80 2016-02-29 14:17 2016-09-18 21:18 202
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.179.168 80 2016-01-1523:04 2016-09-18 21:40 246
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.194.198 443 2016-04-05121:59 2016-09-19 23:34 167
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.194.32 443 2016-04-07 23:42 2016-09-19 18:56 164
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.195.98 443 2016-03-1111:50 2016-09-19 00:12 191
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.196.52 443  2016-08-14 15:28 2016-09-19 00:44 35
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.197.60 443  2016-08-26 12:14 2016-09-19 19:48 24
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.Xx.197.62 443 2016-09-05 16:51 2016-09-17 19:46 12
SUB_ORG Internet Key Exchange (IKE) Aggressive Mode with Medium x.x.129.16 500 2013-09-1502:13 2016-09-18 22:00 1099

Pre-Shared Key
SUB_ORG MS12-073: Vulnerabilities in Microsoft IIS Could Al- Medium x.x.196.38 21 2014-05-2412:42 2016-09-18 21:00 848

low Information Disclosure (2733829) (uncreden-

tialed check)
SUB_ORG SSH Weak Algorithms Supported Medium x.x.10.10 15015 2016-04-1110:07 2016-09-18 18:48 160
SUB_ORG SSH Weak Algorithms Supported Medium  x.x.130.40 22 2016-08-27 22:30 2016-09-20 00:06 23
SUB_ORG SSH Weak Algorithms Supported Medium  x.x.195.43 22 2016-04-1012:53 2016-09-20 00:33 162
SUB_ORG SSH Weak Algorithms Supported Medium  x.x.195.58 22 2016-05-23 20:43 2016-09-19 00:08 118
SAMPLE SSL Certificate Cannot Be Trusted Medium x.x.1.46 443 2016-09-04 22:42 2016-09-17 01:23 12
SAMPLE SSL Certificate Cannot Be Trusted Medium x.x.138.131 443 2016-09-04 23:08 2016-09-17 02:24 12
SAMPLE SSL Certificate Cannot Be Trusted Medium x.x.15.6 443 2015-04-16 09:49 2016-09-17 01:18 519
SAMPLE SSL Certificate Cannot Be Trusted Medium x.x.199.132 443 2016-09-04 23:54 2016-09-17 02:29 12
SAMPLE SSL Certificate Cannot Be Trusted Medium x.x.199.133 443 2016-09-04 23:15 2016-09-17 02:58 12
SAMPLE SSL Certificate Cannot Be Trusted Medium x.x.199.145 443 2016-09-04 20:05 2016-09-16 23:17 12
SAMPLE SSL Certificate Cannot Be Trusted Medium x.x.199.237 443 2016-09-04 21:24 2016-09-17 00:46 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.10.139 443 2014-05-27 12:26 2016-09-19 16:39 846
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.10.180 443 2014-11-0301:30 2016-09-18 04:25 685
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.103.112 443 2016-09-05 00:15 2016-09-17 03:39 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.103.113 443 2016-04-0411:29 2016-09-17 03:34 165
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.103.245 443 2016-06-01 16:37 2016-09-17 01:49 107
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SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.108.118 443 2016-09-04 20:30 2016-09-17 00:43 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.108.123 443 2016-09-04 22:43 2016-09-17 02:06 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.124.22 443 2016-09-04 23:18 2016-09-17 02:37 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.124.50 443 2016-09-0501:37 2016-09-17 04:35 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.124.55 443 2016-09-0516:48 2016-09-17 19:34 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.129.17 443 2016-09-04 20:55 2016-09-16 23:40 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.130.161 443 2014-08-26 06:51 2016-09-17 04:47 752
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.130.166 443 2016-09-04 22:46 2016-09-18 04:43 13
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.131.28 443  2016-09-04 21:09 2016-09-17 00:16 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.131.92 443 2016-09-04 21:47 2016-09-17 01:14 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.140.27 443 2016-09-04 17:23 2016-09-16 23:58 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.140.28 443 2016-09-04 04:18 2016-09-20 08:03 16
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.140.38 443 2016-09-03 20:42 2016-09-20 00:52 16
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.140.42 443 2016-09-05 13:27 2016-09-17 17:30 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.140.90 443 2016-09-0422:23 2016-09-17 01:33 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.156.110 443 2016-09-04 21:47 2016-09-17 01:15 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.161.102 443 2016-09-0504:38 2016-09-17 08:05 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.161.123 443 2016-09-02 08:23 2016-09-17 21:53 15
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.161.97 443 2016-09-0512:28 2016-09-17 15:20 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.162.170 443 2016-09-04 19:10 2016-09-16 21:29 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.162.172 443 2016-09-04 22:24 2016-09-17 01:52 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.164.31 443 2015-06-1022:50 2016-09-18 02:00 465
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.164.46 443 2016-03-01 01:55 2016-09-17 02:44 200
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.164.49 443 2016-03-01 16:23 2016-09-16 23:14 199
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.101 443 2016-09-04 22:36 2016-09-17 02:05 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.12 443 2016-09-04 22:45 2016-09-17 03:18 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.166.13 443 2016-09-0500:03 2016-09-17 02:32 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.130 443 2016-09-04 20:30 2016-09-16 23:04 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.135 443 2016-09-0503:12 2016-09-17 07:00 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.166.14 443 2016-09-04 23:36 2016-09-17 02:27 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.16 443 2016-09-0503:13 2016-09-17 05:54 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.160 443 2016-09-04 22:26 2016-09-17 01:59 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.161 443 2016-09-04 22:25 2016-09-18 01:29 13
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.164 443 2016-09-05 00:01 2016-09-17 03:49 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.167 443 2016-09-04 21:38 2016-09-17 00:37 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.168 443 2016-09-04 22:25 2016-09-17 01:37 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.18 443 2016-09-04 23:28 2016-09-17 02:34 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.180 443 2016-09-04 23:44 2016-09-17 02:35 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.181 443 2016-09-04 23:44 2016-09-17 02:29 12
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SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.20 443 2016-09-04 20:56 2016-09-16 23:29 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.166.23 443 2016-09-04 23:27 2016-09-17 02:21 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.166.25 443 2016-09-02 13:48 2016-09-15 17:42 13
SUB_ORG SSL Certificate Cannot Be Trusted Medium xX.X.166.26 443 2016-09-04 20:14 2016-09-16 23:07 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.37 443 2016-09-04 21:50 2016-09-17 01:42 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.39 443 2016-09-04 21:25 2016-09-17 00:15 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.166.40 443 2016-09-04 20:31 2016-09-16 23:36 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.55 443 2016-09-04 23:16 2016-09-17 01:43 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.Xx.166.56 443 2016-09-04 21:48 2016-09-17 00:42 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.166.58 443 2016-09-04 20:30 2016-09-17 23:39 13
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.70 443 2016-09-0500:14 2016-09-17 03:40 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.71 443 2016-09-0501:22 2016-09-17 04:37 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.94 443  2016-09-04 23:14 2016-09-17 01:42 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.167.158 443 2014-05-2513:35 2016-09-20 09:28 848
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.168 443 2016-09-02 05:48 2016-09-18 21:40 16
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.20 443 2016-03-0601:52 2016-09-16 16:20 194
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.203 443 2016-09-04 20:50 2016-09-17 23:39 13
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.204 443 2016-09-04 21:28 2016-09-17 00:51 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.214 443 2016-09-01 13:37 2016-09-15 14:40 14
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.216 443  2016-09-04 19:08 2016-09-1622:21 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.219 443 2016-09-04 18:09 2016-09-16 21:18 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.242 443 2016-09-07 08:02 2016-09-20 10:33 13
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.244 443 2016-09-03 16:34 2016-09-16 21:14 13
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.45 443 2016-09-04 21:27 2016-09-17 00:46 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.50 443 2016-09-04 22:12 2016-09-17 01:50 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.186.47 443 2016-09-04 22:34 2016-09-18 01:22 13
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.186.55 443 2016-09-04 22:34 2016-09-17 01:07 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.186.56 443 2014-08-17 03:17 2016-09-17 02:12 761
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.186.57 443  2014-07-29 21:03 2016-09-17 00:23 780
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.186.57 8443 2016-02-2506:50 2016-09-17 00:23 204
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.186.61 443 2014-10-28 15:50 2016-09-17 01:00 689
SUB_ORG SSL Certificate Cannot Be Trusted Medium xX.X.186.63 443 2014-06-02 14:03 2016-09-17 05:42 837
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.186.68 443 2014-05-28 16:26 2016-09-18 02:42 843
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.186.73 443 2014-05-3020:59 2016-09-17 03:42 840
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.186.87 8443 2016-03-10 04:26 2016-09-17 05:50 191
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.196.26 443 2016-09-0422:28 2016-09-18 01:12 13
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.196.47 443 2014-06-02 06:49 2016-09-18 04:48 838
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.196.48 443 2016-09-04 20:34 2016-09-16 23:45 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.36 443 2016-09-05 13:54 2016-09-17 18:29 12
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SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.62 443 2016-09-0516:51 2016-09-17 19:46 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.70 443 2016-09-08 00:33 2016-09-20 04:15 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.198.101 443 2016-06-09 18:57 2016-09-17 20:44 100
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.198.46 443 2016-09-04 23:37 2016-09-17 02:18 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.2.3 443  2016-09-04 21:50 2016-09-17 01:38 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.2.31 443 2014-06-01 05:09 2016-09-17 01:51 838
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.20.162 443 2016-05-2511:26 2016-09-17 00:29 114
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.202.155 443 2016-08-27 06:33 2016-09-19 13:47 23
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.204.45 443  2016-08-2417:27 2016-09-1519:53 22
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.208.15 443 2016-09-0509:23 2016-09-17 13:09 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.21.114 443 2014-04-19 04:40 2016-09-1622:25 881
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.22.114 443 2014-05-1122:05 2016-09-17 02:49 859
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.22.150 443 2014-08-3021:21 2016-09-17 05:03 748
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.22.151 443 2014-09-03 19:56 2016-09-17 13:47 744
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.X.22.74 443 2015-02-0520:49 2016-09-17 01:38 589
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.Xx.224.24 443 2016-09-03 12:27 2016-09-16 14:56 13
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.233.117 443 2016-07-1213:30 2016-09-17 21:52 67
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.242.201 443 2014-10-30 02:41 2016-09-19 18:53 690
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.X.242.83 443 2016-09-08 04:49 2016-09-16 07:05 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.246.148 443 2013-03-1001:33 2016-09-16 20:35 1286
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.25.141 443 2015-01-29 23:45 2016-09-19 19:16 598
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.252.18 443 2016-09-04 21:21 2016-09-17 00:40 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.252.20 443 2016-07-06 10:18 2016-09-16 15:17 72
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.252.33 443 2016-09-04 21:10 2016-09-17 00:14 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.X.252.40 443 2016-09-01 22:24 2016-09-17 18:59 15
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.252.41 443 2016-09-04 21:03 2016-09-16 23:38 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.252.52 443 2016-09-02 08:48 2016-09-20 02:04 17
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.252.6 443 2016-09-04 23:48 2016-09-17 03:08 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.254.140 443  2012-12-2507:21 2016-09-17 19:22 1362
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.254.172 443 2014-05-29 12:03 2016-09-19 03:55 843
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.254.201 443 2015-07-1411:05 2016-09-17 09:52 430
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.255.133 443 2016-09-05 08:36 2016-09-17 12:05 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.3.104 443 2016-02-1511:53 2016-09-17 00:23 214
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.3.113 443 2016-01-07 06:50 2016-09-17 05:38 253
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.3.132 443 2016-01-08 17:27 2016-09-17 03:02 252
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.3.150 443 2016-01-07 10:32 2016-09-17 04:45 253
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.3.203 443 2016-09-04 01:01 2016-09-17 03:56 13
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.36.115 443 2016-09-04 23:41 2016-09-17 03:35 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.4.10 443 2016-03-1103:39 2016-09-17 02:58 189
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SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.4.100 443  2016-09-04 21:57 2016-09-17 01:17 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.44.68 443 2016-06-1421:15 2016-09-18 23:04 96
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.5.21 443 2016-09-02 10:47 2016-09-20 07:10 17
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.X.76.169 443 2016-09-04 16:35 2016-09-17 20:12 13
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.X.84.242 443 2016-09-02 01:19 2016-09-19 00:49 16
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.91.15 443 2016-06-28 13:55 2016-09-18 04:27 81
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium  x.x.25.141 443 2016-08-13 00:08 2016-09-19 19:16 37
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium xx.91.15 443 2016-06-28 13:55 2016-09-18 04:27 81
SAMPLE SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.56.76 443 2014-01-17 01:10 2016-09-19 20:47 976
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.134.178 443 2015-11-2001:03 2016-09-15 07:56 300
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.140.21 443 2016-08-18 09:50 2016-09-15 18:03 28
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.140.28 443 2016-08-26 18:13 2016-09-16 07:09 20
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.140.30 443  2016-09-07 04:50 2016-09-1511:58 8
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.149.227 443 2014-08-2009:31 2016-09-16 06:11 757
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.162.168 21 2016-07-16 14:47 2016-09-15 13:31 60
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.191.28 443  2015-04-06 20:33  2016-09-15123:16 528
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.242.78 443 2016-08-19 13:20 2016-09-18 17:43 30
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.242.92 443  2016-01-09 00:45 2016-09-18 19:51 253
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.252.40 443 2016-05-07 18:33 2016-09-17 18:59 133
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.38.163 443 2016-08-31 13:52 2016-09-19 00:50 18
SAMPLE SSL Self-Signed Certificate Medium x.x.1.46 443  2016-09-04 22:42 2016-09-17 01:23 12
SAMPLE SSL Self-Signed Certificate Medium x.x.138.131 443  2016-09-04 23:08 2016-09-17 02:24 12
SAMPLE SSL Self-Signed Certificate Medium x.x.15.6 443  2015-04-16 09:49 2016-09-17 01:18 519
SAMPLE SSL Self-Signed Certificate Medium x.x.199.132 443 2016-09-04 23:54 2016-09-17 02:29 12
SAMPLE SSL Self-Signed Certificate Medium x.x.199.133 443 2016-09-04 23:15 2016-09-17 02:58 12
SAMPLE SSL Self-Signed Certificate Medium x.x.199.145 443 2016-09-04 20:05 2016-09-16 23:17 12
SAMPLE SSL Self-Signed Certificate Medium x.x.199.237 443  2016-09-04 21:24 2016-09-17 00:46 12
SUB_ORG SSL Self-Signed Certificate Medium  x.x.10.139 443  2015-11-21121:45 2016-09-19 16:39 302
SUB_ORG SSL Self-Signed Certificate Medium  x.x.10.180 443 2015-11-28 23:13 2016-09-18 04:25 294
SUB_ORG SSL Self-Signed Certificate Medium x.x.103.112 443 2016-09-0500:15 2016-09-17 03:39 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.103.113 443 2016-09-04 23:29 2016-09-17 03:34 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.103.245 443  2016-09-04 22:30 2016-09-17 01:49 12
SUB_ORG SSL Self-Signed Certificate Medium  x.x.129.17 443 2016-09-04 20:55 2016-09-16 23:40 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.130.161 443  2016-09-0502:02 2016-09-17 04:47 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.130.166 443 2016-09-04 22:46 2016-09-18 04:43 13
SUB_ORG SSL Self-Signed Certificate Medium x.x.131.28 443 2016-09-04 21:09 2016-09-17 00:16 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.140.90 443  2016-09-04 22:23 2016-09-17 01:33 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.162.170 443  2016-09-04 19:10 2016-09-16 21:29 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.162.172 443 2016-09-04 22:24 2016-09-17 01:52 12
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SUB_ORG SSL Self-Signed Certificate Medium x.x.164.31 443  2016-09-04 23:05 2016-09-18 02:00 13
SUB_ORG SSL Self-Signed Certificate Medium x.x.164.46 443 2016-09-04 22:44 2016-09-17 02:44 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.164.49 443 2016-09-04 20:22 2016-09-16 23:14 12
SUB_ORG SSL Self—Signed Certificate Medium x.x.166.101 443 2016-09-04 22:36 2016-09-17 02:05 12
SUB_ORG SSL Self-Signed Certificate Medium x.xX.166.12 443  2016-09-04 22:45 2016-09-17 03:18 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.13 443  2016-09-05 00:03 2016-09-17 02:32 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.130 443  2016-09-0420:30 2016-09-16 23:04 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.135 443 2016-09-0503:12 2016-09-17 07:00 12
SUB_ORG SSL Self—Signed Certificate Medium x.x.166.14 443 2016-09-04 23:36 2016-09-17 02:27 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.16 443 2016-09-05 03:13 2016-09-17 05:54 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.160 443  2016-09-04 22:26 2016-09-17 01:59 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.164 443  2016-09-05 00:01 2016-09-17 03:49 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.167 443  2016-09-04 21:38 2016-09-17 00:37 12
SUB_ORG SSL Self—Signed Certificate Medium x.x.166.168 443 2016-09-04 22:25 2016-09-17 01:37 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.18 443 2016-09-04 23:28 2016-09-17 02:34 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.180 443  2016-09-04 23:44 2016-09-17 02:35 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.181 443  2016-09-04 23:44 2016-09-17 02:29 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.20 443  2016-09-04 20:56 2016-09-16 23:29 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.23 443 2016-09-04 23:27 2016-09-17 02:21 12
SUB_ORG SSL Self—Signed Certificate Medium x.x.166.25 443 2016-09-02 13:48 2016-09-15 17:42 13
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.26 443 2016-09-04 20:14 2016-09-16 23:07 12
SUB_ORG SSL Self-Signed Certificate Medium  x.x.166.37 443  2016-09-04 21:50 2016-09-17 01:42 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.39 443  2016-09-04 21:25 2016-09-17 00:15 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.40 443 2016-09-04 20:31 2016-09-16 23:36 12
SUB_ORG SSL Self—Signed Certificate Medium x.x.166.55 443 2016-09-04 23:16 2016-09-17 01:43 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.56 443  2016-09-04 21:48 2016-09-17 00:42 12
SUB_ORG SSL Self-Signed Certificate Medium x.X.166.58 443  2016-09-04 20:30 2016-09-17 23:39 13
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.70 443  2016-09-05 00:14 2016-09-17 03:40 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.71 443  2016-09-0501:22 2016-09-17 04:37 12
SUB_ORG SSL Self—Signed Certificate Medium x.x.166.94 443 2016-09-04 23:14 2016-09-17 01:42 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.167.158 443 2016-09-04 05:26 2016-09-20 09:28 16
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.168 443  2016-09-02 05:48 2016-09-18 21:40 16
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.203 443  2016-09-04 20:50 2016-09-17 23:39 13
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.204 443  2016-09-04 21:28 2016-09-17 00:51 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.214 443 2016-09-01 13:37 2016-09-15 14:40 14
SUB_ORG SSL Self—Signed Certificate Medium x.x.179.216 443 2016-09-04 19:08 2016-09-16 22:21 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.219 443 2016-09-04 18:09 2016-09-16 21:18 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.242 443 2016-09-07 08:02 2016-09-20 10:33 13
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.244 443  2016-09-03 16:34 2016-09-16 21:14 13

(0NO4) A[uQ dsn TePYJO 10g



9107 ‘61 Jquardss - (0NOL) ATUO 35N [EPYJO 104

Iy

Owner Vulnerability Severity Host Port Initial Detection Latest Detection Age

(UTC) (UTC)  Days
SUB_ORG SSL Self-Signed Certificate Medium  x.x.179.45 443  2016-09-04 21:27 2016-09-17 00:46 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.50 443  2016-09-0422:12 2016-09-17 01:50 12
SUB_ORG SSL Self—Signed Certificate Medium x.X.186.47 443 2016-09-04 22:34 2016-09-18 01:22 13
SUB_ORG SSL Self—Signed Certificate Medium x.X.186.55 443 2016-09-04 22:34 2016-09-17 01:07 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.186.56 443  2016-09-04 23:09 2016-09-17 02:12 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.186.57 443  2016-09-04 20:44 2016-09-17 00:23 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.186.57 8443 2016-09-04 20:44 2016-09-17 00:23 12
SUB_ORG SSL Self—Signed Certificate Medium x.x.186.61 443 2015-11-23 23:05 2016-09-17 01:00 298
SUB_ORG SSL Self—Signed Certificate Medium x.X.186.63 443  2015-11-22 09:59 2016-09-17 05:42 299
SUB_ORG SSL Se]f—Signed Certificate Medium x.X.186.68 443 2015-11-2420:05 2016-09-18 02:42 298
SUB_ORG SSL Self-Signed Certificate Medium x.x.186.73 443  2015-11-22 11:15 2016-09-17 03:42 299
SUB_ORG SSL Self-Signed Certificate Medium x.x.186.87 8443 2016-03-10 04:26 2016-09-17 05:50 191
SUB_ORG SSL Self-Signed Certificate Medium x.x.198.101 443 2016-06-09 18:57 2016-09-17 20:44 100
SUB_ORG SSL Self—Signed Certificate Medium x.X.198.46 443 2016-09-04 23:37 2016-09-17 02:18 12
SUB_ORG SSL Se]f—Signed Certificate Medium x.x.2.31 443 2016-09-04 23:18 2016-09-17 01:51 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.20.162 443  2016-09-04 21:21 2016-09-17 00:29 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.208.15 443  2016-09-0509:23 2016-09-17 13:09 12
SUB_ORG SSL Self—Signed Certificate Medium x.x.22.114 443 2014-05-11122:05 2016-09-17 02:49 859
SUB_ORG SSL Self-Signed Certificate Medium x.X.22.150 443 2014-08-3021:21 2016-09-17 05:03 748
SUB_ORG SSL Self—Signed Certificate Medium x.x.22.151 443 2014-09-03 19:56 2016-09-17 13:47 744
SUB_ORG SSL Self-Signed Certificate Medium X.X.22.74 443  2016-09-04 22:59 2016-09-17 01:38 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.233.117 443  2016-09-02 10:16 2016-09-17 21:52 15
SUB_ORG SSL Self-Signed Certificate Medium X.X.242.83 443 2016-09-08 04:49 2016-09-16 07:05 8
SUB_ORG SSL Self-Signed Certificate Medium x.x.246.148 443 2015-02-0623:28 2016-09-16 20:35 587
SUB_ORG SSL Self—Signed Certificate Medium x.x.25.141 443 2016-08-13 00:08 2016-09-19 19:16 37
SUB_ORG SSL Se]f—Signed Certificate Medium x.X.252.20 443 2016-07-06 10:18 2016-09-16 15:17 72
SUB_ORG SSL Self-Signed Certificate Medium x.x.252.33 443  2016-09-04 21:10 2016-09-17 00:14 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.252.40 443  2016-09-0122:24 2016-09-17 18:59 15
SUB_ORG SSL Self-Signed Certificate Medium x.X.252.52 443  2016-09-02 08:48 2016-09-20 02:04 17
SUB_ORG SSL Self—Signed Certificate Medium x.x.255.133 443 2016-09-0508:36 2016-09-17 12:05 12
SUB_ORG SSL Se]f—Signed Certificate Medium x.x.3.104 443 2016-09-04 21:28 2016-09-17 00:23 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.3.113 443  2016-09-0502:56 2016-09-17 05:38 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.3.132 443  2016-09-04 23:57 2016-09-17 03:02 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.3.150 443  2016-09-0502:13 2016-09-17 04:45 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.3.203 443  2016-09-04 01:01 2016-09-17 03:56 13
SUB_ORG SSL Self—Signed Certificate Medium X.X.4.10 443 2016-09-04 23:10 2016-09-17 02:58 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.4.100 443  2016-09-04 21:57 2016-09-17 01:17 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.91.15 443  2016-06-28 13:55 2016-09-18 04:27 81
SUB_ORG SSL Version 2 and 3 Protocol Detection Medium x.x.191.28 443 2015-04-06 20:33 2016-09-15 23:16 528
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Owner Vulnerability Severity Host Port Initial Detection Latest Detection Age

(UTC) (UTC)  Days
SUB_ORG SSL Version 2 and 3 Protocol Detection Medium x.x.195.98 993 2016-03-1111:50 2016-09-19 00:12 191
SUB_ORG SSL Version 2 and 3 Protocol Detection Medium X.X.28.47 443 2016-08-28 11:39 2016-09-15 23:46 18
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.x.0.101 993 2016-07-3100:23 2016-09-15 20:14 46
SUB_ORG ]SaSrIil/)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.x.0.142 443 2016-08-26 21:46 2016-09-15 23:14 20
SUB_ORG ]SaSIIil/)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.x.0.37 443 2016-07-23 06:27 2016-09-15 23:38 54
SUB_ORG ]SaSrEl/)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.x.1.100 443 2016-08-06 20:34 2016-09-15 23:58 40
SUB_ORG ]SalSrIil/)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium xx.1.114 443 2016-08-16 12:38 2016-09-16 00:08 30
SUB_ORG ]SEISIEI/)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.x.130.120 443  2016-08-07 12:46 2016-09-15 18:00 39
SUB_ORG ]SaSrTil/)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.x.140.21 443 2016-08-18 09:50 2016-09-15 18:03 28
SUB_ORG ?ST)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.x.140.28 443 2016-08-26 18:13 2016-09-16 07:09 20
SUB_ORG ]SaSIEl)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.X.140.30 443 2016-09-07 04:50 2016-09-1511:58 8
SUB_ORG ]SZT/)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium  x.x.161.92 443  2016-09-04 03:04 2016-09-16 06:54 12
SUB_ORG ]Se‘SIItl/)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.x.161.94 443 2016-08-06 16:12 2016-09-15 12:04 39
SUB_ORG ]SaSrEl/)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.x.164.94 443 2016-08-26 01:19 2016-09-15 07:00 20
SUB_ORG ]SalSrIil/)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium  x.x.197.28 443 2016-07-02 15:34 2016-09-19 01:00 78
SUB_ORG ]SEISIEI/)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium  x.x.197.33 443  2016-08-27 23:56 2016-09-15 19:38 18
SUB_ORG ]SaSrTil/)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.x.197.39 443 2016-09-07 23:21 2016-09-16 01:13 8
SUB_ORG ?ST)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.x.197.43 443 2016-07-02 04:51 2016-09-16 06:12 76
SUB_ORG ]SaSIEl)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.x.197.47 443 2016-07-23 14:08 2016-09-15 09:04 53
SUB_ORG ]SZT/)TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium  x.x.197.70 443  2016-09-08 00:33 2016-09-16 02:42 8

jam)
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Owner Vulnerability Severity Host Port Initial Detection Latest Detection Age
(UTC) (UTC)  Days
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.x.197.89 443  2016-09-07 03:09 2016-09-15 05:06 8
jam)
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Log- Medium x.x.242.201 443 2015-05-31 04:24 2016-09-15 18:03 473
jam)
SUB_ORG SSLv3 Padding Oracle On Downgraded Legacy Encryp- Medium  x.x.191.28 443  2015-04-06 20:33  2016-09-1523:16 528
tion Vulnerability (POODLE)
SUB_ORG Web Server Uses Non Random Session IDs Medium  x.x.197.49 80 2015-10-27 00:10 2016-09-18 21:00 327
SUB_ORG Anonymous FTP Enabled Low x.x.179.23 21 2016-07-13 13:01 2016-09-16 02:09 64
SUB_ORG Anonymous FTP Enabled Low x.x.194.12 21 2016-05-13 04:18 2016-09-19 08:16 129
SUB_ORG Anonymous FTP Enabled Low x.x.197.50 21 2015-01-07 00:57 2016-09-18 20:58 620
SUB_ORG Anonymous FTP Enabled Low x.x.197.51 21 2015-01-06 20:02 2016-09-2010:16 622
SUB_ORG Anonymous FTP Enabled Low x.x.197.52 21 2015-01-0622:28 2016-09-20 09:22 622
SUB_ORG Anonymous FTP Enabled Low xx.20.176 21 2016-08-23 18:18 2016-09-19 00:17 26
SUB_ORG Anonymous FTP Enabled Low x.X.60.99 21 2016-08-14 15:34 2016-09-17 21:50 34
SAMPLE FTP Supports Cleartext Authentication Low x.x.199.144 21 2016-01-27 21:46 2016-09-20 10:41 236
SUB_ORG FTP Supports Cleartext Authentication Low  x.x.142.10 21 2016-07-23 00:43 2016-09-16 11:54 55
SUB_ORG FTP Supports Cleartext Authentication Low  x.x.179.23 21 2016-07-13 13:01 2016-09-16 02:09 64
SUB_ORG FTP Supports Cleartext Authentication Low x.x.194.198 21 2014-10-12 16:02 2016-09-19 23:34 708
SUB_ORG FTP Supports Cleartext Authentication Low x.X.194.32 21 2014-10-28 19:13 2016-09-19 18:56 691
SUB_ORG FTP Supports Cleartext Authentication Low  xx.195.43 21 2016-03-1102:50 2016-09-2000:33 192
SUB_ORG FTP Supports Cleartext Authentication Low  xx.196.38 21 2014-05-24 12:42 2016-09-18 21:00 848
SUB_ORG FTP Supports Cleartext Authentication Low  xx.197.56 21  2014-08-29 01:13  2016-09-20 10:14 753
SUB_ORG FTP Supports Cleartext Authentication Low  xx.197.58 21  2014-08-23 09:08 2016-09-20 04:22 758
SUB_ORG FTP Supports Cleartext Authentication Low x.x.200.15 21 2014-03-01 18:23 2016-09-16 07:30 929
SUB_ORG FTP Supports Cleartext Authentication Low x.X.60.99 21 2016-08-14 15:34 2016-09-17 21:50 34
SUB_ORG OpenSSL < 1.1.0 Default Weak 64-bit Block Cipher Low x.X.186.42 443 2016-08-28 23:18 2016-09-20 04:24 22
(SWEET32)
SUB_ORG OpenSSL AES-NI Padding Oracle MitM Information Low x.x.134.96 443 2016-06-1516:36 2016-09-15 22:41 92
Disclosure
SUB_ORG OpenSSL AES-NI Padding Oracle MitM Information Low x.x.191.82 443 2016-06-17 08:08 2016-09-17 11:03 92
Disclosure
SUB_ORG OpenSSL AES-NI Padding Oracle MitM Information Low x.x.207.133 443  2016-06-3021:40 2016-09-16 06:30 77
Disclosure
SAMPLE SSH Server CBC Mode Ciphers Enabled Low x.x.1.28 22 2016-08-17 22:50 2016-09-18 04:35 31
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.10.10 15015 2014-08-18 13:43 2016-09-18 18:48 762
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.130.40 22 2016-08-27 22:30 2016-09-20 00:06 23
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.173.86 22 2016-03-09 07:43 2016-09-18 04:36 192
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low  xx.195.43 22 2016-03-1102:50 2016-09-20 00:33 192
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low  xx.195.58 22 2016-05-23 20:43 2016-09-19 00:08 118
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(UTC) (UTC)  Days
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low  xx.195.71 22 2016-03-10 05:40 2016-09-18 01:33 191
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.20.21 22 2016-01-19 00:15 2016-09-19 17:32 244
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.235.235 22 2015-05-17 21:47 2016-09-17 14:54 488
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.4.1 22 2016-01-1419:18 2016-09-18 03:37 247
SAMPLE SSH Weak MAC Algorithms Enabled Low x.x.1.28 22 2015-01-06 20:45 2016-09-18 04:35 620
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.130.40 22 2016-08-27 22:30 2016-09-20 00:06 23
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.154.80 22 2015-11-09 09:45 2016-09-17 04:07 312
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.17.24 22 2016-08-26 19:42 2016-09-14 23:06 19
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.195.43 22 2016-03-1102:50 2016-09-2000:33 192
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.195.58 22 2016-05-23 20:43 2016-09-19 00:08 118
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.20.21 22 2016-01-19 00:15 2016-09-19 17:32 244

B.4 Recently-Detected Vulnerabilities

This section lists the vulnerabilities that were detected since the last report, but not detected in the latest scans. The initial detection and latest detection dates are provided
for each vulnerabilty. It is strongly recommended to verify if the vulnerabilities below were actively mitigated by your organization. If they were not, it is highly likely
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these vulnerabilities will be detected again by future scans.

Owner Vulnerability Severity Host  Port Initial Detection Latest Detection ~ Age

(UTC) (UTC) Days

SUB_ORG Unsupported Unix Operating System Critical x.x.168.220 NA 2016-08-3102:34 2016-09-18 20:43 18

SUB_ORG HP StorageWorks MSA P2000 Default Credentials Critical x.x.17.205 21 2016-09-1113:30 2016-09-13 23:07 2

SUB_ORG OpenSSL Unsupported Critical x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2

SUB_ORG OpenSSL Unsupported Critical x.x.60.35 443 2016-09-16 15:00 2016-09-19 05:00 2

SUB_ORG SSH Protocol Version 1 Session Key Retrieval High x.x.20.21 22 2016-01-19 00:15 2016-09-18 16:37 243

SUB_ORG SSH Protocol Version 1 Session Key Retrieval High x.x.20.22 22 2016-07-0519:48 2016-09-17 18:21 73

SUB_ORG Apple Mac OS X Find-By-Content .DS_Store Web Direc- High x.x.85.18 80 2016-08-26 08:44 2016-09-17 05:37 21
tory Listing

SUB_ORG IPMI v2.0 Password Hash Disclosure High x.x.90.53 623 2016-09-1112:25 2016-09-12 13:33 1

SUB_ORG OpenSSL < 0.9.8w ASN.1 asnl_d2i_read_bio Memory High x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
Corruption

SUB_ORG OpenSSL < 0.9.8w ASN.1 asnl_d2i read bio Memory High X.X.60.35 443  2016-09-16 15:00 2016-09-19 05:00 2
Corruption

SUB_ORG OpenSSL < 0.9.8f Multiple Vulnerabilities High x.x.60.35 443 2016-09-16 15:00 2016-09-19 05:00 2

SUB_ORG OpenSSL < 0.9.8p / 1.0.0b Buffer Overflow High x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2

SUB_ORG OpenSSL < 0.9.8f Multiple Vulnerabilities High x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
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Owner Vulnerability Severity Host  Port Initial Detection Latest Detection ~ Age
(UTC) (UTC) Days
SUB_ORG OpenSSL < 0.9.8p / 1.0.0b Buffer Overflow High X.X.60.35 443 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG PHP 5.6.x < 5.6.25 Multiple Vulnerabilities High X.X.99.28 80 2016-09-1910:13 2016-09-19 10:13 0
SUB_ORG DNS Server Spoofed Request Amplification DDoS Medium x.x.230.10 53 2014-05-07 01:25 2016-09-1502:13 862
SUB_ORG SSL Self-Signed Certificate Medium x.x.165.10 443 2014-05-2310:22 2016-09-14 20:08 845
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.165.10 443 2014-05-2310:22 2016-09-14 20:08 845
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.110.202 443 2014-06-02 07:46 2016-09-14 22:55 835
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.149.227 443 2014-08-2009:31 2016-09-16 06:11 757
SUB_ORG Unencrypted Telnet Server Medium x.x.201.158 23 2014-09-01 09:31 2016-09-1501:11 744
SUB_ORG Unencrypted Telnet Server Medium x.x.201.158 24 2014-09-01 09:31 2016-09-1501:11 744
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.191.28 443  2015-04-06 20:33 2016-09-15123:16 528
SUB_ORG SSL Version 2 and 3 Protocol Detection Medium x.x.191.28 443  2015-04-06 20:33 2016-09-15 23:16 528
SUB_ORG SSLv3 Padding Oracle On Downgraded Legacy Encryption Medium  x.x.191.28 443 2015-04-06 20:33  2016-09-15 23:16 528
Vulnerability (POODLE)
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.242.201 443 2015-05-31 04:24 2016-09-1518:03 473
SUB_ORG F5 BIG-IP Cookie Remote Information Disclosure Medium x.X.243.54 443 2015-06-29 17:23 2016-09-1517:42 444
SUB_ORG SSL Version 2 and 3 Protocol Detection Medium x.x.195.99 993 2015-09-05 15:07 2016-09-15 02:41 375
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.254.173 443 2015-10-26 04:30 2016-09-14 23:20 324
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.134.178 443 2015-11-03 22:19 2016-09-1507:56 316
SUB_ORG Microsoft Windows Remote Desktop Protocol Server Medium x.x.5.195 3389 2015-11-1520:54 2016-09-13 16:15 302
Man-in-the-Middle Weakness
SUB_ORG Terminal Services Doesn’t Use Network Level Authentica- Medium x.x.5.195 3389 2015-11-1520:54 2016-09-13 16:15 302
tion (NLA) Only
SUB_ORG SSL Self-Signed Certificate Medium x.x.5.195 3389 2015-11-15120:54 2016-09-13 16:15 302
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.5.195 3389 2015-11-15120:54 2016-09-13 16:15 302
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.5.195 3389 2015-11-1520:54 2016-09-13 16:15 302
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.134.178 443 2015-11-2001:03 2016-09-1507:56 300
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.164.7 443 2015-12-2117:41 2016-09-12 22:27 266
SUB_ORG SSL Self-Signed Certificate Medium x.x.250.213 443 2015-12-2410:11 2016-09-13 05:14 263
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.250.213 443  2015-12-2410:11 2016-09-13 05:14 263
SUB_ORG SSL Self-Signed Certificate Medium x.x.165.31 993 2016-01-0508:14 2016-09-16 06:07 254
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.165.31 993 2016-01-0508:14 2016-09-16 06:07 254
SUB_ORG Web Server Generic Cookie Injection Medium X.X.242.92 443  2016-02-03 04:52 2016-09-14 18:54 224
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.164.108 443  2016-02-26 20:23 2016-09-16 02:42 202
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.36.245 443 2016-03-0500:17 2016-09-14 06:55 193
SUB_ORG F5 BIG-IP Cookie Remote Information Disclosure Medium x.x.131.110 443  2016-03-19 09:32 2016-09-14 20:07 179
SUB_ORG SSL Self-Signed Certificate Medium x.x.29.153 443 2016-03-2002:16 2016-09-14 04:27 178
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.Xx.29.153 443 2016-03-2002:16 2016-09-14 04:27 178
SAMPLE SSL Certificate Cannot Be Trusted Medium x.x.91.10 443  2016-03-2518:12 2016-09-14 19:08 173
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.252.52 443 2016-03-28 03:56 2016-09-16 01:07 171
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Owner Vulnerability Severity Host  Port Initial Detection Latest Detection ~ Age

(UTC) (UTC) Days
SUB_ORG SSH Weak Algorithms Supported Medium x.x.235.7 22 2016-04-09 04:51 2016-09-1502:14 158
SUB_ORG SSH Weak Algorithms Supported Medium x.x.163.171 22 2016-05-1419:00 2016-09-1420:48 123
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.84.7 80 2016-05-1504:19 2016-09-14 22:50 122
SUB_ORG Web Server Generic Cookie Injection Medium X.X.242.76 443 2016-06-04 13:43 2016-09-16 07:15 103
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  x.x.197.53 443 2016-06-30 07:55 2016-09-14 20:57 76
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.197.43 443 2016-07-02 04:51 2016-09-16 06:12 76
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.197 .44 443 2016-07-03 03:14 2016-09-15 00:02 73
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  x.x.140.81 443  2016-07-03 14:03 2016-09-13 15:02 72
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.197.56 443  2016-07-0519:39 2016-09-15 00:32 71
SUB_ORG FTP Writable Directories Medium x.x.102.87 21  2016-07-12 13:35 2016-09-16 05:58 65
SUB_ORG SSL Self-Signed Certificate Medium x.x.162.168 21 2016-07-12 13:37 2016-09-15 13:31 64
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.162.168 21 2016-07-12 13:37 2016-09-15 13:31 64
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.233.241 443 2016-07-14 07:17 2016-09-16 03:18 63
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.162.168 21 2016-07-16 14:47 2016-09-15 13:31 60
SUB_ORG Apache Server ETag Header Information Disclosure Medium  x.x.163.88 80 2016-07-17 23:40 2016-09-15 19:23 59
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.0.37 443 2016-07-23 06:27 2016-09-15 23:38 54
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.197.45 443 2016-07-23 11:38 2016-09-14 22:33 53
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  xx.197.47 443 2016-07-23 14:08 2016-09-15 09:04 53
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.197.31 443 2016-07-23 16:17 2016-09-14 20:33 53
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.1.101 993 2016-07-23 21:53 2016-09-15 22:13 54
SUB_ORG SSH Weak Algorithms Supported Medium  x.x.200.15 22 2016-07-24 03:25 2016-09-16 07:30 54
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.0.101 993 2016-07-3100:23 2016-09-15120:14 46
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.1.142 443 2016-08-01 01:24 2016-09-14 23:18 44
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.161.94 443 2016-08-06 16:12  2016-09-15 12:04 39
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.1.100 443 2016-08-06 20:34 2016-09-15 23:58 40
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.165.13 443 2016-08-06 21:54 2016-09-14 21:05 38
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.130.120 443 2016-08-07 12:46 2016-09-15 18:00 BY)
SUB_ORG SSL Self-Signed Certificate Medium x.x.64.53 8443 2016-08-1023:38 2016-09-16 10:27 36
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.64.53 8443 2016-08-1023:38 2016-09-16 10:27 36
SUB_ORG SSL Self-Signed Certificate Medium x.x.19.251 443  2016-08-1212:42 2016-09-15 02:45 33
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.19.251 443 2016-08-12 12:42 2016-09-15 02:45 33
SUB_ORG SSH Weak Algorithms Supported Medium  x.x.160.88 22 2016-08-1403:38 2016-09-12 15:40 29
SUB_ORG Web Server Generic Cookie Injection Medium  x.x.242.83 443 2016-08-14 18:31 2016-09-16 07:05 32
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  xx.161.89 443 2016-08-1517:25 2016-09-15 01:04 30
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.1.114 443 2016-08-1612:38 2016-09-16 00:08 30
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.140.21 443 2016-08-18 09:50 2016-09-15 18:03 28
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  x.x.140.21 443 2016-08-18 09:50 2016-09-15 18:03 28
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.242.83 443 2016-08-18 20:24 2016-09-16 07:05 28
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium  x.x.20.176 80 2016-08-19 17:16 2016-09-14 23:21 26
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(UTC) (UTC) Days
SUB_ORG Apache Server ETag Header Information Disclosure Medium  x.x.20.176 80 2016-08-1917:16 2016-09-14 23:21 26
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium X.X.84.242 443 2016-08-19 21:42 2016-09-15 00:05 26
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.84.242 443 2016-08-19 21:42 2016-09-15 00:05 26
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.181.181 443 2016-08-24 03:19 2016-09-14 20:27 21
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.204.45 443 2016-08-2417:27 2016-09-1519:53 22
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.164.94 443  2016-08-26 01:19 2016-09-15 07:00 20
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  x.x.140.28 443  2016-08-26 18:13 2016-09-16 07:09 20
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.140.28 443 2016-08-26 18:13 2016-09-16 07:09 20
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.38.146 80 2016-08-2620:50 2016-09-13 20:53 18
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.38.146 443 2016-08-26 20:50 2016-09-13 20:53 18
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.0.142 443 2016-08-2621:46 2016-09-1523:14 20
SUB_ORG Apache Server ETag Header Information Disclosure Medium x.x.50.78 80 2016-08-27 00:31 2016-09-14 22:46 18
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  xx.161.99 443 2016-08-27 02:45 2016-09-12 14:17 16
SUB_ORG SSH Weak Algorithms Supported Medium x.x.163.173 22  2016-08-27 17:28 2016-09-14 23:28 18
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.197.33 443  2016-08-27 23:56 2016-09-1519:38 18
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.85 443 2016-08-28 00:48 2016-09-14 23:46 17
SUB_ORG Apache Server ETag Header Information Disclosure Medium x.x.23.86 80 2016-08-28 00:55 2016-09-14 23:42 17
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.181.180 443 2016-08-28 01:18 2016-09-15 00:59 17
SUB_ORG Backup Files Disclosure Medium x.x.165.61 80 2016-08-28 02:20 2016-09-16 00:39 18
SUB_ORG SSL Version 2 and 3 Protocol Detection Medium X.X.28.47 443 2016-08-28 11:39 2016-09-15 23:46 18
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.244.143 443 2016-08-28 18:52 2016-09-14 23:09 17
SUB_ORG SSH Weak Algorithms Supported Medium  x.x.128.61 22 2016-08-29 04:49 2016-09-15 00:46 16
SUB_ORG Terminal Services Doesn’t Use Network Level Authentica- Medium x.x.181.62 3389 2016-08-29 08:09 2016-09-1500:53 16

tion (NLA) Only
SUB_ORG SSL Self—Signed Certificate Medium x.x.181.62 3389 2016-08-29 08:09 2016-09-1500:53 16
SUB_ORG Microsoft Windows Remote Desktop Protocol Server Medium x.x.181.62 3389 2016-08-29 08:09 2016-09-1500:53 16
Man-in-the-Middle Weakness

SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.181.62 3389 2016-08-29 08:09 2016-09-15 00:53 16
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.181.62 3389 2016-08-29 08:09 2016-09-15 00:53 16
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.78 443 2016-09-01 10:07 2016-09-12 22:25 11
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.161.126 443 2016-09-01 12:24 2016-09-1501:05 13
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.214 443  2016-09-01 13:37 2016-09-15 14:40 14
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.214 443 2016-09-01 13:37 2016-09-15 14:40 14
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.140.39 443 2016-09-01 18:42 2016-09-15 00:56 13
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.165.13 443  2016-09-02 03:49 2016-09-14 21:05 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.53 443 2016-09-02 06:15 2016-09-14 20:57 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.31 443 2016-09-02 06:41 2016-09-14 20:33 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.129.16 443 2016-09-02 07:44 2016-09-14 20:36 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.129.16 443  2016-09-02 07:44 2016-09-14 20:36 12
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SUB_ORG SSL Self-Signed Certificate Medium x.Xx.166.25 443 2016-09-02 13:48 2016-09-15 17:42 13
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.25 443  2016-09-02 13:48 2016-09-15 17:42 13
SUB_ORG HTTP TRACE / TRACK Methods Allowed Medium x.x.50.78 80 2016-09-02 19:23 2016-09-14 22:46 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.205 443  2016-09-02 23:49 2016-09-15 12:04 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.205 443  2016-09-02 23:49 2016-09-15 12:04 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.156.111 443 2016-09-03 14:37 2016-09-1517:24 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.131.75 443  2016-09-03 21:24 2016-09-16 00:27 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.233.241 443 2016-09-04 00:23 2016-09-16 03:18 12
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.161.92 443 2016-09-04 03:04 2016-09-16 06:54 12
SUB_ORG SSL Self-Signed Certificate Medium X.X.242.76 443  2016-09-04 04:14 2016-09-16 07:15 12
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.x.242.76 443 2016-09-04 04:14 2016-09-16 07:15 12
SUB_ORG SSL Self-Signed Certificate Medium x.x.179.211 443 2016-09-04 11:38 2016-09-12 15:34 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.179.211 443 2016-09-04 11:38 2016-09-12 15:34 8
SAMPLE SSL Self-Signed Certificate Medium x.x.199.223 443 2016-09-0421:03 2016-09-12 22:33 8
SAMPLE SSL Certificate Cannot Be Trusted Medium x.x.199.223 443 2016-09-04 21:03 2016-09-12 22:33 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.103.240 443  2016-09-04 22:25 2016-09-13 00:23 8
SUB_ORG SSL Self-Signed Certificate Medium x.x.103.240 443 2016-09-04 22:25 2016-09-13 00:23 8
SAMPLE SSL Certificate Cannot Be Trusted Medium x.x.199.238 443  2016-09-04 22:35 2016-09-13 00:09 8
SAMPLE SSL Self-Signed Certificate Medium x.x.199.238 443 2016-09-04 22:35 2016-09-13 00:09 8
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.57 443  2016-09-04 22:49 2016-09-13 00:56 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.57 443  2016-09-04 22:49 2016-09-13 00:56 8
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.108 443  2016-09-04 23:06 2016-09-13 01:03 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.108 443 2016-09-04 23:06 2016-09-13 01:03 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.32 443  2016-09-04 23:16 2016-09-13 01:16 8
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.32 443 2016-09-04 23:16 2016-09-13 01:16 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.162.169 443 2016-09-0501:20 2016-09-13 04:41 8
SUB_ORG SSL Self-Signed Certificate Medium x.x.162.169 443  2016-09-0501:20 2016-09-13 04:41 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.156.35 25 2016-09-0502:09 2016-09-13 03:41 8
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.162 443  2016-09-05 03:22 2016-09-13 05:07 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.162 443  2016-09-05 03:22 2016-09-13 05:07 8
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.140.42 443  2016-09-05 13:27 2016-09-13 16:41 8
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.140.42 443 2016-09-0513:27 2016-09-13 16:41 8
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.197.36 443  2016-09-05 13:54 2016-09-13 17:31 8
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  xx.197.89 443 2016-09-07 03:09 2016-09-15 05:06 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.89 443 2016-09-07 03:09 2016-09-15 05:06 8
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.140.30 443  2016-09-07 04:50 2016-09-1511:58 8
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.140.30 443 2016-09-07 04:50 2016-09-15 11:58 8
SUB_ORG SSL Self-Signed Certificate Medium x.x.38.148 443 2016-09-07 05:55 2016-09-1508:16 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.38.148 443 2016-09-07 05:55 2016-09-15 08:16 8
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SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.197.39 443 2016-09-07 23:21 2016-09-16 01:13 8
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium x.x.197.70 443 2016-09-08 00:33 2016-09-16 02:42 8
SUB_ORG SSL Certificate Cannot Be Trusted Medium X.X.242.83 443  2016-09-08 04:49 2016-09-16 07:05 8
SUB_ORG SSL Self—Signed Certificate Medium x.X.242.83 443 2016-09-08 04:49 2016-09-16 07:05 8
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium  x.x.181.62 3389 2016-09-1023:46 2016-09-15 00:53 4
SUB_ORG SSL Self-Signed Certificate Medium x.x.166.179 443 2016-09-11 10:48 2016-09-15 11:49 4
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.166.179 443 2016-09-11 10:48 2016-09-15 11:49 4
SUB_ORG SSL Certificate Signed Using Weak Hashing Algorithm Medium x.x.90.53 443  2016-09-11 12:25 2016-09-13 14:37 2
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.90.53 443  2016-09-1112:25 2016-09-13 14:37 2
SUB_ORG SSL Self-Signed Certificate Medium x.x.55.244 443  2016-09-11 16:48 2016-09-15 17:44 4
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.55.244 443 2016-09-1116:48 2016-09-1517:44 4
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.203.67 443  2016-09-11 23:45 2016-09-16 00:31 4
SUB_ORG SSL Self-Signed Certificate Medium xx.3.80 443 2016-09-1123:47 2016-09-16 00:41 4
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.3.80 443  2016-09-11 23:47 2016-09-16 00:41 4
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.85.74 443 2016-09-1210:34 2016-09-1611:25 4
SUB_ORG SSL Self-Signed Certificate Medium x.x.10.200 443  2016-09-12 10:34 2016-09-16 11:25 4
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.10.200 443 2016-09-12 10:34 2016-09-16 11:25 4
SUB_ORG SSL Null Cipher Suites Supported Medium x.x.254.34 2468 2016-09-12 12:55 2016-09-12 12:55 0
SUB_ORG SSL Weak Cipher Suites Supported Medium x.x.254.34 2468 2016-09-12 12:55 2016-09-12 12:55 0
SUB_ORG SSL/TLS EXPORT_DHE <= 512-bit Export Cipher Suites Medium x.x.254.34 2468 2016-09-12 12:55 2016-09-12 12:55 0

Supported (Logjam)
SUB_ORG SSL/TLS EXPORT_RSA <= 512-bit Cipher Suites Sup- Medium x.x.254.34 2468 2016-09-12 12:55 2016-09-12 12:55 0
ported (FREAK)

SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium x.x.254.34 2468 2016-09-12 12:55 2016-09-12 12:55 0
SUB_ORG Web Server Generic Cookie Injection Medium x.x.90.53 80 2016-09-12 13:33 2016-09-12 13:33 0
SUB_ORG SSH Weak Algorithms Supported Medium x.x.216.200 801 2016-09-12 14:41 2016-09-12 14:41 0
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  x.x.197.73 443  2016-09-12 16:16  2016-09-12 16:16 0
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.140.81 443 2016-09-13 15:02 2016-09-13 15:02 0
SUB_ORG SSL Self-Signed Certificate Medium X.X.242.87 443  2016-09-13 16:59 2016-09-13 16:59 0
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.X.242.87 443 2016-09-13 16:59 2016-09-13 16:59 0
SUB_ORG SSL RC4 Cipher Suites Supported (Bar Mitzvah) Medium  x.x.242.87 443  2016-09-13 16:59 2016-09-13 16:59 0
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.164.3 443  2016-09-1410:07 2016-09-14 10:07 0
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.131.16 443 2016-09-16 01:14 2016-09-16 01:14 0
SUB_ORG SSL Self-Signed Certificate Medium x.x.131.16 443 2016-09-16 01:14 2016-09-16 01:14 0
SUB_ORG SSL/TLS Diffie-Hellman Modulus <= 1024 Bits (Logjam) Medium  xx.197.66 443 2016-09-16 03:56 2016-09-16 03:56 0
SUB_ORG SSL Certificate Cannot Be Trusted Medium x.x.197.66 443 2016-09-16 03:56 2016-09-16 03:56 0
SUB_ORG SSH Weak Algorithms Supported Medium x.x.134.209 22 2016-09-1611:13  2016-09-16 11:13 0
SUB_ORG OpensSSL 0.9.8 < 0.9.8zg Multiple Vulnerabilities Medium x.x.60.35 443 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpensSSL < 0.9.8h Multiple Vulnerabilities Medium X.X.60.35 443  2016-09-16 15:00 2016-09-19 05:00 2

(0NO4) A[uQ dsn TePYJO 10g



0§

9107 ‘61 Jquardss - (0NOL) ATUO 95N [BPYJO 104

Owner Vulnerability Severity Host  Port Initial Detection Latest Detection ~ Age
(UTC) (UTC) Days
SUB_ORG OpenSSL < 0.9.8p / 1.0.0e Double Free Vulnerability Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL 0.9.8 < 0.9.8zg Multiple Vulnerabilities Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL < 0.9.8h Multiple Vulnerabilities Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL 0.9.8 < 0.9.8x DTLS CBC Denial of Service Medium x.X.60.35 443  2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL 0.9.8 < 0.9.8x DTLS CBC Denial of Service Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpensSSL 0.9.8 < 0.9.8zc Multiple Vulnerabilities (POO- Medium x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
DLE)
SUB_ORG OpenSSL < 0.9.8u Multiple Vulnerabilities Medium x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00
SUB_ORG OpenSSL 0.9.8 < 0.9.8zh X509_ATTRIBUTE Memory Medium x.X.60.35 443  2016-09-16 15:00 2016-09-19 05:00
Leak DoS
SUB_ORG OpenSSL < 0.9.8j Signature Spoofing Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpensSSL < 0.9.8k Multiple Vulnerabilities Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL < 0.9.8k Multiple Vulnerabilities Medium xx.60.35 443 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL < 0.9.8s Multiple Vulnerabilities Medium x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL  0.9.8 < 0.9.8zd Multiple Vulnerabilities Medium x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
(FREAK)
SUB_ORG OpensSSL 0.9.8 < 0.9.8za Multiple Vulnerabilities Medium x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL < 0.9.8j Signature Spoofing Medium xx.60.35 443 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL < 0.9.8p / 1.0.0e Double Free Vulnerability Medium x.X.60.35 443  2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL 0.9.8 < 0.9.8za Multiple Vulnerabilities Medium x.x.60.35 443  2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL  0.9.8 < 0.9.8zd Multiple Vulnerabilities Medium x.Xx.60.35 443  2016-09-16 15:00 2016-09-19 05:00 2
(FREAK)
SUB_ORG OpenSSL 0.9.8 < 0.9.8zf Multiple Vulnerabilities Medium xx.60.35 443 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL 0.9.8 < 0.9.8zh X509_ATTRIBUTE Memory Medium x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
Leak DoS
SUB_ORG OpenSSL < 0.9.81 Multiple Vulnerabilities Medium x.Xx.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpensSSL 0.9.8 < 0.9.8zb Multiple Vulnerabilities Medium xx.60.35 443 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL 0.9.8 < 0.9.8zb Multiple Vulnerabilities Medium x.X.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpensSSL 0.9.8 < 0.9.8zc Multiple Vulnerabilities (POO- Medium xx.60.35 443 2016-09-16 15:00 2016-09-19 05:00 2
DLE)
SUB_ORG OpenSSL < 0.9.8u Multiple Vulnerabilities Medium x.x.60.35 443  2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpensSSL < 0.9.81 Multiple Vulnerabilities Medium xx.60.35 443 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL < 0.9.8s Multiple Vulnerabilities Medium xx.60.35 443 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL < 0.9.8i Denial of Service Medium xx.60.35 443 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL < 0.9.8i Denial of Service Medium x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG OpenSSL 0.9.8 < 0.9.8zf Multiple Vulnerabilities Medium x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2
SUB_ORG FTP Supports Cleartext Authentication Low  x.x.200.15 21 2014-03-01 18:23 2016-09-16 07:30 929
SUB_ORG SSL Certificate Chain Contains RSA Keys Less Than 2048 Low x.x.110.202 443 2014-06-02 07:46 2016-09-14 22:55 835

bits
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SUB_ORG FTP Supports Cleartext Authentication Low  x.x.197.34 21  2014-11-03 11:39  2016-09-19 12:43 686
SUB_ORG Anonymous FTP Enabled Low x.x.197.53 21 2015-01-0621:36 2016-09-17 18:12 619
SUB_ORG Anonymous FTP Enabled Low  x.x.197.50 21 2015-01-07 00:57 2016-09-18 20:58 620
SUB_ORG Anonymous FTP Enabled Low  x.x.197.34 21 2015-01-07 01:13  2016-09-17 20:31 619
SUB_ORG Anonymous FTP Enabled Low x.x.197.57 21 2015-01-07 22:59 2016-09-19 20:01 620
SUB_ORG Anonymous FTP Enabled Low x.x.197.18 21  2015-02-17 11:59 2016-09-18 22:42 579
SUB_ORG FTP Supports Cleartext Authentication Low x.x.197.84 21  2015-06-18 03:59 2016-09-19 10:46 459
SUB_ORG FTP Supports Cleartext Authentication Low  xx.197.95 21 2015-09-1505:26 2016-09-19 21:05 370
SUB_ORG FTP Supports Cleartext Authentication Low  xx.197.73 21 2015-11-08 14:31 2016-09-19 21:47 316
SUB_ORG Terminal Services Encryption Level is not FIPS-140 Com- Low x.x.5.195 3389 2015-11-1520:54 2016-09-13 16:15 302
pliant
SUB_ORG FTP Supports Cleartext Authentication Low x.x.20.21 21 2016-01-19 00:15 2016-09-17 15:52 242
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.235.7 22 2016-03-08 21:11 2016-09-1502:14 190
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.235.7 22 2016-03-08 21:11 2016-09-15 02:14 190
SUB_ORG Anonymous FTP Enabled Low  x.x.197.87 21 2016-03-10 04:53 2016-09-19 10:37 193
SUB_ORG Anonymous FTP Enabled Low x.x.197.95 21 2016-03-18 04:13 2016-09-17 16:26 183
SUB_ORG FTP Supports Cleartext Authentication Low  x.x.197.93 21 2016-05-13 13:46 2016-09-1922:21 129
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low xx.163.171 22 2016-05-14 19:00 2016-09-1420:48 123
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.163.171 22 2016-05-14 19:00 2016-09-1420:48 123
SUB_ORG Anonymous FTP Enabled Low  x.x.197.93 21 2016-05-16 22:04 2016-09-16 15:20 122
SUB_ORG OpenSSL AES-NI Padding Oracle MitM Information Dis- Low x.x.167.158 443 2016-06-15 14:48 2016-09-16 08:25 92
closure
SUB_ORG OpenSSL AES-NI Padding Oracle MitM Information Dis- Low xx.131.110 443  2016-06-16 01:13 2016-09-14 20:07 90
closure
SUB_ORG OpenSSL AES-NI Padding Oracle MitM Information Dis- Low x.x.167.164 443 2016-06-18 15:35 2016-09-16 08:34 89
closure
SUB_ORG OpenSSL AES-NI Padding Oracle MitM Information Dis- Low xx.167.135 443 2016-06-21 06:56 2016-09-12 13:02 83
closure
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.20.22 22 2016-07-0519:48 2016-09-17 18:21 73
SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.20.22 22 2016-07-0519:48 2016-09-17 18:21 73
SUB_ORG SSH Weak MAC Algorithms Enabled Low  x.x.200.15 22 2016-07-24 03:25 2016-09-16 07:30 54
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.200.15 22 2016-07-24 03:25 2016-09-16 07:30 54
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.4.5 22 2016-08-1322:03 2016-09-14 02:43 31
SUB_ORG SSH Server CBC Mode Ciphers Enabled Low  x.x.160.88 22 2016-08-14 03:38 2016-09-12 15:40 29
SUB_ORG SSH Weak MAC Algorithms Enabled Low  x.x.160.88 22 2016-08-1403:38 2016-09-12 15:40 29
SUB_ORG OpenSSL AES-NI Padding Oracle MitM Information Dis- Low x.x.244.143 443 2016-08-24 18:09 2016-09-14 23:09 21
closure
SUB_ORG OpenSSL < 1.1.0 Default Weak 64-bit Block Cipher Low  x.x.186.38 443  2016-08-27 16:53 2016-09-14 23:47 18
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SUB_ORG OpenSSL < 1.1.0 Default Weak 64-bit Block Cipher Low x.Xx.186.38 80 2016-08-27 16:53 2016-09-14 23:47 18
(SWEET32)

SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.163.173 22 2016-08-27 17:28 2016-09-14 23:28 18

SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.163.173 22 2016-08-27 17:28 2016-09-14 23:28 18

SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.128.61 22 2016-08-29 04:49 2016-09-15 00:46 16

SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.128.61 22  2016-08-29 04:49 2016-09-15 00:46 16

SUB_ORG Terminal Services Encryption Level is not FIPS-140 Com- Low x.x.181.62 3389 2016-08-29 08:09 2016-09-1500:53 16
pliant

SUB_ORG Transport Layer Security (TLS) Protocol CRIME Vulnera- Low x.x.2.50 443 2016-09-01 21:00 2016-09-13 13:30 11
bility

SUB_ORG OpenSSL < 1.1.0 Default Weak 64-bit Block Cipher Low  x.x.194.10 80 2016-09-07 06:00 2016-09-13 06:56 6
(SWEET32)

SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.90.53 22 2016-09-1112:25 2016-09-13 14:37 2

SUB_ORG SSL Certificate Chain Contains RSA Keys Less Than 2048 Low x.x.90.53 443  2016-09-1112:25 2016-09-13 14:37 2
bits

SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.90.53 22 2016-09-1112:25 2016-09-13 14:37 2

SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.216.200 801 2016-09-12 14:41 2016-09-12 14:41 0

SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.216.200 801 2016-09-12 14:41 2016-09-12 14:41 0

SUB_ORG SSH Server CBC Mode Ciphers Enabled Low x.x.134.209 22 2016-09-1611:13 2016-09-16 11:13 0

SUB_ORG SSH Weak MAC Algorithms Enabled Low x.x.134.209 22 2016-09-16 11:13 2016-09-16 11:13 0

SUB_ORG OpensSSL < 0.9.8y Multiple Vulnerabilities Low x.x.60.35 80 2016-09-16 15:00 2016-09-19 05:00 2

SUB_ORG OpenSSL < 0.9.8y Multiple Vulnerabilities Low x.x.60.35 443 2016-09-16 15:00 2016-09-19 05:00 2
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Appendix C Detailed Findings and Recommended Mitigations by Vulnerability

This section presents detailed scan results from the network mapping and vulnerability scans. Vulnerabilities identified have a recommended mitigation solution that should

be considered in order to establish or maintain a secure network.

Vulnerability

Severity ~ CVSS Solution Affected Hosts

OpenSSL Unsupported

Unsupported Unix Operat-
ing System

OpenSSL < 0.9.8f Multiple
Vulnerabilities

Critical 10.0 Upgrade to a version of OpenSSL that is currently supported. x.X.60.35

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote web server is running a version of OpenSSL that is no longer supported.

Lack of support implies that no new security patches for the product will be released by the vendor. As a result, it is
likely to contain security vulnerabilities.
Critical 10.0 Upgrade to a version of the Unix operating system that is cur-  x.x.168.220, x.x.38.159
rently supported.
Initial Detection: 2016-08-25 20:51 UTC
Latest Detection: 2016-09-20 06:39 UTC
Description: According to its self-reported version number, the Unix operating system running on the remote host is no
longer supported.

Lack of support implies that no new security patches for the product will be released by the vendor. As a result, it is
likely to contain security vulnerabilities.
High 9.3 Upgrade to OpenSSL 0.9.8f or later. x.X.60.35

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote server is running a version of OpenSSL that is earlier than 0.9.8f. As such, it
is affected by the following vulnerabilities :

- A local attacker could perform a side-channel attack against the Montgomery multiplication code and retrieve RSA
private keys. Note that this has not been exploited outside a laboratory environment. (CVE-2007-3108)

- A remote attacker could execute arbitrary code by exploiting an off-by-one error in the DTLS implementation. (CVE-2007-
4995)

(0NO4) A[uQ dsn TePYJO 10g


https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2007-3108
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2007-4995
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2007-4995

1)

9107 ‘61 Jquardss - (0NOL) ATUO 95N [BPYJO 104

Vulnerability

Severity ~ CVSS Solution Affected Hosts

OpenSSH  MaxAuthTries
Bypass

OpenSSL < 0.9.8p / 1.0.0b
Buffer Overflow

Apple Mac OS X Find-By-
Content .DS_Store Web Di-
rectory Listing

OpenSSL < 0.9.8w ASN.1
asnl_d2i read_bio Mem-
ory Corruption

High 8.5 Upgrade to OpenSSH 7.0 or later. x.x.168.220, x.x.216.6

Alternatively, this vulnerability can be mitigated on some

Linux distributions by disabling the keyboard-interactive

authentication method. This can be done on Red Hat Linux

by setting ’ChallengeResponseAuthentication’ to 'no’ in the

/etc/ssh/sshd_config configuration file and restarting the sshd

service.
Initial Detection: 2016-06-13 10:45 UTC
Latest Detection: 2016-09-19 23:21 UTC
Description: The remote SSH server is affected by a security bypass vulnerability due to a flaw in the keyboard-interactive
authentication mechanisms.
The kbdint_next_device() function in auth2-chall.c improperly restricts the processing of keyboard-interactive devices within
a single connection. A remote attacker can exploit this, via a crafted keyboard-interactive ‘devices’ string, to bypass the normal
restriction of 6 login attempts (MaxAuthTries), resulting in the ability to conduct a brute-force attack or cause a denial of
service condition.
High 7.6 Upgrade to OpenSSL 0.9.8p / 1.0.0b or later. x.X.60.35

Initial Detection: 2016-09-16 15:00 UTC
Latest Detection: 2016-09-19 05:00 UTC
Description: According to its banner, the remote server is running a version of OpenSSL that is earlier than 0.9.8p / 1.0.0b.

If a TLS server is multithreaded and uses the SSL cache, a remote attacker could trigger a buffer overflow and crash
the server or run arbitrary code.
High 7.5 - Configure your web server so as to prevent the download of x.x.179.41
.DS_Store files
- Mac OS X users should configure their workstation to disable
the creation of .DS_Store files on network shares.
Initial Detection: 2016-09-07 03:28 UTC
Latest Detection: 2016-09-19 20:06 UTC
Description: It is possible to read a *.DS_Store’ file on the remote web server.

This file is created by MacOS X Finder; it is used to remember the icons position on the desktop, among other things, and
contains the list of files and directories present in the remote directory.

Note that deleted files may still be present in this .DS_Store file.
High 7.5 Upgrade to OpenSSL 0.9.8w or later. x.x.60.35
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Vulnerability

Severity ~ CVSS Solution Affected Hosts

SSH Protocol Version 1 Ses-
sion Key Retrieval

Apache Tomcat Servlet /
JSP Container Default Files

OpenSSL 0.9.8 < 0.9.8x
DTLS CBC Denial of Service

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote web server is running a version of OpenSSL earlier than 0.9.8w. As such,
the OpenSSL library itself is reportedly affected by a memory corruption vulnerability via an integer truncation error in the
function "asnl_d2i_read_bio’ when reading ASN.1 DER format data.

Applications using the 'BIO’ or 'FILE’ based functions (i.e., 'd2i_* bio’ or 'd2i_* fp’ functions) are affected by this
issue.

Also affected are 'S/MIME’ or 'CMS’ applications using 'SMIME_read_PKCS7’ or 'SMIME_read_CMS’ parsers. The OpenSSL
command line utility is affected if used to handle untrusted DER formatted data.

Note that the SSL/TLS code of OpenSSL is not affected. Also not affected are applications using memory-based ASN.1
functions (e.g., 'd2i_X509’, 'd2i_PKCS12’, etc.) nor are applications using only PEM functions.

Note also that the original fix for CVE-2012-2110 in 0.9.8v was incomplete because the functions 'BUF_MEM_grow’
and 'BUF_MEM_grow_clean’, in file "openssl/crypto/buffer/buffer.c’, did not properly account for negative values of the
argument 'len’.

High 7.5 Disable compatibility with version 1 of the protocol. x.x.20.21

Initial Detection: 2016-01-19 00:15 UTC
Latest Detection: 2016-09-18 16:37 UTC
Description: The remote SSH daemon supports connections made using the version 1.33 and/or 1.5 of the SSH protocol.

These protocols are not completely cryptographically safe so they should not be used.
Medium 6.8 Review the files and delete those that are not needed. x.x.38.159

Initial Detection: 2016-02-28 20:37 UTC

Latest Detection: 2016-09-20 06:39 UTC

Description: Example JSPs and Servlets are installed in the remote Apache Tomcat servlet / JSP container. These files should
be removed as they may help an attacker uncover information about the remote Tomcat install or host itself. The example files
may also contain vulnerabilities such as cross-site scripting vulnerabilities.

Medium 6.8 Upgrade to OpenSSL 0.9.8x or later. x.x.60.35
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Vulnerability

Severity ~ CVSS Solution Affected Hosts

FTP Writable Directories

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote web server is running a version of OpenSSL 0.9.8 earlier than 0.9.8x. As
such, the OpenSSL library itself is reportedly affected by a denial of service vulnerability.

An integer underflow error exists in the file ’ssl/d1_enc.c’ in the function dtlsl_enc’. When in CBC mode, DTLS

record length values and explicit initialization vector length values related to DTLS packets are not handled properly, which

can lead to memory corruption and application crashes.

Medium 6.4 Configure the remote FTP directories so that they are not world-  x.x.102.87, x.x.132.40, x.x.17.243
writable.

Initial Detection: 2016-05-13 16:25 UTC

Latest Detection: 2016-09-19 02:38 UTC

Description: By crawling through the remote FTP server, Nessus discovered several directories were marked as being

world-writable.

This could have several negative impacts :

* Temporary file uploads are sometimes immediately available to all anonymous users, allowing the FTP server to be
used as a 'drop’ point. This may facilitate trading copyrighted, pornographic, or questionable material.

* A user may be able to upload large files that consume disk space, resulting in a denial of service condition.

* A user can upload a malicious program. If an administrator routinely checks the ’'incoming’ directory, they may
load a document or run a program that exploits a vulnerability in client software.

(0NO4) A[uQ dsn TePYJO 10g



9107 ‘61 qu1das - (ONO4) ATUO 3N TeRIJO 104

LS

Vulnerability

Severity

CVSS

Solution

Affected Hosts

SSL Certificate Cannot Be
Trusted

Medium

6.4

Purchase or generate a proper certificate for this service.

x.x.1.46, x.x.10.139, x.x.10.180,
x.x.10.189, x.x.10.200, x.x.10.61,
x.x.103.111, x.x.103.112, xx.103.113,
x.x.103.231, x.x.103.245, x.x.103.246,
x.x.103.252, x.x.105.120, x.x.105.142,
x.x.108.118, x.x.108.123, x.x.109.88,
x.x.110.201, x.x.110.60, x.x.111.83,
x.x.124.22, x.x.124.50, x.x.124.55,
x.x.129.17, x.x.130.135, x.x.130.161,
x.x.130.166, x.x.130.170, x.x.130.68,
x.x.131.127, x.x.131.16, x.x.131.19,
x.x.131.239, x.x.131.28, x.x.131.75,
x.x.131.92, x.x.132.60, x.x.133.62,
x.x.134.178, x.x.135.111, x.x.137.204,
x.x.137.205, x.x.138.131, x.x.140.18,
x.x.140.19, x.x.140.206, x.x.140.21,
x.x.140.22, x.x.140.25, x.x.140.27,
x.x.140.28, x.x.140.35, x.x.140.38,
x.x.140.42, x.x.140.90, x.x.149.227,
x.x.15.18, x.x.15.21, x.x.15.6, x.x.154.69,
x.x.156.110, x.x.156.111, x.x.16.143,
x.x.160.223, x.x.160.251, x.x.160.60,
x.x.160.71, x.x.161.102, x.x.161.104,
x.x.161.105, x.x.161.118, x.x.161.121,
x.x.161.122, x.x.161.123, xx.161.127,
x.x.161.128, x.x.161.89, x.x.161.92,
x.x.161.94, x.x.161.97, x.x.161.98,
x.x.161.99, x.x.162.153, x.x.162.168,
x.x.162.170, x.x.162.172, x.x.163.54,
x.x.164.108, x.x.164.31, x.x.164.46,
x.x.164.49, x.x.164.73, x.x.165.12,
x.x.165.201, x.x.165.31, x.x.166.101,
x.x.166.111, x.x.166.114, xx.166.117,
x.x.166.12, x.x.166.121, x.x.166.13,
x.x.166.130, x.x.166.131, x.x.166.133,
x.x.166.135, x.x.166.137, x.x.166.14,
x.x.166.148, x.x.166.15, x.x.166.157,
x.x.166.16, x.x.166.160, x.x.166.161,
x.x.166.164, x.x.166.165, x.x.166.166,
x.x.166.167, x.x.166.168, x.x.166.170,
x.x.166.173, x.x.166.176, x.x.166.178,
x.x.166.179, x.x.166.18, x.x.166.180,
x.x.166.181, x.x.166.19, x.x.166.20,
x.x.166.21, x.x.166.22, x.x.166.23,
x.x.166.25, x.x.166.26, x.x.166.37,
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Vulnerability

Severity ~ CVSS Solution Affected Hosts

Initial Detection: 2012-11-28 04:09 UTC
Latest Detection: 2016-09-20 12:35 UTC
Description: The server’s X.509 certificate does not have a signature from a known public certificate authority. This situ-
ation can occur in three different ways, each of which results in a break in the chain below which certificates cannot be trusted.

First, the top of the certificate chain sent by the server might not be descended from a known public certificate au-
thority. This can occur either when the top of the chain is an unrecognized, self-signed certificate, or when intermediate
certificates are missing that would connect the top of the certificate chain to a known public certificate authority.

Second, the certificate chain may contain a certificate that is not valid at the time of the scan. This can occur either
when the scan occurs before one of the certificate’s ‘notBefore’ dates, or after one of the certificate’s ‘notAfter’ dates.

Third, the certificate chain may contain a signature that either didn’t match the certificate’s information, or could not
be verified. Bad signatures can be fixed by getting the certificate with the bad signature to be re-signed by its issuer. Signatures
that could not be verified are the result of the certificate’s issuer using a signing algorithm that Nessus either does not support
or does not recognize.

If the remote host is a public host in production, any break in the chain makes it more difficult for users to verify the
authenticity and identity of the web server. This could make it easier to carry out man-in-the-middle attacks against the
remote host.
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Vulnerability

Severity

CVSS

Solution

Affected Hosts

SSL Self-Signed Certificate

Medium

6.4

Purchase or generate a proper certificate for this service.

x.x.1.46, x.x.10.139, x.x.10.180,
x.x.10.189, x.x.10.200, x.x.103.111,
x.x.103.112, x.x.103.113, xx.103.231,
x.x.103.245, x.x.103.246, x.x.103.252,
x.x.105.142, x.x.110.60, x.x.111.83,
x.x.129.17, x.x.130.135, x.x.130.161,
x.x.130.166, x.x.130.170, x.x.130.68,
x.x.131.127, x.x.131.16, x.x.131.19,
x.x.131.28, x.x.132.60, x.x.133.62,
x.x.138.131, x.x.140.90, x.x.149.227,

x.x.15.18, x.x.15.21, x.x.15.6, x.x.16.143,

x.x.160.223, x.x.160.251, x.x.160.60,
x.x.160.71, x.x.162.153, x.x.162.168,
x.x.162.170, x.x.162.172, x.x.163.54,
x.x.164.31, x.x.164.46, x.x.164.49,
x.x.165.12, x.x.165.31, x.x.166.101,
x.x.166.111, x.x.166.114, xx.166.117,
x.x.166.12, x.x.166.121, x.x.166.13,
x.x.166.130, x.x.166.131, x.x.166.133,
x.x.166.135, x.x.166.137, x.x.166.14,
x.x.166.15, x.x.166.157, x.x.166.16,
x.x.166.160, x.x.166.164, x.x.166.165,
x.x.166.166, x.x.166.167, x.x.166.168,
x.x.166.170, x.x.166.173, x.x.166.176,
x.x.166.178, x.x.166.179, x.x.166.18,
x.x.166.180, x.x.166.181, x.x.166.19,
x.x.166.20, x.x.166.21, x.x.166.22,
x.x.166.23, x.x.166.25, x.x.166.26,
x.x.166.37, x.x.166.39, x.x.166.40,
x.X.166.41, x.x.166.46, x.x.166.55,
x.x.166.56, x.x.166.58, x.x.166.59,
x.X.166.69, x.x.166.70, x.x.166.71,
x.x.166.83, x.x.166.84, x.x.166.85,
x.X.166.86, x.x.166.87, x.x.166.88,
x.X.166.94, x.x.167.158, x.x.167.164,
x.x.179.100, x.x.179.162, x.x.179.163,
x.x.179.164, x.x.179.168, x.x.179.20,
x.x.179.200, x.x.179.203, x.x.179.204,
x.x.179.205, x.x.179.213, x.x.179.214,
x.x.179.216, xx.179.217, xx.179.218,
x.x.179.219, x.x.179.242, x.x.179.243,
x.x.179.244, x.x.179.245, x.x.179.246,
x.x.179.247, x.x.179.249, xx.179.251,
x.x.179.253, x.x.179.45, x.x.179.50,
x.x.179.68, x.x.181.180, x.x.186.38,
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Vulnerability

Severity ~ CVSS Solution Affected Hosts

Web Server Uses Non Ran-
dom Session IDs

OpenSSL < 0.9.8h Multiple
Vulnerabilities

Initial Detection: 2014-05-11 22:05 UTC

Latest Detection: 2016-09-20 12:35 UTC

Description: The X.509 certificate chain for this service is not signed by a recognized certificate authority. If the remote host
is a public host in production, this nullifies the use of SSL as anyone could establish a man-in-the-middle attack against the
remote host.

Note that this plugin does not check for certificate chains that end in a certificate that is not self-signed, but is signed

by an unrecognized certificate authority.

Medium 6.4 Configure the remote site and CGIs so as to use random session  x.x.197.28, x.x.197.38, x.x.197.49
IDs.

Initial Detection: 2015-08-14 08:20 UTC

Latest Detection: 2016-09-19 01:00 UTC

Description: The remote web server generates a session ID for each connection. A session ID is typically used to keep track of

the actions of a user while he visits a website.

The remote server generates non-random session IDs. An attacker might use this flaw to guess the session IDs of
other users and therefore steal their session.
Medium 5.8 Upgrade to OpenSSL 0.9.8h or later or apply the vendor- x.x.60.35

supplied patches.
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Vulnerability

Severity ~ CVSS Solution Affected Hosts

OpenSSL < 0.9.8j Signa-
ture Spoofing

OpenSSL < 0.9.81 Multiple
Vulnerabilities

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote web server uses a version of OpenSSL older than 0.9.8h. As such, it may be
affected by the following vulnerabilities :

- A double-free error exists related to the handling of server name extension data and specially crafted TLS 1.0 ’Client
Hello” packets. This can cause application crashes. Note that successful exploitation requires that OpenSSL is compiled with
the TLS server name extensions.

(CVE-2008-0891)

- A NULL pointer dereference error exists related to anonymous Diffie-Hellman key exchange and TLS handshakes.
This can be exploited by omitting the ’Server Key exchange message’ from the handshake and can cause application crashes.
(CVE-2008-1672)

- On 32-bit builds, an information disclosure vulnerability exists during certain calculations for NIST elliptic curves
P-256 or P-384. This error can allow an attacker to recover the private key of the TLS server.

The following are required for exploitation :

- 32-bit build

- Use of elliptic curves P-256 and/or P-384

- Either the use of ECDH family ciphers and/or the use of ECDHE family ciphers without the SSL_OP_SINGLE_ECDH_USE
context option

(CVE-2011-4354)

Note that Nessus has not attempted to verify that these issues are actually exploitable or have been patched but instead
has relied on the version number found in the Server response header.
Medium 5.8 Upgrade to OpenSSL 0.9.8j or later. x.X.60.35

Initial Detection: 2016-09-16 15:00 UTC
Latest Detection: 2016-09-19 05:00 UTC
Description: According to its banner, the remote server is running a version of OpenSSL that is earlier than 0.9.8;.

A remote attacker could implement a man-in-the-middle attack by forging an SSL/TLS signature using DSA and ECDSA keys
which bypass validation of the certificate chain.
Medium 5.1 Upgrade to OpenSSL 0.9.81 or later. x.x.60.35
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Vulnerability

Severity ~ CVSS Solution Affected Hosts

/doc Directory Browsable

Backup Files Disclosure

Browsable Web Directories

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote server is running a version of OpenSSL that is earlier than 0.9.81. As such, it
may be affected by multiple vulnerabilities :

- A remote attacker could crash the server by sending malformed ASN.1 data. This flaw only affects some architec-
tures, Winé64 and other unspecified platforms. (CVE-2009-0789)

- A remote attacker could saturate the server by sending a big number of ’future epoch’ DTLS records. (CVE-2009-
1377)

- A remote attacker could saturate the server by sending duplicate DTLS records, or DTLS records with too big se-
quence numbers. (CVE-2009-1378)

- A remote attacker could spoof certificates by computing MD2 hash collisions. (CVE-2009-2409)
Medium 5.0 Use access restrictions for the /doc directory. x.x.194.38

If you use Apache you might use this in your access.conf

<Directory /usr/doc> AllowOverride None order deny,allow
deny from all allow from localhost </Directory>
Initial Detection: 2014-11-01 03:29 UTC
Latest Detection: 2016-09-19 23:58 UTC
Description: The /doc directory is browsable. /doc shows the contents of the /usr/doc directory, which reveals not only
which programs are installed but also their versions.
Medium 5.0 Ensure the files do not contain any sensitive information, such  x.x.165.61, x.x.242.87
as credentials to connect to a database, and delete or protect
those files that should not be accessible.
Initial Detection: 2016-08-28 02:20 UTC
Latest Detection: 2016-09-17 18:15 UTC
Description: By appending various suffixes (ie: .old, .bak, ~, etc...) to the names of various files on the remote host, it seems
possible to retrieve their contents, which may result in disclosure of sensitive information.
Medium 5.0 Make sure that browsable directories do not leak confidential —x.x.194.38
informative or give access to sensitive resources. Additionally,
use access restrictions or disable directory indexing for any that
do.
Initial Detection: 2016-03-12 05:38 UTC
Latest Detection: 2016-09-19 23:58 UTC
Description: Miscellaneous Nessus plugins identified directories on this web server that are browsable.
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Vulnerability

Severity ~ CVSS Solution Affected Hosts

Cisco ASA AnyConnect
Client Authentication
Attempt Handling In-
formation Disclosure
(cisco-sa-20160115-asa)

F5 BIG-IP Cookie Remote
Information Disclosure

FTP Server Traversal Arbi-
trary File Access

Internet Key Exchange
(IKE) Aggressive Mode
with Pre-Shared Key

Medium 5.0 Upgrade to the relevant fixed version referenced in Cisco bug x.x.127.169

ID CSCu065775.

Initial Detection: 2016-07-16 13:14 UTC

Latest Detection: 2016-09-18 21:19 UTC

Description: According to its version and configuration, the Cisco Adaptive Security Appliance (ASA) software running on
the remote device is affected by an information disclosure vulnerability due to a failure to protect sensitive data during a Cisco
AnyConnect client authentication attempt. An unauthenticated, remote attacker can exploit this, by attempting to authenticate
to the Cisco ASA with AnyConnect, to disclose sensitive data, including the ASA software version.

Note that the SSL VPN feature must be enabled for the device to be affected by this vulnerability.
Medium 5.0 Contact the vendor for a fix. x.x.179.32, x.x.243.106, x.x.243.54,
X.X.243.55
Initial Detection: 2014-11-02 22:03 UTC
Latest Detection: 2016-09-19 04:10 UTC
Description: The remote host appears to be an F5 BIG-IP load balancer. The load balancer encodes the IP address of the actual
web server that it is acting on behalf of within a cookie. Additionally, information after 'BIGipServer’ is configured by the user
and may be the logical name of the device. These values may disclose sensitive information, such as internal IP addresses and
names.
Medium 5.0 Contact your vendor for the latest version of the FTP software.  x.x.199.221, x.x.248.141
Initial Detection: 2016-02-27 01:55 UTC
Latest Detection: 2016-09-19 00:46 UTC
Description: The remote FIP server allows users to browse the entire remote disk by issuing commands with traversal style
characters. An attacker could exploit this flaw to gain access to arbitrary files.
Medium 5.0 - Disable Aggressive Mode if supported.
- Do not use Pre-Shared key for authentication if'it’s possible.
- If using Pre-Shared key cannot be avoided, use very strong
keys.
- If possible, do not allow VPN connections from any IP
addresses.

x.x.205.239

Note that this plugin does not run over IPv6.
Initial Detection: 2013-09-15 02:13 UTC
Latest Detection: 2016-09-19 01:02 UTC
Description: The remote Internet Key Exchange (IKE) version 1 service seems to support Aggressive Mode with Pre-Shared
key (PSK) authentication. Such a configuration could allow an attacker to capture and crack the PSK of a VPN gateway and gain
unauthorized access to private networks.

x.x.110.201, x.x.129.16, x.x.205.236,
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Vulnerability

Severity ~ CVSS Solution Affected Hosts

MS12-073: Vulnerabilities
in Microsoft IIS Could Al-
low Information Disclo-
sure (2733829) (uncre-
dentialed check)

Multiple Vendor Embed-
ded FTP Service Any User-
name Authentication By-
pass

Nonexistent Page (404)
Physical Path Disclosure

OpenSSL 0.9.8 < 0.9.8zg
Multiple Vulnerabilities

Medium 5.0 Microsoft has released a set of patches for Vista, 2008, 7, and x.x.196.38

2008 R2.

Initial Detection: 2014-05-24 12:42 UTC

Latest Detection: 2016-09-18 21:00 UTC

Description: The FTP service in the version of Microsoft IIS 7.0 or 7.5 on the remote Windows host is affected by a command

injection vulnerability that could result in unauthorized information disclosure.

Medium 5.0 Correct the FTP server’s configuration so that the service han-  x.x.248.134, x.x.248.141, x.x.248.247
dles authentication requests properly.

Initial Detection: 2014-05-21 17:32 UTC
Latest Detection: 2016-09-19 01:03 UTC
Description: The FTP server running on the remote host can be accessed using a random username and password. Nessus has
enabled some countermeasures to prevent other plugins from reporting vulnerabilities incorrectly because of this.
Medium 5.0 Upgrade the web server to the latest version. Alternatively, re- x.x.199.22
configure the web server to disable debug reporting.
Initial Detection: 2016-08-21 20:37 UTC
Latest Detection: 2016-09-19 05:01 UTC
Description: The remote web server reveals the physical path of the webroot when a nonexistent page is requested.

While printing errors to the output is useful for debugging applications, this feature should be disabled on produc-
tion servers.
Medium 5.0

Upgrade to OpenSSL 0.9.8gz or later. x.x.60.35
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Vulnerability

Severity ~ CVSS Solution Affected Hosts

OpenSSL 0.9.8 < 0.9.8zh
X509_ATTRIBUTE Mem-
ory Leak DoS

OpenSSL < 0.9.8i Denial of
Service

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote web server uses a version of OpenSSL 0.9.8 prior to 0.9.8zg. The OpenSSL
library is, therefore, affected by the following vulnerabilities :

- A denial of service vulnerability exists when processing an ECParameters structure due to an infinite loop that occurs
when a specified curve is over a malformed binary polynomial field. A remote attacker can exploit this to perform a denial
of service against any system that processes public keys, certificate requests, or certificates. This includes TLS clients and TLS
servers with client authentication enabled. (CVE-2015-1788)

- A denial of service vulnerability exists due to improper validation of the content and length of the ASN1_TIME
string by the X509_cmp_time() function. A remote attacker can exploit this, via a malformed certificate and CRLs of various
sizes, to cause a segmentation fault, resulting in a denial of service condition. TLS clients that verify CRLs are affected.

TLS clients and servers with client authentication enabled may be affected if they use custom verification callbacks. (CVE-
2015-1789)

- A NULL pointer dereference flaw exists in the PKCS#7 parsing code due to incorrect handling of missing inner "En-
cryptedContent’. This allows a remote attacker, via specially crafted ASN.1-encoded PKCS#7 blobs with missing content, to
cause a denial of service condition or other potential unspecified impacts. (CVE-2015-1790)

- A double-free error exists due to a race condition that occurs when a NewSessionTicket is received by a multi-threaded
client when attempting to reuse a previous ticket. (CVE-2015-1791)

- A denial of service vulnerability exists in the CMS code due to an infinite loop that occurs when verifying a signed-
Data message. A remote attacker can exploit this to cause a denial of service condition. (CVE-2015-1792)
Medium 5.0 Upgrade to OpenSSL version 0.9.8zh or later. x.X.60.35

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote host is running a version of OpenSSL 0.9.8 prior to 0.9.8zh. It is, there-
fore, affected by a flaw in the ASN1_TFLG_COMBINE implementation in file tasn_dec.c related to handling malformed
X509_ATTRIBUTE structures. A remote attacker can exploit this to cause a memory leak by triggering a decoding failure
in a PKCS#7 or CMS application, resulting in a denial of service.

Medium 5.0 Upgrade to OpenSSL 0.9.8i or later. x.X.60.35
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https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-1788
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-1789
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-1789
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-1790
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-1791
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-1792
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Vulnerability

Severity ~ CVSS Solution Affected Hosts

OpenSSL < 0.9.8k Multiple
Vulnerabilities

OpenSSL < 0.9.8s Multiple
Vulnerabilities

Initial Detection: 2016-09-16 15:00 UTC
Latest Detection: 2016-09-19 05:00 UTC
Description: According to its banner, the remote server is running a version of OpenSSL that is earlier than 0.9.8i.

A remote attacker can crash the server by sending a DTLS ChangeCipherSpec packet before the ClientHello.
Medium 5.0 Upgrade to OpenSSL version 0.9.8k or later. x.X.60.35

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote server is running a version of OpenSSL prior to 0.9.8k. It is, therefore,
affected by multiple vulnerabilities :

- A denial of service vulnerability exists in the ASN1_STRING_print_ex() function due to improper string handling.
A remote attacker can exploit this to cause an invalid memory access and application crash.
(CVE-2009-0590)

- A flaw exists in the CMS_verify() function due to improper handling of errors associated with malformed signed at-
tributes. A remote attacker can exploit this to repudiate a signature that originally appeared to be valid but was actually
invalid. (CVE-2009-0591)

- A denial of service vulnerability exists due to improper handling of malformed ASN.1 structures. A remote attacker
can exploit this to cause an invalid memory access and application crash. (CVE-2009-0789)

- A memory leak exists in the SSL_free() function in ssl_lib.c. A remote attacker can exploit this to exhaust memory
resources, resulting in a denial of service condition. (CVE-2009-5146)
Medium 5.0 Upgrade to OpenSSL 0.9.8s or later. x.x.60.35
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https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2009-0590
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2009-0591
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2009-0789
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2009-5146
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Vulnerability

Severity ~ CVSS Solution Affected Hosts

OpenSSL < 0.9.8u Multiple
Vulnerabilities

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote web server is running a version of OpenSSL older than 0.9.8s. Such versions
have the following vulnerabilities :

- An error exists related to ECDSA signatures and binary curves. The implementation of curves over binary fields
could allow a remote, unauthenticated attacker to determine private key material via timing attacks.
(CVE-2011-1945)

- The Datagram Transport Layer Security (DTLS) implementation is vulnerable to plaintext recovery attacks when de-
crypting in CBC mode. (CVE-2011-4108)

- A double-free error exists during a policy check failure if the flag "X509_V_FLAG_POLICY_CHECK’ is set.
(CVE-2011-4109)

- An error exists related to SSLv3.0 records that can lead to disclosure of uninitialized memory because the library
does not clear all bytes used as block cipher padding. (CVE-2011-4576)

- An error exists related to RFC 3779 processing that can allow denial of service attacks. Note that this functionality is
not enabled by default and must be configured at compile time via the "enable-rfc3779 option. (CVE-2011-4577)

- An error exists related to handshake restarts for server gated cryptography (SGC) that can allow denial of service
attacks. (CVE-2011-4619)
Medium 5.0 Upgrade to OpenSSL 0.9.8u or later. x.X.60.35
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https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2011-1945
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2011-4108
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2011-4109
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2011-4576
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2011-4577
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2011-4619
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Vulnerability Severity ~ CVSS Solution Affected Hosts
Initial Detection: 2016-09-16 15:00 UTC
Latest Detection: 2016-09-19 05:00 UTC
Description: According to its banner, the remote web server uses an OpenSSL version prior to 0.9.8u. As such, it is reportedly
affected by the following vulnerabilities :
- An error exists in the function 'mime_hdr_cmp’ that could allow a NULL pointer to be dereferenced when parsing
certain MIME headers. (CVE-2006-7250)
- The fix for CVE-2011-4619 was not complete.
- An error exists in the Cryptographic Message Syntax (CMS) and PKCS #7 implementation such that data can be de-
crypted using Million Message Attack (MMA) adaptive chosen cipher text attack. (CVE-2012-0884)
- An error exists in the function 'mime_param_cmp’ in the file 'crypto/asnl/asn_mime.c’ that can allow a NULL
pointer to be dereferenced when handling certain S/MIME content. (CVE-2012-1165)
Note that SSL/TLS applications are not necessarily affected, but those using CMS, PKCS #7 and S/MIME decryption
operations are.

SSL Certificate Expiry Medium 5.0 Purchase or generate a new SSL certificate to replace the existing x.x.111.83, x.x.154.69, x.x.156.110,

one. xx.156.111

SSL Certificate Signed Us-
ing Weak Hashing Algo-
rithm

Initial Detection: 2016-03-17 13:22 UTC

Latest Detection: 2016-09-19 18:16 UTC

Description: This plugin checks expiry dates of certificates associated with SSL- enabled services on the target and reports

whether any have already expired.

Medium 5.0 Contact the Certificate Authority to have the certificate reissued. x.x.16.143, x.x.179.68, x.x.196.52,
x.x.20.29, x.x.224.19, x.x.248.91,
x.x.25.141, x.x.25.26, x.x.254.254,
x.x.74.22,xx.91.15

Initial Detection: 2015-09-23 22:54 UTC

Latest Detection: 2016-09-20 02:38 UTC

Description: The remote service uses an SSL certificate chain that has been signed using a cryptographically weak hashing

algorithm (e.g. MD2, MD4, MDS5, or SHA1). These signature algorithms are known to be vulnerable to collision attacks. An

attacker can exploit this to generate another certificate with the same digital signature, allowing an attacker to masquerade as
the affected service.

Note that this plugin reports all SSL certificate chains signed with SHA-1 that expire after January 1, 2017 as vulnera-
ble. This is in accordance with Google’s gradual sunsetting of the SHA-1 cryptographic hash algorithm.

Note that certificates in the chain that are contained in the Nessus CA database have been ignored.
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SSL Version 2 and 3 Proto- Medium 5.0 Consult the application’s documentation to disable SSL 2.0 and  x.x.139.105, x.x.191.28, x.x.195.98,
col Detection 3.0. x.x.28.47, x.x.90.34
Use TLS 1.1 (with approved cipher suites) or higher instead.
Initial Detection: 2015-04-06 20:33 UTC
Latest Detection: 2016-09-19 09:40 UTC
Description: The remote service accepts connections encrypted using SSL 2.0 and/or SSL 3.0. These versions of SSL are
affected by several cryptographic flaws. An attacker can exploit these flaws to conduct man-in-the-middle attacks or to decrypt
communications between the affected service and clients.

NIST has determined that SSL 3.0 is no longer acceptable for secure communications. As of the date of enforcement
found in PCI DSS v3.1, any version of SSL will not meet the PCI SSC’S definition of strong cryptography’.

Squid Malformed Host Medium 5.0 Apply the vendor released patch, for squid it is located here: x.X.22.143
Name Error Message www.squid-cache.org. You can also protect yourself by en-
Information Disclosure abling access lists on your proxy.

Initial Detection: 2014-05-24 23:29 UTC
Latest Detection: 2016-09-18 21:05 UTC
Description: The remote host running a Squid proxy on this port.

There is a vulnerability in the remote version of this software which may allow an attacker to disclose the content of
its memory by causing the use of a freed pointer.
Apache HTTP  Server Medium 4.3 Upgrade to Apache version 2.0.65 / 2.2.22 or later. x.x.197.58, x.x.197.60, x.x.197.62
httpOnly Cookie Informa-
tion Disclosure
Initial Detection: 2016-05-20 10:16 UTC
Latest Detection: 2016-09-19 19:48 UTC
Description: The version of Apache HTTP Server running on the remote host is affected by an information disclosure vulnera-
bility. Sending a request with HTTP headers long enough to exceed the server limit causes the web server to respond with an
HTTP 400. By default, the offending HTTP header and value are displayed on the 400 error page. When used in conjunction
with other attacks (e.g., cross-site scripting), this could result in the compromise of httpOnly cookies.

Apache Server ETag Header Medium 4.3 Modify the HTTP ETag header of the web server to not include x.x.102.26, x.x.130.108, x.x.133.127,
Information Disclosure file inodes in the ETag header calculation. Refer to the linked x.x.154.68, x.x.160.223, x.x.163.170,
Apache documentation for more information. x.x.163.88, x.x.164.196, x.x.168.173,

x.x.173.109, x.x.195.98, x.x.195.99,
x.x.197.18, x.x.197.58, x.x.197.62,
x.x.197.66, x.x.198.221, x.x.198.222,
xX.x.243.241, x.x.243.242, x.x.243.36,
x.x.243.37, x.x.243.38, x.x.3.154,
x.x.38.226, x.x.84.7
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Vulnerability

Severity ~ CVSS Solution Affected Hosts

HTTP TRACE / TRACK
Methods Allowed

OpenSSL 0.9.8 < 0.9.8za
Multiple Vulnerabilities

OpenSSL 0.9.8 < 0.9.8zb
Multiple Vulnerabilities

Initial Detection: 2016-01-26 05:04 UTC

Latest Detection: 2016-09-20 09:08 UTC

Description: The remote web server is affected by an information disclosure vulnerability due to the ETag header providing
sensitive information that could aid an attacker, such as the inode number of requested files.

Medium 4.3 Disable these methods. Refer to the plugin output for more x.x.111.83, x.x.130.135, x.x.133.127,

information. x.x.163.54, x.x.163.56, x.x.179.163,

x.x.179.168, x.x.186.55, x.x.194.198,

x.x.194.32, x.x.195.98, x.x.195.99,
x.x.196.52, x.x.197.58, x.x.197.60,

x.x.197.62, x.x.198.185, x.x.255.198,

x.x.38.159, x.x.38.226, x.x.57.130
Initial Detection: 2015-09-05 15:07 UTC
Latest Detection: 2016-09-20 12:12 UTC
Description: The remote web server supports the TRACE and/or TRACK methods. TRACE and TRACK are HTTP methods that
are used to debug web server connections.
Medium 4.3 Upgrade to OpenSSL 0.9.8za or later. x.x.60.35

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote web server uses a version of OpenSSL 0.9.8 prior to 0.9.8za. The OpenSSL
library is, therefore, reportedly affected by the following vulnerabilities :

- An error exists related to the implementation of the Elliptic Curve Digital Signature Algorithm (ECDSA) that could
allow nonce disclosure via the 'TFLUSH+RELOAD’ cache side-channel attack. (CVE-2014-0076)

- A buffer overflow error exists related to invalid DTLS fragment handling that could lead to execution of arbitrary
code. Note this issue only affects OpenSSL when used as a DTLS client or server. (CVE-2014-0195)

- An error exists related to DTLS handshake handling that could lead to denial of service attacks. Note this issue only
affects OpenSSL when used as a DTLS client.
(CVE-2014-0221)

- An unspecified error exists that could allow an attacker to cause usage of weak keying material leading to simplified
man-in-the-middle attacks.
(CVE-2014-0224)

- An unspecified error exists related to anonymous ECDH ciphersuites that could allow denial of service attacks. Note
this issue only affects OpenSSL TLS clients. (CVE-2014-3470)
Medium 4.3 Upgrade to OpenSSL 0.9.8zb or later. x.X.60.35
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Vulnerability

Severity ~ CVSS Solution Affected Hosts

OpenSSL 0.9.8 < 0.9.8zc
Multiple Vulnerabilities
(POODLE)

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote web server uses a version of OpenSSL 0.9.8 prior to 0.9.8zb. The OpenSSL
library is, therefore, affected by the following vulnerabilities :

- A memory double-free error exists related to handling DTLS packets that allows denial of service attacks.
(CVE-2014-3505)

- An unspecified error exists related to handling DTLS handshake messages that allows denial of service attacks due to
large amounts of memory being consumed.
(CVE-2014-3506)

- A memory leak error exists related to handling specially crafted DTLS packets that allows denial of service attacks.
(CVE-2014-3507)

- An error exists related to 'OBJ_obj2txt’ and the pretty printing 'X509_name_*’ functions which leak stack data, re-
sulting in an information disclosure. (CVE-2014-3508)

- A NULL pointer dereference error exists related to handling anonymous ECDH cipher suites and crafted handshake
messages that allow denial of service attacks against clients. (CVE-2014-3510)
Medium 4.3 Upgrade to OpenSSL 0.9.8zc or later. x.x.60.35

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote web server uses a version of OpenSSL 0.9.8 prior to 0.9.8zc. The OpenSSL
library is, therefore, affected by the following vulnerabilities :

- An error exists related to the way SSL 3.0 handles padding bytes when decrypting messages encrypted using block
ciphers in cipher block chaining (CBC) mode. A man-in-the-middle attacker can decrypt a selected byte of a cipher text in
as few as 256 tries if they are able to force a victim application to repeatedly send the same data over newly created SSL 3.0
connections. This is also known as the "'POODLE’ issue. (CVE-2014-3566)

- An error exists related to session ticket handling that can allow denial of service attacks via memory leaks.
(CVE-2014-3567)

- An error exists related to the build configuration process and the 'no-ssl3’ build option that allows servers and clients to
process insecure SSL 3.0 handshake messages. (CVE-2014-3568)
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Vulnerability

Severity ~ CVSS Solution Affected Hosts

OpenSSL 0.9.8 < 0.9.8zd
Multiple Vulnerabilities
(FREAK)

OpenSSL 0.9.8 < 0.9.8zf
Multiple Vulnerabilities

Medium 4.3 Upgrade to OpenSSL 0.9.8zd or later. x.X.60.35

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote web server uses a version of OpenSSL 0.9.8 prior to 0.9.8zd. The OpenSSL
library is, therefore, affected by the following vulnerabilities :

- A NULL pointer dereference flaw exists when the SSLv3 option isn’t enabled and an SSLv3 ClientHello is received.
This allows a remote attacker, using an unexpected handshake, to crash the daemon, resulting in a denial of service.
(CVE-2014-3569)

- The BIGNUM squaring (BN_sqr) implementation does not properly calculate the square of a BIGNUM value. This
allows remote attackers to defeat cryptographic protection mechanisms. (CVE-2014-3570)

- A NULL pointer dereference flaw exists with dtlsl_get_record() when handling DTLS messages. A remote attacker,
using a specially crafted DTLS message, can cause a denial of service. (CVE-2014-3571)

- A flaw exists with ECDH handshakes when using an ECDSA certificate without a ServerKeyExchange message. This
allows a remote attacker to trigger a loss of forward secrecy from the ciphersuite. (CVE-2014-3572)

- A flaw exists when accepting non-DER variations of certificate signature algorithms and signature encodings due to
a lack of enforcement of matches between signed and unsigned portions. A remote attacker, by including crafted data within
a certificate’s unsigned portion, can bypass fingerprint-based certificate-blacklist protection mechanisms. (CVE-2014-8275)

- A security feature bypass vulnerability, known as FREAK (Factoring attack on RSA-EXPORT Keys), exists due to the
support of weak EXPORT_RSA cipher suites with keys less than or equal to 512 bits. A man-in-the-middle attacker may be
able to downgrade the SSL/TLS connection to use EXPORT_RSA cipher suites which can be factored in a short amount of
time, allowing the attacker to intercept and decrypt the traffic. (CVE-2015-0204)

Medium 4.3 Upgrade to OpenSSL 0.9.8zf or later. x.X.60.35
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Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote web server uses a version of OpenSSL 0.9.8 prior to 0.9.8zf. The OpenSSL
library is, therefore, affected by the following vulnerabilities :

- A use-after-free condition exists in the d2i ECPrivateKey() function due to improper processing of malformed EC
private key files during import. A remote attacker can exploit this to dereference or free already freed memory, resulting in a
denial of service or other unspecified impact. (CVE-2015-0209)

- An invalid read flaw exists in the ASN1_TYPE cmp() function due to improperly performed boolean-type compar-
isons. A remote attacker can exploit this, via a crafted X.509 certificate to an endpoint that uses the certificate-verification
feature, to cause an invalid read operation, resulting in a denial of service.

(CVE-2015-0286)

- A flaw exists in the ASN1_item_ex_d2i() function due to a failure to reinitialize ’"CHOICE’ and 'ADB’ data structures
when reusing a structure in ASN.1 parsing.

This allows a remote attacker to cause an invalid write operation and memory corruption, resulting in a denial of service.
(CVE-2015-0287)

- A NULL pointer dereference flaw exists in the X509_to_X509_REQ() function due to improper processing of cer-
tificate keys. This allows a remote attacker, via a crafted X.509 certificate, to cause a denial of service. (CVE-2015-0288)

- A NULL pointer dereference flaw exists in the PKCS#7 parsing code due to incorrect handling of missing outer
ContentInfo. This allows a remote attacker, using an application that processes arbitrary PKCS#7 data and providing
malformed data with ASN.1 encoding, to cause a denial of service. (CVE-2015-0289)

- A flaw exists in servers that both support SSLv2 and enable export cipher suites due to improper implementation of
SSLv2. A remote attacker can exploit this, via a crafted CLIENT-MASTER-KEY message, to cause a denial of service. (CVE-
2015-0293)

- A key disclosure vulnerability exists in the SSLv2 implementation in the get_client master_key() function due to the
acceptance of a nonzero CLIENT-MASTER-KEY CLEAR-KEY-LENGTH value for an arbitrary cipher. A man-in-the-middle
attacker can exploit this to determine the MASTER-KEY value and decrypt TLS ciphertext data by leveraging a Bleichenbacher
RSA padding oracle.

(CVE-2016-0703)

- An information disclosure vulnerability exists in the SSLv2 implementation in the get_client_master_key() function due to
incorrectly overwriting MASTER-KEY bytes during use of export cipher suites. A remote attacker can exploit this to create a
Bleichenbacher oracle.

(CVE-2016-0704)
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OpensSSL < 0.9.8p / 1.0.0e
Double Free Vulnerability

SSH Weak Algorithms Sup-
ported

SSL RC4 Cipher Suites Sup-
ported (Bar Mitzvah)

Medium 4.3 Upgrade to OpenSSL 0.9.8p / 1.0.0e or later. x.X.60.35

Initial Detection: 2016-09-16 15:00 UTC
Latest Detection: 2016-09-19 05:00 UTC
Description: According to its banner, the remote server is running a version of OpenSSL that is earlier than 0.9.8p / 1.0.0e.

A remote attacker could crash client software when using ECDH. The impact of this vulnerability is not clear; arbi-
trary code could be run too.

Note that OpenSSL changelog only reports a fix for 0.9.8p. 1.0.0a is definitely vulnerable. Gentoo reports a fix for

1.0.0e but it covers other flaws.NVD reports 0.9.7 as vulnerable too but does not give any fixed version.

Medium 4.3 Contact the vendor or consult product documentation to re- x.x.10.10, x.x.104.91, x.x.106.120,

move the weak ciphers. x.x.111.109, x.x.128.59, x.x.128.66,

x.x.130.40, x.x.134.209, x.x.136.112,
x.x.150.80, x.x.154.52, x.x.16.22,
x.x.163.170, x.x.168.220, x.x.191.11,
x.x.195.43, x.x.195.57, x.x.195.58,
x.x.195.61, x.x.20.111, x.x.20.112,
x.x.20.113, x.x.20.116, x.x.20.122,
x.x.200.15, x.x.200.186, x.x.216.6,
x.x.254.21, x.x.66.51, x.x.89.5, x.x.89.93,
x.x.91.20

Initial Detection: 2016-04-09 02:58 UTC

Latest Detection: 2016-09-20 07:27 UTC

Description: Nessus has detected that the remote SSH server is configured to use the Arcfour stream cipher or no cipher at all.

RFC 4253 advises against using Arcfour due to an issue with weak keys.

Medium 4.3 Reconfigure the affected application, if possible, to avoid use x.x.134.178, x.x.139.105, x.x.140.21,
of RC4 ciphers. Consider using TLS 1.2 with AES-GCM suites x.x.140.28, x.x.140.30, x.x.149.227,
subject to browser and web server support. x.x.162.168, x.x.186.55, x.x.191.28,

x.x.242.78, x.x.242.83, x.x.242.92,
x.x.25.26, x.x.252.40, x.x.252.52,
x.x.38.163, x.x.56.76, x.x.56.88, x.x.90.34
Initial Detection: 2014-01-17 01:10 UTC
Latest Detection: 2016-09-19 20:47 UTC
Description: The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream of bytes so that a wide variety of small biases are
introduced into the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g, HTTP cookies), and an attacker is able to obtain many (i.e., tens of millions)
ciphertexts, the attacker may be able to derive the plaintext.
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SSL/TLS Diffie-Hellman Medium 4.3 Reconfigure the service to use a unique Diffie-Hellman moduli x.x.0.101, x.x.0.142, x.x.0.37, x.x.1.100,
Modulus <= 1024 Bits of 2048 bits or greater. xx.1.101, x.x.1.114, x.x.130.120,

(Logjam)

SSLv3 Padding Oracle
On Downgraded Legacy
Encryption Vulnerability
(POODLE)

TLS Padding Oracle Infor-
mation Disclosure Vulner-
ability (TLS POODLE)

x.x.140.21, x.x.140.28, x.x.140.30,
x.x.161.92, xx.161.94, x.x.161.98,
x.x.164.94, x.x.197.28, x.x.197.30,
x.x.197.33, x.x.197.34, x.x.197.39,
x.x.197.41, x.x.197.43, x.x.197 .47,
x.x.197.54, x.x.197.66, x.x.197.70,
x.x.197.89, x.x.242.201

Initial Detection: 2015-05-31 04:24 UTC

Latest Detection: 2016-09-19 01:00 UTC

Description: The remote host allows SSL/TLS connections with one or more Diffie-Hellman moduli less than or equal to 1024

bits. Through cryptanalysis, a third party may be able to find the shared secret in a short amount of time (depending on

modulus size and attacker resources). This may allow an attacker to recover the plaintext or potentially violate the integrity of

connections.

Medium 4.3 Disable SSLv3. x.x.191.28, x.x.90.34

Services that must support SSLv3 should enable the TLS

Fallback SCSV mechanism until SSLv3 can be disabled.
Initial Detection: 2015-04-06 20:33 UTC
Latest Detection: 2016-09-19 09:40 UTC
Description: The remote host is affected by a man-in-the-middle (MitM) information disclosure vulnerability known as
POODLE. The vulnerability is due to the way SSL 3.0 handles padding bytes when decrypting messages encrypted using block
ciphers in cipher block chaining (CBC) mode.
MitM attackers can decrypt a selected byte of a cipher text in as few as 256 tries if they are able to force a victim application
to repeatedly send the same data over newly created SSL 3.0 connections.

As long as a client and service both support SSLv3, a connection can be ’rolled back’ to SSLv3, even if TLSvl or
newer is supported by the client and service.

The TLS Fallback SCSV mechanism prevents 'version rollback’ attacks without impacting legacy clients; however, it
can only protect connections when the client and service support the mechanism. Sites that cannot disable SSLv3 immediately
should enable this mechanism.

This is a vulnerability in the SSLv3 specification, not in any particular SSL implementation. Disabling SSLv3 is the
only way to completely mitigate the vulnerability.
Medium 4.3 Contact the vendor for an update. x.x.90.34
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Web Server Generic 3xx
Redirect

Web Server Generic Cookie
Injection

Initial Detection: 2016-08-30 02:20 UTC

Latest Detection: 2016-09-19 09:40 UTC

Description: The remote host is affected by a man-in-the-middle (MitM) information disclosure vulnerability known as POO-
DLE. The vulnerability is due to the TLS server not verifying block cipher padding when using a cipher suite that employs
a block cipher such as AES and DES. The lack of padding checking can allow encrypted TLS traffic to be decrypted. This
vulnerability could allow for the decryption of HTTPS traffic by an unauthorized third party.

Medium 4.3 Contact the web server vendor for a fix. x.x.22.10

Initial Detection: 2016-07-16 01:05 UTC

Latest Detection: 2016-09-18 20:29 UTC

Description: The remote web server is configured to redirect users using a HTTP 302, 303 or 307 response. However, the
server can redirect to a domain that includes components included in the original request.

A remote attacker could exploit this by crafting a URL which appears to resolve to the remote server, but redirects to

a malicious location.

Medium 4.3 Contact the vendor for a patch or upgrade. X.X.242.76, x.x.242.78, x.x.242.83,
X.X.242.87

Initial Detection: 2016-06-04 13:43 UTC

Latest Detection: 2016-09-18 17:43 UTC

Description: The remote host is running a web server that fails to adequately sanitize request strings of malicious JavaScript.

By leveraging this issue, an attacker may be able to inject arbitrary cookies. Depending on the structure of the web application,

it may be possible to launch a 'session fixation’ attack using this mechanism.

Please note that :
- Nessus did not check if the session fixation attack is feasible.

- This is not the only vector of session fixation.
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FTP Supports Cleartext Au- Low 2.6 Switch to SFTP (part of the SSH suite) or FIPS (FTP over x.x.102.87,x.x.109.5,x.x.110.29,

thentication SSL/TLS). In the latter case, configure the server so that con- x.x.142.10, x.x.143.64, x.x.154.95,
trol connections are encrypted. x.x.154.96, x.x.160.226, x.x.161.81,

OpenSSL < 0.9.8y Multiple
Vulnerabilities

OpenSSL < 1.1.0 Default
Weak 64-bit Block Cipher
(SWEET32)

xx.162.11, x.x.163.129, x.x.163.40,
x.x.179.23, xx.191.11, x.x.194.198,
x.x.194.30, x.x.194.32, x.x.194 .41,
x.x.195.100, x.x.195.43, x.x.195.58,
x.x.195.61, x.x.195.72, x.x.195.82,
x.x.196.38, x.x.197.16, x.x.197.18,
x.x.197.40, x.x.197 .42, x.x.197.45,
x.x.197.51, x.x.197.52, x.x.197.53,
x.x.197.56, x.x.197.57, x.x.197.58,
x.x.197.59, x.x.197.66, x.x.197.75,
x.x.197.84, xx.197.85, x.x.197.87,
x.x.197.88, x.x.197.92, xx.197.95,
x.x.197.96, x.x.199.131, x.x.199.144,
x.x.199.218, x.x.199.221, xx.20.176,
x.x.200.15, x.x.255.72, x.x.255.73,
x.X.60.99, x.x.91.230, x.x.94.145

Initial Detection: 2014-03-01 18:23 UTC

Latest Detection: 2016-09-20 12:29 UTC

Description: The remote FTP server allows the user’s name and password to be transmitted in cleartext, which could be

intercepted by a network sniffer or a man-in-the-middle attack.

Low 2.6 Upgrade to OpenSSL 0.9.8y or later. x.X.60.35

Initial Detection: 2016-09-16 15:00 UTC

Latest Detection: 2016-09-19 05:00 UTC

Description: According to its banner, the remote web server is running a version of OpenSSL prior to 0.9.8y. The OpenSSL
library is, therefore, reportedly affected by the following vulnerabilities :

- An error exists related to the handling of OCSP response verification that could allow denial of service attacks.
(CVE-2013-0166)

- An error exists related to the SSL/TLS/DTLS protocols, CBC mode encryption and response time. An attacker could

obtain plaintext contents of encrypted traffic via timing attacks. (CVE-2013-0169)

Low 2.6 Upgrade to OpenSSL version 1.1.0 or later, and ensure all 64- x.x.130.135, x.x.130.161, x.x.186.42,
bit block ciphers are disabled. Note that upgrading to OpenSSL  x.x.194.10, x.x.194.56, x.x.199.130,
1.1.0 does not completely mitigate this vulnerability; it simply  x.x.255.72, x.x.255.73, x.x.38.146,
disables the vulnerable 64-bit block ciphers by default. x.X.79.89
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OpenSSL AES-NI Padding
Oracle MitM Information
Disclosure

SSH Server CBC Mode Ci-
phers Enabled

Initial Detection: 2016-08-26 20:50 UTC

Latest Detection: 2016-09-20 04:24 UTC

Description: According to its banner, the version of OpenSSL running on the remote host is prior to 1.1.0. It is, therefore,

affected by a vulnerability, known as SWEET32, in the 3DES and Blowfish algorithms due to the use of weak 64-bit block

ciphers by default. A man-in-the-middle attacker who has sufficient resources can exploit this vulnerability, via a "birthday’
attack, to detect a collision that leaks the XOR between the fixed secret and a known plaintext, allowing the disclosure of the
secret text, such as secure HTTPS cookies, and possibly resulting in the hijacking of an authenticated session.

Low 2.6 Upgrade to OpenSSL version 1.0.1t / 1.0.2h or later. x.x.133.127, x.x.134.96, x.x.135.111,
x.x.167.158, x.x.167.164, x.x.167.184,
x.x.191.235, x.x.191.82, x.x.207.133,
X.X.25.26, x.x.64.48, x.x.64.49

Initial Detection: 2016-06-15 12:21 UTC

Latest Detection: 2016-09-19 13:43 UTC

Description: The remote host is affected by a man-in-the-middle (MitM) information disclosure vulnerability due to an error

in the implementation of ciphersuites that use AES in CBC mode with HMAC-SHA1 or HMAC-SHA256.

The implementation is specially written to use the AES acceleration available in x86/amdé64 processors (AES-NI). The error

messages returned by the server allow allow a man-in-the-middle attacker to conduct a padding oracle attack, resulting in the

ability to decrypt network traffic.

Low 2.6 Contact the vendor or consult product documentation to disable x.x.1.28, x.x.10.10, x.x.100.12, x.x.104.91,
CBC mode cipher encryption, and enable CTR or GCM cipher x.x.106.120, x.x.111.109, x.x.128.59,
mode encryption. x.x.128.66, x.x.130.40, x.x.133.42,

x.x.134.205, x.x.134.209, x.x.136.112,
x.x.150.80, x.x.154.52, x.x.16.22,
x.x.161.24, x.x.163.170, x.x.168.220,
x.x.173.86, x.x.179.205, x.x.186.88,
x.x.19.100, x.x.191.11, x.x.194.105,
x.x.195.108, x.x.195.43, x.x.195.57,
x.x.195.58, x.x.195.61, x.x.195.71,
x.x.20.111, x.x.20.112, x.x.20.113,
x.x.20.116, x.x.20.122, x.x.20.21,
x.x.200.15, x.x.200.186, x.x.216.13,
x.x.216.6, x.x.235.106, x.x.235.235,
x.x.254.21, x.x.4.1, xx.4.11, x.x.4.12,
x.x.4.13, x.x.4.5, x.X.64.249, x.x.66.51,
x.x.89.5, x.x.89.93, x.x.91.20
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Initial Detection: 2014-01-16 00:47 UTC
Latest Detection: 2016-09-20 07:27 UTC
Description: The SSH server is configured to support Cipher Block Chaining (CBC) encryption. This may allow an attacker to
recover the plaintext message from the ciphertext.
Note that this plugin only checks for the options of the SSH server and does not check for vulnerable software ver-
sions.
SSH Weak MAC Algorithms Low 2.6 Contact the vendor or consult product documentation to disable x.x.1.28, x.x.104.91, x.x.106.120,
Enabled MD5 and 96-bit MAC algorithms. x.x.111.109, x.x.122.250, x.x.128.59,

SSL  Anonymous Cipher
Suites Supported

x.x.128.66, x.x.130.40, x.x.133.42,
x.x.134.205, x.x.134.209, x.x.136.112,
x.x.143.22, x.x.150.80, x.x.154.52,
x.X.154.66, x.x.154.69, x.x.154.79,
x.x.154.80, x.x.154.81, x.x.154.83,
x.x.16.22, xx.161.24, xx.163.170,
x.x.168.220, x.x.17.24, x.x.179.205,
x.x.186.87, x.x.186.88, x.x.190.11,
x.x.191.11, x.x.195.43, x.x.195.57,
x.x.195.58, x.x.195.61, x.x.195.63,
x.x.20.111, x.x.20.112, x.x.20.113,
x.x.20.116, x.x.20.122, x.x.20.21,
x.x.200.15, x.x.200.186, x.x.216.13,
x.x.216.6, x.x.254.21, x.x.254.34,
X.X.64.249, x.x.66.51, x.x.89.5, x.x.89.93,
x.x.91.20

Initial Detection: 2014-02-06 23:46 UTC

Latest Detection: 2016-09-20 07:27 UTC

Description: The remote SSH server is configured to allow either MDS5 or 96-bit MAC algorithms, both of which are

considered weak.

Note that this plugin only checks for the options of the SSH server, and it does not check for vulnerable software
versions.
Low 2.6 Reconfigure the affected application if possible to avoid use of  x.x.164.40

weak ciphers.
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Web Server HTTP Header
Internal IP Disclosure

Web Server PROPFIND
Method Internal IP Disclo-
sure

X Server Detection

Initial Detection: 2015-06-06 22:01 UTC

Latest Detection: 2016-09-16 00:48 UTC

Description: The remote host supports the use of anonymous SSL ciphers. While this enables an administrator to set up a
service that encrypts traffic without having to generate and configure SSL certificates, it offers no way to verify the remote
host’s identity and renders the service vulnerable to a man-in-the-middle attack.

Note: This is considerably easier to exploit if the attacker is on the same physical network.
Low 2.6 None X.X.249.169

Initial Detection: 2016-09-17 22:50 UTC

Latest Detection: 2016-09-17 22:50 UTC

Description: This may expose internal IP addresses that are usually hidden or masked behind a Network Address Translation
(NAT) Firewall or proxy server.

There is a known issue with Microsoft IIS 4.0 doing this in its default configuration. This may also affect other web
servers, web applications, web proxies, load balancers and through a variety of misconfigurations related to redirection.
Low 2.6 Consult Microsoft’s KB article for steps to resolve the issue. x.x.199.22

Initial Detection: 2016-08-21 20:37 UTC

Latest Detection: 2016-09-19 05:01 UTC

Description: The remote installation of IIS leaks a private IP address through the WebDAV interface. This may expose internal
IP addresses that are usually hidden or masked behind a Network Address Translation (NAT) Firewall or proxy server.

This is typical of IIS installations that are not configured properly.
Low 2.6 Restrict access to this port. If the X11 client/server facility is  x.x.154.173
not used, disable TCP support in X11 entirely (-nolisten tcp).
Initial Detection: 2014-09-03 09:28 UTC
Latest Detection: 2016-09-14 22:38 UTC
Description: The remote host is running an X11 server. X11 is a client-server protocol that can be used to display graphical
applications running on a given host on a remote client.

Since the X11 traffic is not ciphered, it is possible for an attacker to eavesdrop on the connection.
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Anonymous FTP Enabled Low 0.0 Disable anonymous FTP if it is not required. Routinely check x.x.102.87, x.x.103.115, x.x.110.29,
the FTP server to ensure sensitive content is not available. x.x.124.16, x.x.128.37, x.x.128.58,

SSL Certificate Chain Con-
tains RSA Keys Less Than
2048 bits

x.x.128.59, x.x.128.61, x.x.128.64,
x.x.132.240, x.x.132.40, x.x.142.10,
x.x.143.64, x.x.160.203, x.x.160.226,
x.x.160.251, x.x.163.129, x.x.163.40,
x.x.17.205, x.x.17.243, x.x.179.109,
xx.179.111, xx.179.23, xx.191.11,
x.x.194.12, x.x.194.20, x.x.194.40,
x.x.194.56, x.x.194.59, x.x.195.58,
x.x.197.18, x.x.197 .40, x.x.197.50,
x.x.197.51, xx.197.52, x.x.197.57,
x.x.199.131, x.x.199.196, x.x.199.221,
x.x.199.232, x.x.20.176, x.x.20.84,
x.X.248.134, x.x.248.141, x.x.248.247,
x.x.255.36, x.x.255.38, x.x.255.39,
x.x.60.99, x.x.91.230, x.x.94.145

Initial Detection: 2013-10-26 08:26 UTC

Latest Detection: 2016-09-20 12:29 UTC

Description: This FTP service allows anonymous logins. Any remote user may connect and authenticate without providing a

password or unique credentials.

This allows a user to access any files made available on the FTP server.

Low 0.0 Replace the certificate in the chain with the RSA key less than x.x.110.201, x.x.111.83, x.x.160.71,

2048 bits in length with a longer key, and reissue any certificates x.x.196.52
signed by the old certificate.

Initial Detection: 2014-06-04 13:53 UTC

Latest Detection: 2016-09-19 08:25 UTC

Description: At least one of the X.509 certificates sent by the remote host has a key that is shorter than 2048 bits. According

to industry standards set by the Certification Authority/Browser (CA/B) Forum, certificates issued after January 1, 2014 must

be at least 2048 bits.

Some browser SSL implementations may reject keys less than 2048 bits after January 1, 2014. Additionally, some SSL
certificate vendors may revoke certificates less than 2048 bits before January 1, 2014.

Note that Nessus will not flag root certificates with RSA keys less than 2048 bits if they were issued prior to Decem-
ber 31, 2010, as the standard considers them exempt.
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Appendix D  Critical and High Vulnerability Mitigations by IP Address

This section presents detailed scan results, ordered by host, from the network mapping and vulnerability scans. Only high and critical vulnerabilities are displayed.

Vulnerabilities identified have a recommended mitigation solution that should be considered in order to establish or maintain a secure network.

Owner Host Port(s) Vulnerability Severity  Solution
SUB_ORG x.X.60.35 80, 443  OpenSSL Unsupported Critical Upgrade to a version of OpenSSL that is currently supported.
SUB_ORG xx.168.220 NA Unsupported Unix Operating Critical Upgrade to a version of the Unix operating system that is currently
System supported.
SUB_ORG xx.38.159 NA Unsupported Unix Operating Critical Upgrade to a version of the Unix operating system that is currently
System supported.
SUB_ORG x.x.179.41 80 Apple Mac OS X Find-By- High - Configure your web server so as to prevent the download of
Content .DS_Store Web Direc- .DS_Store files
tory Listing - Mac OS X users should configure their workstation to disable the
creation of .DS_Store files on network shares.
SUB_ORG x.x.168.220 22 OpenSSH MaxAuthTries Bypass ~ High Upgrade to OpenSSH 7.0 or later.
Alternatively, this vulnerability can be mitigated on some Linux
distributions by disabling the keyboard-interactive authentication
method. This can be done on Red Hat Linux by setting ’'Challen-
geResponseAuthentication’ to 'no’ in the /etc/ssh/sshd_config
configuration file and restarting the sshd service.
SUB_ORG x.x.216.6 22 OpenSSH MaxAuthTries Bypass ~ High Upgrade to OpenSSH 7.0 or later.
Alternatively, this vulnerability can be mitigated on some Linux
distributions by disabling the keyboard-interactive authentication
method. This can be done on Red Hat Linux by setting ’Challen-
geResponseAuthentication’ to 'no’ in the /etc/ssh/sshd_config
configuration file and restarting the sshd service.
SUB_ORG x.X.60.35 80,443  OpenSSL < 0.9.8f Multiple Vul- High Upgrade to OpenSSL 0.9.8f or later.
nerabilities
SUB_ORG x.x.60.35 80,443 OpenSSL < 0.9.8p / 1.0.0b High Upgrade to OpenSSL 0.9.8p / 1.0.0b or later.
Buffer Overflow
SUB_ORG x.X.60.35 80,443 OpenSSL < 0.9.8w ASN.1 High Upgrade to OpenSSL 0.9.8w or later.
asnl_d2i_read_bio Memory
Corruption
SUB_ORG x.x.20.21 22 SSH Protocol Version 1 Session High Disable compatibility with version 1 of the p